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1. PETYIIUPAHU U NMNATEXHW YCIIYTU
1.1 BUCEPAG6

BVCEPAG6 e nnatexHa cuctema 3a obGcnyxBaHe Ha KNMEHTCKM NPEBOAM B NeBa, npegHasHayeHu 3a
N3NbJIHEHNE B onpedefnieH MOMEHT, Ocurypsialla OKOH4YaTENMHOCT Ha CeTb/IMEHTA.

OnucaHune

Cucrtemata npuema n obpabotsa Ha 6pyTHa 6a3a HapexaaHus 3a NpeBOof 3a U3NbrHeHWe Ha He3abaBHwW,
nakeTHNW W OIODKETHN KIAMEHTCKM MpeBOoAM Ha CTOWMHOCT CbMMacHO npasBunarta Ha cucTemara,
CETBLI/IMEHTBT Ha KonTo ce n3sbpliea oT BOPUKA ALl no npegnnateH moaen.

BVCEPAG n3BbpLuBa NnpeannateH Moaen Ha CETbIIMEHT Ha hrHanmanpaHnTe mexaybaHkoBu 61ogKeTHU
NCKaHWA 3a NnawlaHund, nHuumnpann npes CucremaTta 3a enekTpoHHU 6rogxeTHn nnawadnsa (CEBPA).

BVCEPA6 wusnpawa [0 BCEKM OT yyacTHMUMUTE B CUCTEMATa WHopmauus 3a pesyntatute Ha
N3NbITHEHUTE Ype3 HeA NPeBoaMU.

YyactHuum B cuctemarta morat ga 6vaat BHB, 6aHkn 1 knoHoBe Ha 6aHkK, paboTewmn Ha TepuTopudaTa
Ha CTpaHaTa, C OTKpuTa cmeTka 3a ceTbNIMeHT B RINGS. [loctaBumum Ha nnatexHu yenyrm (O1Y) ¢ npaeo
Ha OOCTbMN B cucTemaTa morat ga 6baart nuueHaupanu OI1Y, kouto HamaTt oTkpuTta oT bHB cmeTtka 3a
cetbnMeHT B RINGS. YuacTtHuuute n [y ¢ npaBo Ha aBTOHOMEH AocTbn ce BkntouBaT B BUUCEPAG crneq
YyCMEeLWHo npoBefeHn cepTUdUKALMOHHN TECTOBE 3a MpoBepKa Ha TexXHW4YeckaTa, TeXHorormyHaTta wm
MHOpMaLMOHHA rOTOBHOCT Ha kaHauaara.

MpaBunarta 3a pa60Ta Ha cucrtemarta ca p83p360TeHVI B CbOTBETCTBME C U3NCKBaHMATA Ha 3akoHa 3a
nnaTtexHute ycnyrm n nnatexHnte CUCteMn.

Ycnyru

e bBlogkeTHM nnawaHums — BKNOYBAT U3MBIIHEHWETO HA HapexaaHus 3a NpeBon C U3MNon3BaHe
Ha NNaTeXxHo HapexadaHe 3a nnawlaHe oT/kbM blogxkeTa, kato hopmata Ha XML cboblieHunaTa e
B CbOTBETCTBME CbC cTaHaapT ISO 20022.

¢ HesabaBHu NnawaHnsa — cbobLeHnsaTa 3a NnpeHacsHe Ha MHOoPMaunATa Npy U3MNbITHEHNETO Ha
HapexgaHe 3a HeszabaBeH npeBog ca ©OasvpaHm Ha ISO 20022 XML w cneggar
cTaHgapTusnpaHuTe npasuna Ha ,lporpamaTa 3a He3abaBHuM nnawaHms Ypes cmeTtka“ (Blink) Ha
HaumonanHata KapTtoBa u NnatexHa Cxema, xapmoHuanpanm cbc SEPA cxemaTa 3a He3abaBHu
nnawaHus Ha EBponenckusa nnatexeH cbBeT. HesabaBHuTe nnawaHua moxe ga 6baar
N3NbIHABaHM 24 yaca B OEeHOHOLLMETO, BCEKN KaneHaapeH OeH B rogvHaTa, ¢ He3abaBHa mnm
6nuska oo He3abaBHaTa o6paboTka 1 3aBepsiBaHe Ha CMeTKaTa Ha nony4yartensi C NoTBbpPXaeHue
Ha nNnarteua B paMKUTe Ha CEKYHAM cnea UHUUMMpaHe Ha nnawaHeTo.

e [lakeTHn (HeBlOMXETHU) nNnalwaHns — BKMOYBAT U3MbIHEHWETO HAa HapexaaHus 3a npeBog C
N3non3BaHe Ha KpeauTeH npeBog v anpekteH gebut (ocHoBaH Ha SEPA Request-to-Pay), kaTo
dopmaTta Ha XML cbobLieHunsaTa e B CbOTBETCTBUE CbC cTaHaapT ISO 20022.

Twun gorosop

Moanucea ce Pamkos gorosop 3a ycnyrn Ha BOPUKA AL, konTo ce npunara 3a BCUYKM ydacTtHuum n Ay
C aBTOHOMEH [OCTbI B NfiaTtexHarta cuctema, ¢ npunoxeHus: lNpasuna Ha nnaTtexHa cuctema BVICEPAG
n Tapuda.

AOMY ¢ npaBo Ha AOCTbN CKMAKYBAT TPUCTPAHHO cnopasymeHne c yyacTHuk n BOPUKA AL 3a
OCblUEeCTBsIBAHE Ha ceTbfiIMeHTa Ha obpaboTBaHuTe HapexaaHus 3a npeson 4pe3 BUCEPAG6 wu
nonyyaBaHe Ha gpyra nHgopmMaums, CBbp3aHa ¢ nnallaHuaTa.

CEBPA (Cuctema 3a EnektpoHHu BrogpxeTHn PasnnawaHnst) e cuctema 3a  HabnwogeHwe Ha
WHULMMPaHUTE NnawaHns oT BKNOYEHUTE B Hes BIogKeTHM NpeanpuaTua 1 ynpasneHme Ha nnailaduata
B paMKWUTe Ha NpeaBapuUTENHO 3agageHn NMMUTM KbM cucTeMaTa Ha EguHHaTta cmeTka Ha MUHUCTEpCTBO
Ha puHaHcuTe, obenyxeaHa ot BHbB.
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Onucanune

YyactHnum B CEBPA ca Bwvnrapcka HapogHa 6aHka, MuHuCTepCcTBO Ha duHaHcuTe, 06CcnyXBaLim
opraHusaumm, MbPBOCTENEHHN U OTOPU3NPAHN BTOPOCTENEHHN BIOIKETHM NPeanpuUaTUs.

JiumntuTe 3a nnawaHe, B 3aBMCUMOCT OT BMAA CpeacTBa, ce 3agasaT oT M® (3a nbpBocTeneHHa
cuctema) Ype3 BHbB (3a Bcska npomsaHa Ha numuTta BHB He3abasHo yBegomsiBa CEBPA) nnun oopmupar
aBTOMaTM4HO Ha 6asa nocTbNNeHusTa MNO CbOTBETHUTE CMETKM Ha OogKeTHUTE nNpeanpusiTus.
3apageHnte oT MO nuMmnTn ce pasnpenensit oT NbpBOCTENEHHUTE/OTOPU3MPAHN BTOPOCTEMNEHHN
pasnopeguTenu Ha GloXeTHUTE NpeanpusaTus, BKIIOYEHN B CbOTBETHaTa cuctema. Bcsako BKoYeHO B
CEBPA 6topxeTHO npeanpusatie MoXxe Aa U3BbpLUM NnalaHe Ypes obcnyxeallaTa ro opraHusauusi, Kato
NOMbMHN AOKYMEHT ,BIoMKeTHO MnaTeXHO UCKaHe” UM MbPBOCTEMEHHUSA pasnopeanTen ¢ BrooKeTHM
KpeouTun, oupekTHo oT EguHHaTta cmeTka Ha MO B BEHB.

M3nbnHeHneTo Ha npesoan, nHuumupany Ype3 CEBPA, TeXHUSA KOHTPOM U OTYETHOCT Ca perynupaHu B
YkazaHue Ha BHB n M® 3a ob6cnyxBaHe Ha CMETKM 1 NnawaHna Ha 61o4KeTHM opraHn3aunm — OCHOBHM
BbMPOCU N U3NCKBAHWS, NPOLIEAYPU 3a LeHTpanm3aums 1 TexHonorna 3a nnaiwadms ypes CEBPA.

TapudupaHe
Ycnyrute ce 3annailat Ha ocHoBaHue gencteawata Tapuda Ha BOPUKA AL
1.2 BUCEPA

BUCEPA e nnatexHa cuctema 3a obcrnyxBaHe Ha KNMEHTCKM NpeBoaun B eBpo, 6asupaHa Ha npasunara,
npakTukuTe U ctaHgapTute Ha EgmMHHaTa 3oHa 3a nnawaHusa B eBpo (SEPA) n ocurypsisalla pmHanHocT
Ha ceTbfIMeHTa B TpaHceBponenckaTta asBToMaTmampaHa cuctTeMa 3a CETbSIMEHT Ha EKCNPECHU NpeBoau
B peanHo Bpeme TARGET.

Onucanune

BVICEPA e nnatexHa cucTemMa C OKOHYaTENHOCT Ha CEeTbSIMEHTA 3a 0OCNyXBaHEe Ha KIMEHTCKU
HapexagaHua 3a npeBog B eBpo M SEPA cbBMecTMMa KNMpMHroBa Kblia MO KnacudukauusatTa Ha
EBponenckus MNnatexeH CbBeT.

BUCEPA o6paboTtea HapexgaHus 3a npeBo B €BPO MeXAY yHaCTHULM, 4OCTABYMLIM HA NIIATEXHW YCyru
(ArTY) c poctbn B cMcTeMaTa 1 4OCTaBYMLM Ha NAATEXHW YCIyrn, N3BbPLUBALLM AENHOCT Ha TeputopusaTa
Ha EBponenckoto mkoHomuvecko npoctpaHcTBo (EWUMM), ManbnHsaBaHW BLTPELWHO MMM 4Ype3 B3auMHU
Bpb3ku ¢ apyrn SEPA CbBMECTUMU KIMPUMHIOBU Kblin. JIMMUTBLT Ha oOpaboTBaHUTE HapexgaHus 3a
npesog npe3 BVCEPA e B cboTBeTcTBME CbC SEPA cxemnte Ha EBponenckms nnaTtexeH CbBeT.

BUVCEPA npwunara npoueaypa 3a ceTbnIMeHT B (egHOBpeMeHeH 1 MHorocTpaHeH ceTbniMeHT) B TARGET
3a SEPA nnawaHunsata B eBpo OT/KbM OMNepaTMBHO CbBMECTMMW KIMPWHIOBU KbLiM WM Mnpouegypa 3a
cetbnMeHT D c npegBapuTtenHo oOcCUrypeHo uHaHcupaHe OT CTpaHa Ha yyacTHuumMte C  uen
npeannaTeHnst MOAEN Ha CETLIIMEHT Ha BbTPELUHUTE MallaHns 1 Ha nnawadHusTa npe3 STEP2.

3a ocurypsiBaHe Ha JocTwxkumocT Ha yyacTHuumte B BUCEPA BEOPUKA ALl ocurypsiBa Bpb3ka Ha
BUNCEPA c gpyrn SEPA cbBMeCTVMN KITMPUHIOBU KbLLM YpEe3 CKIHoYBaHe Ha ABYCTPaHHN CriopasyMeHus.
TaknBa cnopasymeHusi ca ckrtodeHu ¢ repmadckata Deutsche Bundesbank, xonanacko-repmaHckaTta
knupuHroea kbuwa equens Worldline n nonckata KIR. MbnHata goctmkmmocT 3a SEPA kpeguTHuUTe
npesoan BENCEPA ocurypsasa yvpes goctbn oo cuctemara STEP2 Ha EBA Clearing upes anpektHOTo
yyactne Ha bbnrapckata HapogHa ©aHka. [MbnHaTta goctwkmmocT 3a SEPA HesabaBHuUTE KpeauTHM
npesoan ce ocurypsiea ypes cuctemata TIPS (TARGET Instant Payment Settlement).

YyactHuum B BICEPA moraTt ga 6baat: bbnrapcka HapogHa 6aHka; HauuoHanHu ueHTpanHu GaHku
(HUB) Ha gbprkasu oT EWM; BaHka, nonyynna nuuens ot bBHE 3a n3ebplusaHe Ha 6aHkoBa genHocT; KnoH
Ha GaHka OT TpeTa gbpxasa, nonyyun nuueHs ot BHB no pega Ha un. 17 ot 3akoHa 3a KkpeauTHuTe
NHCTUTYUMN; KnoH Ha 6aHka OT AbpKaBa-yneHka, n3BbpLuBaLl, JENHOCT Ha TepuTopusTa Ha Penybnuka
Bbnrapusa no pega Ha un. 20 n 21 ot 3akoHa 3a KpeguTHUTE MHCTUTYUUK,; BaHkn unu knoHoee Ha 6aHku,
yCTaHOBEHW Ha Teputopusita Ha EUT.
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Ycnyru
o SEPA kpeguteH npeeog (SCT);

e SEPA He3abaseH kpeauteH npesog (SCT Inst);
e [eHepupaHe 1 usnpaiiaHe Ha Hdopmaumsa nog opmaTa Ha pasfMyHnU BUOOBE CNPaBKK.

Tun gorosop
Pamkoe gorosop 3a ycnyrn Ha BOPUKA All, cbobpaseH ¢ Npaeunata Ha nnatexHa cuctema BUCEPA,

KOMTO Ce Mpunara 3a BCUYKM y4dacTHuum wn [OMY ¢ aBTOHOMEH [OCTbM B nnaTexHaTa cucTtema.
MpunoxeHus kbMm Hero ca: lNpasuna Ha cuctemarta n Tapuda.

Tapudupane
Ycnyrute ce 3annailat Ha ocHoBaHue gencteawata Tapuda Ha BOPUKA AL

1.3 OnHnauH npeBKtoYBaHe Ha kKapTtoBu onepauun (SWITCH)

BOPVKA ALl kaTo omepaTtop Ha nfaTexHa cucteMa 3a MfaTexHu onepaumm, CBbp3aHu C KapTw,
ocurypsiea npeekntodBaHe (switch) Ha mexxgybaHKoBUTE pasnnallaHus ¢ NnaTexHn KapTu B cTpaHata. 3a
Taswn uen ca u3rpageHun n ce nNoaabpXar OHNanH MHTepdencHN Bpb3kM OT Tun host-to-host ¢ 6aHkn 1
NNaTeXHW MHCTUTYLUN CbC CaMOCTOATENHN aBTOPU3aLMOHHN LLEHTPOBE.

O6paboTka Ha ycnyraTta Switch BkntouBa:

e perucTpupaHe u NpeHacoyBaHe Ha TpaHCaKuWATa;
e reHepupaHe 1 NpeaaBaHe Ha U3XOAEH 3anuc 3a pesynTata OT TpaHCaKUMATa;

Bpb3km Host to host

Bpb3kata Ha aBTopusaumoHHaTta cuctema BOPWKA ¢ gpyrmu cuctemm ce narpaxga crieq 4orosapsiHe Ha
napameTpuTe Ha Bpb3KaTta, KoaTo we 6bae peanuanpaHa.

Tun gorosop
PamkoB O0oroBop 3a BCUMYKM yvacTHUUM B nnatexHata cuctema BOPUKA, ¢ npunoxeHust npaBuna Ha
cuctemarta un Tapuda

Tapudmpare
Ycnyrute ce 3annawat Ha ocHoBaHue gencrteawata Tapuda Ha BOPUKA ALl

1.4 TMnarexHa cuctema BOPUKA

BOPWKA e nnaTexHa cMcTemMa C OKOHYaTESITHOCT Ha CeTbiIMeHTa, o6paboTBalla nNnaTexHu onepauuu,
CBbP3aHU C KapTu, KOSITO N3BbPLUBA HETEH CETLIIMEHT B onpeaernieH MomeHT B RINGS.

OnucaHune

MpaBunaTta 3a paboTta Ha cucTemarta ca pa3paboTeHn B CbOTBETCTBME C U3MCKBaHWUSATA Ha 3akoHa 3a
nnaTexHuTe yCnyru u nnatexHute cuctemun. AreHt no cetbnimeHTa 3a BOPUKA e BHB. Ypes nnatexHa
cuctema BOPUKA ce um3nbnHsABa CETLIIMEHT Ha Mexayb0aHKOBWM MNNallaHusa C NnaTeXHW KapTu Ha
TepuTopusTa Ha cTpaHaTa.

Ycnyru

CetbnmeHT npe3 RINGS Ha egHa wmexpybaHkoBa puHaHcoBa TpaHcakums — obpaboTkaTa Ha
TpaHcakuuaTa BKIYBa:
e (O6paboTka Ha nonyyeHata MHopMaLMs 3a U3BbPLUEHNTE MeXayOaHKOBU TpaHCaKL MK,
e HauncngaeaHe Ha MexaybaHKOBM TaKCK 3a U3BBPLLUEHUTE onepaunn.
e [lpeusuyncnsasaHe Ha MHOroCTpaHHa OCHOBA Ha B3aMMHUTE 3a4biHKeHUs Ha 6aHkuTe.
e [logroToBka Ha 3asBKaTa 3a CeTb/IMEHT Ha 6as3aTta Ha NPen3YUCreHUTEe HETHU MNO3ULMM Ha
yyacTHuumTe.
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e UM3npawaHe Ha 3asBKaTa 3a ceTb/IMeHT kKbM RINGS.
e [lonyyaBaHe Ha pesyntarta oT RINGS.
o [IpepoctaBsaHe Ha pesynTtaTa oT RINGS Ha GaHkuTe.

Tun gorosop
PamkoB goroeop 3a ycnyrn Ha BOPUKA All, ¢ npunoxeHusi npasuna Ha cuctemata u Tapuda

TapudupaHe
Ycnyrute ce 3annailat Ha ocHoBaHue gencteawata Tapuda Ha BOPUKA AL

1.5 KoHBepTUpaHe U npeHacouyBaHe Ha MeXAyHapoAHU TpaHCcaKuuun

Ycnyrata nO KOHBepTMpaHe W MpeHacoyYBaHe Ha MeXOyHapoAHM TpaHCakuMM € CBbp3aHa C
KOHBEPTMPAHETO Ha aBTopu3aunoHHu npoTtokonm (ISO8583) u npeHacoyBaHETO Ha aBTOPM3ALMOHHU
3asBKM UNK TpaHcakuum kbM/oT MexxgyHapoaHuTe kaptosu cxemun — MKC (VISA, MC) o1/kbMm cboTBETHaTa
rHaHCOBa UHCTUTYLMSA, NpYeMalla unu n3gasala nrnaTexHu KapTu.

Ycnyrata e npunoxuma 3a WHCTUTYLMM CbC COOCTBEHM CUCTEMM, MON3BALLM CBbP3AHOCT CbC
cvotBeTHaTa MKC nocpeacteom H2H nHtepdperncHa Bpb3ka ¢ BOPUKA.

1.6 SWIFT CepBusHo bropo

SWIFT (Society for Worldwide Interbank Financial Telecommunication) e co6cTBEHOCT Ha ufeHoBETE CU
KoonepaTtuB, npeanarawy, Ha PUHAHCOBUA CBAT ObP3, CUTYPEH 1 MOBEPUTENEH HAYMH 3a OCbLLECTBSABAHE
Ha 6usHec onepaunn. BOPUKA ALl e peructpupaHa no nporpamata Shared Infrastructure Program Ha
SWIFT kato CepsusHo 6t0po 1 ceptudmumpaHa cbrnacHo nanckeaHmdata 3a HmBo Standard Operational
Practice. OcHOBHUTE ycCnyru, KOUTO NpeaocTaBs Ha CBOUTE KITMEHTWU, ca MHAMPEKTHa CBbP3aHOCT KbM
SWIFTNet (Shared Connection) n nbneHn outsourcing Ha SWIFT nHdpacTtpyktypa (Shared Infrastructure).

OnucaHue

e Ycnyrata Shared Connection e npegHasHadeHa 3a KNWEHTW, pasnonarawy cbC cobcTBeHa
nnatcopma 3a obpabotka Ha SWIFT cbobweHua (Hanp. Alliance Access/Entry). Te umat
Bb3MOXHOCT fa nonssat 4pe3 CepsusHoTo 6Giopo paboTewm B SWIFTNet ycnyrm Ha Tpetn
cTpaHun, kato Hanpumep Information and Control Module (ICM) Ha TARGET2 u EBA STEP2
Browse Service Ha EBA Clearing. CepBn3HOTO O0p0O, B Ka4eCTBOTO CUM Ha agMUHUCTpMpaLla
nHctuTyumna (Shared Security Officers), 6u morno aa noeme u ynpaenexHueto Ha SWIFTNet PKI
CUTIYPHOCTTA Ha KrneHTa.

o [lonsBanku ycniyrata Shared Infrastructure knueHTuUTe pasnonarat ¢ nnaTgopma 3a MbiHOLEHHA
obpaboTka (Cb3gaBaHe, BepuduuupaHe, aBTopusMpaHe, NpefaBaHe, NMpUeMaHe) Ha BCUYKK
Bugose SWIFT cbobuieHusa. T kaTo npu Tasun ycrnyra BCUYKUM CODTYEPHU U XapayepHu
KOMMOHEHTN ca WHCTanuMpaHu n agMmuHucTpmpaHun ot CepBusHOTO Olopo, 3a Tax oTnagaT
AENHOCTUTE M pa3xoguTe No nsrpaxgaHeTo, NoAAbPKaHeTO N agMUHUCTPUPAHETO Ha KakBaTto 1
Aa e SWIFT nHdpacTpykTypa.

e SWIFT CepBun3HOTO 610pO rapaHTMpa CUrypHOCT, Ha4EeXOHOCT U Ka4eCTBO Ha CBOUTE KITMEHTMW.
CurypHocTTa npom3Tuya oT apxmutektypata Ha CepBM3HOTO GHOPO 1 M3MNON3BaHNTE TEXHONOMMYHN
peweHna. MakcumanHa cTeneH Ha HageXAHOCT Ce MNocTura 4Ypes3 pesepBvpaHe Ha BCUYKK
enemMeHTun oT nHdpacTpyktyparta.Ycnyrute Ha CepBnsHOTO 6I0po ce npeanarar B pexum 24/7, a
KayeCcTBOTO MM ce rapaHTupa oT Service Level Agreement (SLA), goroBopeH Mexay Hero u
KnueHTa.

Twun gorosop

3a nanonaeaHe Ha SWIFT cepBun3HO GOpo ce cknioYBaT 4OroBOPU, KakTo crieaBsa:
o Jloctbn go SWIFT Net (Shared Connection) — [loroBop ¢ NpunoxeHusTa KbM HEro;
e [lon3saHe Ha SWIFT Net ycnyrn upes Alliance Access (Shared Infrastructure) - [dorosop ¢
NPUNOXEHMATA KbM HETO;
e [lorosop 3a nonseaHe Ha SWIFTNet ycnyrn upe3s SWIFT nHdgpactpyktypa Ha CepBusHoTo 6t0po;
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B £
e [loroBopute umart npunoxerHme SLA — ,CnopasymeHne 3a HUBO Ha obcrnyxBaHe".

Tapudupare
Ycnyrute ce 3annawiart Ha ocHoBaHue gencteawata Tapudga Ha BOPUKA ALl
1.7 Ycnyrn BbB Bpb3Ka C AUPEKTMBaA 3a nnatexHu ycnyru PSD2
1.7.1 LUnwo3 3a goctbn A0 cmeTka (XS2A Gateway)

Ycnyra, HacoyeHa kbM OaHKkuUTe, B U3NbIIHEHWE HA 3a4bJPKEHMATA MM KaTO AOCTaBYMLM Ha NNATEXHU
ycnyrmn obenyxeawm cmetkn (ASPSP) cbrnacHo Oupektusa (EU) 2015/2366 (PSD2).

OnucaHune

Ycnyrata e 6asupaHa Ha HaumoHanHusa TexHudeckun ctaHgapT BUCTPA (BaHnkoesu WHTepdbericn 3a
CraHgaptuanpanm Pasnnawanus) v ygosnetsopsiBa usncksaHusata Ha 3MYMC u OupektuBa (EU)
2015/2366 (PSD2). B obxBaTa Ha ycrnyraTa Bnusar:

e [ly6nukyBaHe Ha nHTepdencu (API) cbobpasHo BUCTPA

o  OCHOBHM OyHKLMOHaNHoCcTn — ,HdopmMaumsa no cmeTka“, ,MIHnuumnpaHe Ha nnaiwiaHe” n

L, IOTBbPXAEHNE 3a HANMYHOCT Ha cpeacTBa No cmeTka“

e [lposepka Ha 1Y (BanugHoOCT Ha cepTudukart, pernctop Ha AMY)

e  AAMWHUCTPATMBEH NopTan 3a HabngeHne n N3roTBAHE Ha OTYEeTH
MopTtan 3a paspaboTumum, BKIOYBALL, JOKYMEHTaUMA 1 TecToBa cpefa (sandbox)

3a nybnukyBaHeTo Ha uHTepdencute (API) ce nanonseat npogyktute IBM API Connect n IBM Data
Power Ha IBM — BogeLy 4ocTaB4YMK Ha NogobeH Tn pelleHns B CBETOBEH Mawab.

MopTan®bT 3a paspabotumum e GpaHanpaH ¢ noroTo, LBeToBeTe U WwWpndToBeTe Ha GaHkaTa.
1.7.2 YnpaBneHue Ha cbrrnacuaTa

Ycnyrata npefoctaBs Bb3MOXHOCT 3@ CbXpaHeHue 1 yrnpaBneHue Ha cbrnacusita Ha nonssatenure Ha
nnaTtexHu ycnyrn (PSU), kouto Te gaeaT npeg 4OCTaBYMLM Ha NIATEXHM YCryrn obCcnyXBallum CMETKN
(ASPSP) cbrnacHo AupekTtunea (EU) 2015/2366 (PSD2).

OnucaHune

B obxsaTta Ha ycnyraTa Bnusat:r

e Pernctbp 3a cbxpaHeHue Ha CbrnacusTa;

e UHTtepdenicn (API) 3a ynpaeneHve Ha cbrnacuaTa (BKNOYBA Cb3[daBaHe, W3BNUYaHe,
aKkTyanusaums n n3TpusaHe Ha cbrnacue);

e [lopTan 3a gocTbn M yrnpasrieHne Ha cbrracusaTa oT 0TOpU3npaHu noTpebuTeny;

o KnmeHTCKM nopTan, Ypes KOMTO nons3eatenute Ha nnaTtexHu yenyrm (PSU) morat ga npernexaart
M ynpaensaeaTt cbrnacusta cu. lNMoptanbT mMoxe ga 6bae GpaHaupaH C NoroTo, LBETOBETE U
wpudToBeTe Ha GaHkaTa.

ycnyraTa no3BoJiABa U3BNiM4aHe Ha CTaTyCc U AeTannum Ha cbrnacus, KOeTo gaBa Bb3MOXHOCT perncropa
Ha cbrnacusaTta ga 6vae CUHXPOHU3NpaH C apyrn perncTpu, KOUTo OaHkaTa u3nonasea.

1.7.3 Xennpgeck 3a pa3paboTunumn

Ycnyrata gaBa Bb3MOXHOCT Ha pa3pabotunuyute Ha ocTaBymum Ha nnatexHun yenyrm (TPP) ga nonyyar
CbAENCTBUE MpPU TPYOHOCTU C MHTErpaumsita Mexagy TeXHUTE MNPUMoXeHus u nybnukyBaHWTe uypes
ycnyrarta ,lLUnto3 3a goctbn 4o cmetka (XS2A Gateway)” nHtepdencu (API).

OnucaHue

BbB BCeknm eguH MOMEHT paspaboTumumte Ha goctaBunumTe Ha nnatexdHu ycnyrm (TPP) morat ga
nony4at Cb4eNCcTBNE U NOMOLL, OT KOMNETEHTHU N 0By4eHn xopa npu:

e Bbnpocu oTHOCHO gokymeHTaumaTa Ha nybnukysaHute API
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e [lpobnemu npu ns3sukeaHe Ha nybnukysaHuTe API
e [lpyry BbNPOCK CBBbP3aHM C UHTErpaumsita

Paspabotunuute peructpupaT npoGriema cu Ypes eniekTpoHHa hopMa OOCTbMHa npes3 noprtana 3a
paspaboTunum. KoMmyHMKaumsiTa ce OCbLLECTBSABA Ha aHIMMNCKN UM GbNrapcku e3uk.

1.7.4 lNy6nukyBaHe Ha AonbNHUTENHU HTepdencu (API)

Ycnyrata gaBa Bb3MOXHOCT 3a NybnukyBaHe Ha JonbnHUTENHW uHTepdericn (API), ocBeH Beue
nybnukyBaHuTe cbobpasHo BUCTPA. Tean nntepdenicu (API) ce nybnukysat Ha nnatdopmaTa, Bbpxy
KOATO e m3rpageHa ycnyrata ,LUno3 3a goctbn oo cmetka (XS2A Gateway)“, Bb3nonsearnku ce OT
npegumcTBaTa Ha Tasu nnartdopmMa — CUrypHoOCT, HaAeXaHOCT, e(PeKTUBHOCT U CKanmpyemocT.

OnucaHune

baHka, koaTo nsnonsea ycnyrarta ,LLUno3 3a goctbn oo cmetka (XS2A Gateway), nma Bb3MOXHOCT ga
nybnvkyBa gonbnHuTenHn uHtepdencu (API), nsebH obxsaTta Ha Oupektuea (EU) 2015/2366 (PSD2).
Benukn nntepdericn (API), konto 6aHkaTa xenae aa nybnukysa, ce nybnukysaT oT [JocTaB4yuka.

1.7.5 lNpoBepka B perncrbpa Ha nnaTeXxXHUTe WMHCTUTYUMM W [OpyXecTBaTta 3a
eneKkTpoHHu napu Ha EBO

Ycnyrata gaBa Bb3MOXHOCT 3a U3BbpPLUBAHE Ha NPOBEPKM B PErMcTbpa Ha NMAaTeXHUTE UHCTUTYLMU N
ApYy>XecTBa 3a enekTpoHHU napu Ha EBO.

1.7.6 Multibanking HUB

Ycnyra, HacodeHa KbM GaHkuTe, Xenaewm ga ce Bb3nona3saT OT OM3HEC Bb3MOXHOCTUTE, KOUTO UM
npegocrtassa Oupektmea (EU) 2015/2366 (PSD2). B ka4ecTBOTO CU Ha AOCTaBYMUM Ha NNATEXHU YyCryrm
(TPP) yyactHuumnte B Xbba moraTt ga obcnyxsaT KMMEHTU Ha Apyrv AOCTaBYMLM Ha NnaTexHW ycnyru
obcnyxsawm cmeTkn (ASPSP).

OnucaHune

Ycnyrata e 6asupaHa Ha HaumoHanHusa TexHudeckn ctaHgapT BUCTPA (BaHnkoesu WHTepdbericn 3a
CrangapTtuaupann Pasnnawanud) n ygoeneteopsiBa umauckBaHuata Ha 3M1YTMNC u Oupektusa (EU)
2015/2366 (PSD2).

B o6xBaTa Ha ycnyraTa Bnu3ar:

e KVHdopmauusa no cmeTka
e VHuUuMmMpaHe Ha nnawaHe

Xb6bT gaBa Bb3MOXHOCT Ha KNWEHTUTE CU Ype3 efHa eAVMHCTBEHa MHTerpauus ga usrpagst Bpb3ka C
MHOXECTBO AOCTaBYMUM Ha nnatexHu ycnyrm obcnyxsawm cmetkn (ASPSP). Llen Ha xvba e pa
MMNNeMeHTMpa BCUYKM Cneundunkn B UHTepdencuTe Ha 4OCTaBYMLIMTE Ha NNaTEXHN yCnyrn obcnyxeaLum
cmeTkn (ASPSP), kakto 1 ga ocurypu nocnefpalara nogapbXka Ha MHTerpaumsita cu ¢ T9X, C KOeTo
3HAYUTENHO yNecHsBa CBOUTE KITMEHTW.

XbbObT € UHTEerpupaH ¢ BCUYKM AOCTaABYMUM Ha nnaTexHu ycnyrn obenyxsawm cmeTkn (ASPSP) Ha
TepuTopusitTa Ha bbnrapus, konto ca nyénmkyeanu cneuuanmampaH nHTepdenc 3a 4oCTbN O CMETKUTE
Ha CBOWUTE KIMEHTU CbIrNacHoO M3nckBaHuaTa Ha PSD2. Mo xenaHue Ha knneHT, Xbba mMoxe ga obae
WMHTErpupaH n KkeM gpyrm 6aHku, U3BbH TepuTopusTa Ha bbnrapus.

KomyHukauuaTa mexgy Xvba n HeroBute KnueHTn moxe ga 6bae KakTo CMHXPOHHA, Taka M aCUHXPOHHA
N Ce OCbLLECTBSABA NO BeYe n3rpageHa BbTpeLlHa Mpexa Mexay CTpaHuTe.

1.8 MOBILE LOOKUP

Mobile Lookup ycnyrata e npegHasHadeHa 3a OCTaBUYMLMN Ha NIATEXHU YCNyrn, HacToswm n 6baeLwm
knueHTn Ha BOPUKA AL, KoATO No3BofsBa M3NbIHEHWETO Ha He3abaBHM MnallaHus B NeBa 4pes
M3Mnosi3BaHe caMo Ha MobuneH Homep unu gpyr ngeHtudukartop Ha IBAN-a Ha nonydyatensi.
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Mobile Lookup nogabpxa ueHTpanmsmpaHa 6asa oT faHHM 3a CbOTBETCTBMETO MeXAy MOBuneH Homep
W nnatexHa cmeTka W npedocTaBs ycriyra, KOATO OTroBaps Ha BXOASWM 3asiBKM 3@ TbpceHe,
NO3BOMNABaNKM MHUUMMPpaAHETO Ha nnawaHeto. OcBeH u3BnuvaHe Ha Heobxogumute AaHHM 3a P2P
nnawaHus, ycnyrata e npeanoxy Bb3MOXHOCT 3a KpanHuTe notpebutenn, obenyxsanu ot OMMY ga
npoBepsiBaT KOW OT CbLUECTBYBALLMTE UM FIMYHWN KOHTaKTW B TeredoHa, CbLLO yYacTBaT B nnartexHara
(npokcum) mpexa.
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1.9 Blink ycnyru c no6aBeHa ctomnHocT (blink VAPS)

Blink VAPS npepoctaBs pelwieHue, npegHasHadeHo 3a AMMY — yyacTHuum B HauuoHanHa kapTtoBa U
nnatexHa cxema (HKIC), 3a 3asaBaBaHe Ha ycnyrn OT KIMEHTUTE MM U TSAXHOTO 3annawaHe ¢ blink
He3abaBHO nnawiaHe, KOETO MoraTt ga MHTerpypaTt ¢ MobunHute cu npunoxenus. Blink ycnyrute ¢
pobaeeHa cTonHocT ca onocpeacTteaHn oT HKIMC 1 ocBeH Ypes ckopocTTa Ha NnawlaHeTo nm (HesabaBeH
KpeauTteH npesoa nog Mmapkarta “blink” Ha HKIIC), HocaT gonbnHutenHa ctonHocT 3a AMY u TexHute
KparHu notpebutenn, cb3gaBarnkm HOBM KaHanu 3a nopbyka n Bammogencteume. Blink VAPS ycnyrute
ca Bb3MOXHW Ypes ocurypsieaHe Ha LeHTpanuaupanu yenyrm ot HKIC, onocpeacTealym KOMyHUKaumnaTa
B MpouecuTe 3a nopbyka W NrawaHe 1M 4Ypes msrpaxgaHe Ha LUeHTpanusvMpaHuM napTHbOpCcTBa C
yCTaHOBEHW Ha nasapa AOCTaB4YMLUM Ha yCryrn OT cneunduyeH cermeHT u / unun arperatopuy Ha ycnyrum ot
MHOXECTBO AOCTaBYMLM.

3a uenute Ha blink ycnyrute ¢ gpobaseHa cToMHOCT e paspaboTteH blink APl Gateway, 4upes konto ce
onocpeacTsa KOMyHMKaUMUSATa MEXAY YHaCTHULM, KOUTO HAMAaT npsika Bpb3ka nomexay cv — kato AMMY Ha
3asaBaBawmTe ycnyrute (Hapeautens) n [JoctaBumumTte Ha cboTBeTHUTE ycnyru. Blink APl Gateway e
€[MHCTBEHO [OoCTaTb4yHa TOYKa 3a cBbp3BaHe Ha [MNY Ha HapeauTens ¢ [JocTaByMka Ha ycnyrm u
obpaTtHo. N3rpageHun ca n crniegHUTe cnomaraTernim yCenyri:
e [loTpebuTencku noptan 3a npocneasiBaHe Ha HanpaBeHUTE NOPbYKM 3a YCIyrn 1 NnawjaHmsTa 3a
TAX;
e API 3a cb3gaBaHe M ynpaBrieHME Ha CNUCHbLUM OT KIAMEHTCKM Npodunm Ha aBTOMOBUNM CbC
CbOTBETHaTa Mapka U foro.

1.9.1 MMapkupaHe B 30Ha

lMnaTeHo napkupaHe Ha aBTOMOOUI UK gpyro NPeBO3HO CPEACTBO B TEPUTOPUS, OOEKT HA KOHTPOI
OT OBLUMHCKO APYXECTBO UK CTPYKTYpa B HaceneHo msActo. LleHTpanuanpaHaTa ycnyra npegocrass
API 3a cnncbk cbe 30HUTE, ¢ KouTto HKIC mnn mnHTerpmpaH ArperaTop Mma CKITOMEH OOroBop 3a
OncTpmbyums, KakTo U Bb3MOXHOCT 3a NoJaBaHe Ha 3asiBKa 3a NapkupaHe, yab/hKkaBaHe Ha NpecTos
1 NpPoBepKa Mo reonokaums ganu nonaga B 30Ha Ha NnaTeHo napkupaHe.

1.9.2 lnawaHe Ha rnoba

LlenTpanuaupaHnaTta ycnyra npegoctaBa APl 3a npoBepka 3a HanoxeHu rrnobu 3a HenpaBOMEPHO
nons3saHe Ha ycrnyra ,napkupaHe B 30Ha“, C nocnegsaila Bb3MOXHOCT 3a M3BbPLUBaHE Ha nnaiiaHe 3a
ocBoboXxaaBaHe Ha 3aabpXaHusa aBToMooun.

1.9.3 lnawaHe Ha NapKuHr

lMnaTteHo napkupaHe Ha aBTOMOOMN B TepuTOopus, OBEKT Ha KOHTPOS Ha 4OCTbMNa Ype3 nponyckaTeneH
NyHKT. LleHTpanuanpaHata ycnyra npegoctaBsa APl 3a cnucbk ¢ napkuHrute, ¢ kouto HKIC wnu
WHTerpmpaH ArperaTop Mma CKIlo4eH JOroBop 3a ANCTpubyums, npoBepka no reofiokaums B KON YacTeH
MapKMHr Cce Hamupa KNUEeHTbT, NpoBepKa Ha 3adb/PKEHUS 3a nNapkupaHe B 4YacTeH NapKWHr Mo
perncTpaumoHeH HoMep Unn Homep Ha BuneT 3a napkupaHe, ¢ NocrneaBalla Bb3MOXHOCT 3a U3BbPLLBAHE
Ha nnawaHe.

1.10 STAND-IN

Stand-In e ycnyra Ha BOPUKA ALl, npeaHasHadeHa 3a goctaByvum Ha nnatexuu ycnyrm (OMY), kouto
HsIMaT Bb3MOXHOCT Aa NOKPUAT U3MCKkBaHUATa 3a obpaboTkaTta Ha He3abaBHM NNaLlaHKs B fieBa Mo BCAKO
BpeMe Ha aeHoHowwmeTo, 365 aHM B roguHaTta. Ypes Tasm ycnyra ce ocurypsiBa HENpeKkbCBaeMOCT Ha
N3NbIHEHNETO Ha He3abaBHM NPEBOAW, KOraTo OCHOBHaTa (core) 6aHkoBa MHGOPMaALMOHHA cUCTEMa Ha
CbOTBETHUSA yyacTHuK unu AIY ¢ npaeo Ha gocten B BUCEPAG, He e HannyHa.
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Stand-In ycnyrata ce uHTerpypa OT e€dHa CTpaHa C UeHTpanHata nnatexHa WHdpacTpykTypa Ha
BUCEPAG®G, a oT gpyra ctpaHa ¢ ocHoBHaTa 6aHkoBa cuctema. CbxpaHsiBa npu cebe cun nHgpopmauus 3a
nnaTexHUTe CMeTKW, TEXHUTE NUMUTU U canga, kKaTto MMa OCUTYPEHN MEXaHM3MWU 33 CUHXPOHM3aUns C
OocHoBHaTa 6aHkoBa cuctema (oHNarH v B batch pexum).
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2. KAPTOBU YCIIYTU

Kaptosute ycnyru, npegoctassHn ot BOPUKA ALl ce paspenat Ha onnanH v Back office ycnyru.

OunanH ycnyru: lpuemane; Curypun nnawanua (3D Secure) B yactta npuvemaHe; ABTopu3auus;
CurypHu nnawanusa (3D Secure) B yactTa ABTeHTUMKaUms; AHTU-ppog MOHUTOPUHT (EMS); BriokupaHe Ha
kaptn; Cash-M; EnektpoHHa goctaeka Ha NNH; MNporpamn 3a nosnHocT; ABTopm3aumoHeH moayn ATX
Ha CykapT (SaaS).

Back office ycnyru: O6cnyxeaHe Ha ATM un INMOC; YnpaeneHue Ha kaptu; [epcoHanmsaumst Ha kapTy;
MeuaTt Ha NMWNH; Cuctema 3a ynpasneHue Ha ocrnopeHun TpaHcakumm; Kaptos 6ekoduc.

Tun gorosop

3a BCWYKM KapTOBM YCNyrM ce cknwoysa ,PaMKoOB [OroBop 3a MpuemMaHe 3a BCUYKM ydacTHUUM B
nnatexxHata cuctema BOPUKA®, ¢ npunoxeHusi, npaBuna Ha cucTtemMaTta M Tapuda, OCBEH ako B
ONuCcaHNETO Ha ycryraTa He e NOCOYEeHO ApYro.

Tapudupade

KapToBuTe ycnyru ce sannawart Ha ocHoBaHue AencTtBawata Tapudga Ha BOPUKA AL, ocseH ako B
ONUCaHWETO Ha ycnyraTa He e NOCOYEHO APYro.

21 ATM
OnucaHune

Ha cBoute knuneHTn, komto nogavpxat un ynpasnasat ATM mpexn, BOPUKA ALl ocurypsiea cBbp3aHOCT
KbM cpean 3a (PyHKUMOHMpaHe W onepupaHe, CUCTEMMU 3a YMNpaBfieHWe U MOHUTOpPUPAaHe, KakTo U
AOMbIHUTENHN pecypcn M obopyasaHe, Heobxoaumm 3a pabota Ha ATM yctponctea. BOPUKA
nogabpXa ABaTa Han-LMPOKO pasnpoCTpaHeHW annvKaumoHHU - TpaHCakuMoHHM npoTtokona 3a ATM —
“NDC” n “DDC”, koeTo onocpeacTtsa perucrpauusata B CUCTEMUTE 1 Ha BCUMYKM NpedfiaraHn Ha nasapa
mogenu ATM.

BOPUKA onepupa n nogabpxa KbM MOMEHTa ABE aBTOPM3ALMOHHN CUCTEMU, B KOUTO Ce ynpasnsiBat
6aHkomatn — Tandem 1 Way4. [10 okoH4YaTENHOTO NPEMUHABAHE KbM YNpaBrieHne Ha BCUYKM BaHkoMaTm
B cpega Way4, BOPUKA we nogabpxa ynpaBreHMETO Ha ycTpouctBata M B ,crapata‘ cu
aBTopu3auuoHHa cuctema — Tandem (go HOnn 2022 r.)

Hoeu peructpaumm Ha ATM B cuctemata Tandem ce gonyckat camo MO U3KMNKYEHME, KaTo B TakMBa
cnyyu, nogrotoekata Ha ATM TepMunHanu 3a MHCTanauus ce n3BbpLlBa B CneunanmsampaHo nomeLleHne
Ha BOPUKA.

2.1.1 YnpaBneHue Ha ATM

Ycnyru

e YnpaeneHue n nogapwxka Ha ATM B Tandem — 3a ATM ycTponcTtea, permctpupaHn B cuctema
Tandem, BOPUKA nogcurypsiBa pyHaHcOBa annunkaums, Ypes YneTo ynpaBrieHne ce ocurypsisa
CbBMECTUMOCTTA C aBTopu3aumoHHata cuctema. ATM npunoxeHMeTo e paspaboTeHo U ce
nogabpxa ot BOPUKA. OnepauuuTe, KOMTO MoraT ga Ce M3BbPLUBAT, BKNOYBAT hMHAHCOBU K
He(puHaHCOBM onepaunn, NnawlaHnsg Ha CMEeTKM KbM TbproBuu, usnpailiaHe v nosiydaBaHe Ha
HapegeHn cymn, kKakto gap. BOPWKA npepoctaBa CBbLbP3aHOCT KaKTO KbM  BCUYKM
HauMoHanHuu3gaTenn Ha enekTPOHHU MNNAaTEXHW MHCTPYMEHTU, Taka U KbM MEeXAyHapOoaHuTe
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kaptoBu cxemu (VISA, MasterCard n Amex), ¢ KOETO ocurypsisa 1 Yy>kaeCcTpaHHNSA TPaHCaKLMOHEH
Tpaduk.

BOPUKA

BAHKOBW YCAYTH

Bb3moxHu ca gBa Buga KOMYHUKaUMOHHa CBbpP3aHOCT Ha yCTpOVICTBaTaI

- Ypes VPN Ha 6aHkaTa;
- [OupekTHo 4pe3 VPN Ha BOPUKA.

e YnpaeneHne u nopgapbxka Ha ATM B Way4 — BOPUKA ocurypsBa Ha ycTponcTtsara,
pernctpmpann B Way4, nbnHUA nakeT OT KOMYHWKaLMOHHN U (PYHKUMOHANMHU XapakTePUCTUKM,
npegoctaesiHu oT Tandem. C uen nogobpsiBaHe METOANTE Ha ynpasneHue n nogapbxka Ha ATM-
Te, (bMHaHcoBaTa annukauus, uanonssaHa nokanHo Bbpxy ATM-Te 3a ynpasneHuve Ha
ycTpourcTtBata B Tandem, e npemaxHaTa, KaTo ynpaBfeHMeTo ce U3BBbPLLBa LeHTpanmManpaHo ot
aBTopm3aumMoHHaTa cuctema. TakcyBaHeTO Ha peructpmpaHute ATM B Way4 ce onpegens B
3aBMCUMOCT OT uM30paHna nakeT ycnyrm U (YHKUMOHANHOCTM MNpPeAoCTaBsHU — 4vpe3
ProView/VynamicView:

OcHoBeH nakeT Ha ProView/VynamicView - npegoctasst Bb3MOXHOCT upe3d Web Bepcus Ha cuctema
3a:

* CnepeHe Ha UAnoCTHO cbCTosiIHME Ha ATM, KakTo U Ha OTAENHUTE MOAYNN U KOMMOHEHTH;

*  bngent Ha OS - SW patch;

* [leTannHo CbCTOAHME HA Kell HAanM4YHOCT NO AeHOMMHALMN 1 KaceTy;

*  WM3nbnHeHne Ha oTganedyeHn komanHam kbM ATM — KaTo M3NbITHEHMETO MoXe Aa O6bae u no
npegBapuTenHo cb3gagdeH ot notTpedbutennte rpaduk;

*  Bb3amoxHOCT 3a 3agbnboyeHO U geTannHo LedMHMpaHe Ha pasnuyHM HMBa 3a OOCTbN U
HabMAeHne, KakTo OT CMyXUTenu Ha GaHkaTa, Taka M OT BbHLUHW OpraHu3auun obcnyKeallm
ATM mpexarTa;

* ATOMaTM3auusa Ha npouecu, 6asmpaHu Ha NocnegoBaTeNHOCT OT CbouTUs;

* CraHpgapTHM cnpaeku 3a pabotocnocobHocT Ha ATM MpexaTa u Kell CbCTOSIHUE;

* [lpegocTtaBsHe NpaBo Ha 4OCTBLN KbM BbHWHM ATM cepBM3HM opraHm3aunin.

PaswwupeH nbneH naket ProView/VynamicView - BKnoYBa BCUYKO, NPeAOCTaBAHO OT 6a3oBuMsA nakeT
nnc:

» [lonyyaBaHe Ha nepcoHanuanpaHu crpaskn No NpeaBapuUTENHO CbrnacyBaH rpadouk.
- cTtaTtycu Ha ATM - BKNOYBALLM TEXHNYECKO CbCTOAHUE;
- (pnHAHCOBO CbLCTOSAHME NPeaCcTaBEHO NO KaceTu 1 Kynopun (oTHacsALWwo ce 3a Cash out ATM);
- CMpaBKu 3a Bb3HUKHANM UHUNOEHTU Ha HUBO KOHKpeTeH ATM;
- cTaTucTuMKa 3a pabotocnocobHocT Ha ATM mpexara;

 [JlocTbn 0O €eneKTPOHHU TPaHCaKLMOHHW >XYpHanu, cbXpaHsBaHM Ha cbpBbp B BOPUKA,
npenocTassWwmM geTannHa nHgopmMauus 3a craTyc u etanu Ha npoTndaHe Ha onepaumsa Ha ATM —
WHopMaung, usnonseaHa ot OU npu 3awmta OT OCMOPEHUM TPaHCaAKUMUM Ha KIUEHTW.
NHdpopmauuata ce cbxpaHsiBa Ha cbpBbpy B BOPUKA, a He nokanHo Ha ATM, koeTo AaBa
Bb3MOXHOCT 3a AOCTbM 3a AbMbl NEPUO OT BPEME.

* [Joctbn go cHMMKOB MaTtepuan, HanpaseH oT ATM kamepwu (nNpy MHCTanupaHun n pyHKLNOHUpaLLm
Takuea);

* PasnpocTtpaHeHune Ha cannose kbM ATM mMpexa — peknamHu Bugea v gp.;

* [lonyyaBaHe Ha yBeAOMMEHNS 3a UHLWOEHTU NO e-Meuns;

* MHBeHTapHa UHdopMaums 3a XxapayepHUTE KOMMOHEHTU U cOPTYEPHN MPUMNOKEHUS.

2.1.2 Hactpouka Ha ATM

B cnyyau Ha mnsknoveHus, npu kouto ATM ce peructpupa 3a pabota B cuctema Tandem, nogrotoBkaTa
3a MHCTanauyusa Ha yCTPOWCTBOTO Ce M3BbpLUBA B creuuanuaupaHo nomeweHne Ha BOPUKA, koeTo
BKNoYBa kKoHdurypupaHe Ha VPN, 3apexgaHe Ha codpTyep, KOHurypauma Ha napameTpu,
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Kpuntorpadckm kntovose B knasnatypa n HSM (Hardware Security Module) , nogrotoeka Ha Kpyntupaly,
L~Security® mogyn, Kakto 1 npoBepka 3a npasusiiHaTa paboTa Ha YCTPOMCTBOTO C aBTOpM3aLMOHHATA
cuctema Ha BOPUKA - Tandem.

3a Bcuykm 6aHkomMaTK, KOMTO ca nog ynpasneHne Ha Way4, ¢ uen ontummnanpaHe Ha Bpeme, (oMHaHCU 1
penHoctn, BOPUKA e noacurypuna npouec Ha nogrotoeka Ha ATM ycTponcTBaTta B cneumnanuanpanHm
NOMELLEHNSA Ha CEPBU3HUTE opraHm3auun — npegoctaBawm ATM KbM KpanHU KIUEHTH.

Mpwn 3asBKka OT cTpaHa Ha obcnyxBawaTa baHka, Ype3 cucteMa 3a otganedyeHo 3apexaaHe BOPUKA
M3BbpLUBA pa3npocTpaHeHne Bbpxy ATM Mpexn Ha peknamHu KNunose un Ap. TUN CbobLLEeHUs.

BOPUKA

BAHKOBW YCAYTH

Ycnyru

ATM, ynpaBnsaBaH oT ABTopm3aumMoHHa cuctema Tandem:
¢ HauvanHa koMyHukaumnoHHa koHdurypauusa Ha VPN Bpb3ka Ha ATM kbm BOPUKA;
e [IuCTaHUMOHHO 3apexJaHe Ha peknaMeH Knun, Yypes cuctema 3a AucTpubytupaHe Ha dannose
Bbpxy ATM.
e [eHepupaHe n 3apexgaHe Ha knodyose 3a HSM n EPP (Encrypting Pin Pad) — kpuntupaium
knasuaTypu 3a ATM

ATM ynpaBnaBaH oT AsTopu3auunoHHa cuctema Way4:

o KoHdurypupaHe Ha gaHHu 1 napameTpu 3a ATM B aBTOpM3aumoHHa u ,,6ek odouc” cuctemu;

e PeructpmpaHe Ha ATM B cuctema 3a HabnwogeHve wn ynpasneHuwe (ATM Monitoring and
Management ProView/VynamicView);

e KoHurypupaHe Ha noTpebutencksm [OCTbNM M NpaBa 3a HabniogeHwe u ynpaesneHve B
ProView/VynamicView Ha cnyxmutenu Ha omHaHcoBaTa UHCTUTYLINSA, KAKTO M Ha BbHLLHW CEPBU3HN
opraHusaumm — nNpu 3adBeHo XenaHne oT oMHaHcoBaTa UHCTUTYLMA 3a U3BbPLUBaHE Ha ycnyra
KbM nocrnegHara;

e O6paboTka 1 gurutanHo TpaHcgeprpaHe Ha gaHHM 3a nHcTanaums Ha ATM, Kkbm OTroBopHaTa 3a
du3nyeckaTa NHCTanaums cepsmnsHa opraHmsaums — 4ypes cneumanHo npegoctaBeHn JOCTbNN Ha
CbOTBETHaTa oOpraHuM3aums KbM CUCTEMA, B KOATO Ce perucTpypart noctbneawm 3a ATM
MHCcTanauum 3asaBku; 1

o [eHepupaHe oT HSM 1 nbpBOHa4YanHo 3apexgaHe Ha Kpuntorpadckum kntovose 3a EPP
- Pb4yHO BbBEXgaHe OT CnyxuTtenu no nHdopmMaunoHHa curypHoct Ha BOPUKA
- OnctaHumnoHHo, Ype3 Remote Key Loading system

2.1.3 [lpepoctaBsiHe Ha CTaTUCTUKA, AAHHU U CNPaBKU

BOPWKA npenocTtaBs pasnMyHu BUOOBE CTAaTUCTMKU U TPaAHCAKUMOHHM XypHanu 3a ATM, paboTtewm B
aBTOpM3aunoHHa cuctema Tandem. [pu HeoBXOAMMOCT OT CbAEWCTBME, KOMMaHuATa npeaocTaBs
eKkcnepTHa NnoMoLy 3a aHanu3 Ha PUHaHCOBOTO CbCTOSAAHME Ha GaHkomar.

Ycnyru B aBTopmsauuoHHa cuctema Tandem:

MpenocTtaBsiHe Ha CTAaTUCTMKN Ca CbCTOSIHMETO Ha TEPMUHATT;
AbOoHamMeHT 3a 000o0LLleHa MmecevyHa CTaTUCTUKA;
MpepocTtaBsaHe Ha xypHan 3a ATM,;

AHanu3 Ha PUHAHCOBO HepaBHeHNe Ha 6aHkomaT.

Ycnyru B aBTopusaunoHHa cuctema Way4:

3a ATM-u peructpupann B cuctema Way4, duHaHCOBUTE MHCTUTYLMM MoraT Aa rnoslydaBaT CnpaBOYHa
WHpopMaums 4ype3 cuctemata 3a MOHUTOPUHT M ynpaeneHne Ha ATM - ProView/VynamicView.
Pa3sHoo6pa3sneTo oT cTaTUCTMKA M AaHHM € MOCOYEHO no-rope B T. 2.1.1

B gonbrnHeHne Ha VI36pO€HI/1Te, cuctemarta no3BosidBa Cb3faBaHe Ha nHanBmnayariHu CripaBku, KOUMTO Ca
npegmMeT Ha AONbJIHUTEITHO YTOYHABAHE U OLUEHABAHE C KITUMEHTUTE.
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2.1.4 [OonbnHuTtenHu ycnyru 3a ATM

BOPUKA npoBexaa cneunanmampanun obyvyeHnsa Ha kacnepm 3a pabota ¢ ATM. B oGyyeHusita morat ga
yyacTBaT CNYyXUTenu Ha OaHKuTe, KaKTO U Ha KOMMaHuuTe, KOMTO obcnyxBaT TexHuTe GaHkomaTw.
OOyueHundaTa BKMOYBAT TEOPETUYHM WU MPaKTUYECKM 3aHUMaHWUS 3a BCUMYKM MOLENU NOoAObpXaHu OT
KomnaHuaTa. MNokpueaTt KOHCNEKT OT TeMU U BbNPOCK, OTHOCcMMK 3a ATM cBbp3aHu KbM edHa OT ABeTe
noaabpKaHn aBTopu3aumoHHn cuctemum — Tandem unu Way4. Cnen obydeHusaTa cnyxuTtenute
npngobmeaT HEOBXOANMUTE 3HAHUSA U YMEHUS 3a NpaBUITHO obcnyXBaHe Ha BaHkomaTuTe.

C uen ynecHsiBaHe Ha npoueca no npexebpisiHe Ha 6GaHKoMaTUTE B aBTOpM3aLMOHHa cuctema - Way4,
KaKTo M 3ano3HaBaHe C ocobeHocTUTe Mpu obcnyxBaHe Ha TepMUHanNWTe B HOBaTa aBTOPU3aLMOHHA
cpena, BOPUKA opraHuaupa KypcoBe 3a cryxutenu - Bede obyveHu 3a pabota ¢ ATM. 3a 4ONMbAHMTENHO
yaobCcTBO Ha cBouTe KNueHTn, obyvasawwmte nekropn ot BOPUKA moraT ga nssbplusat obyveHus u Ha
MecTa NOCOoYeHM OT knNueHTuTe. Mectata 3a obydeHus TpsabBa fa OTroBapsiT Ha CbOTBETHUTE U3NCKBAHUSA
3a n3BbpLUBaHe Ha TakmBa. OTHOBO C Len yneCHeHMe KbM KIMEHTUTE U TEXHUTE CAYXUTENN N3NMTBaLLm
TPYAHOCT Aa noceTaAT AenHuyHute Kypcose Ha BOPUKA, komnaHusita opraHnsvMpa u cbO0OTHU TakmBa —
no rpacuk u Tema npegBapuTenHoO CbrnacyBaHa C KnvMeHTa. B gonbnHeHWe KbM MNpUCHCTBEHWUTE
o6yyeHnsa, BOPUKA nogroTea u npegoctaBsa BUAEO UHCTPYKUUK 3a paboTta ¢ ATM B Way4.

BOPWKA npegoctaBsi Ha 6aHkute, Yyamnto ATM-u ca cBbp3aHu kbM Tandem, online cuctema 3a cnegeHe
Ha (pbrHaHcoBaTa HaNMYHOCT U TEXHNYECKOTO CbCTOsIHME Ha BaHkomaTtuTe (SAM). Upes cuctemara moxe
Aa 6bae npegoctaBeHa AOMbIHUTENHA (PYHKLMOHANHOCT 3a npegaBaHe Ha (PMHAHCOBWU OAHHWU KbM
6aHkaTa n o6paboTBaHETO MM OT CMCTEMM 3a ynpasreHue Ha kew" (Cash Management).

BOPVKA okasBa cCbaencTBMe Ha KIMEHTU 4pe3 M3BbpLIBaHE Ha CepTUdUKALMOHHM TecToBe 3a
CbBMECTUMOCT C aBTOPU3ALMNOHHUTE CUCTEMW Ha PasfiMdHM COPTYEPHN MPUMOXKEHUA U NporpamMmn —
onepaTtuseH n npunoxeH ATM codTyep.

Ycnyru

o OOyueHue Ha onepaTopu 3a obcnyxBaHe Ha ATM;
- TNopgroToBka Ha onepatop 3a obcnyxBaHe Ha ATM — yyacTue B 4-pn AHEBEH KypC B rpynu OT 6
0o 12 yoseka;
- EpHogHeBHO o6y4veHne 3a obcnyxeBaHe Ha ATM — nNpuNoOXuUMO MNpy y4acTHUUM OT eaHa
huHaHcoBa MHCTUTYUUA 0o 10 YoBeka;
- EpHogHeBHO mM3HeceHo oby4veHue Ha kacuepu 3a Way4, Ha MACTO MOCOYEHO OT KMMEHTa -
NPUIOXKMMO NPY ydacTHULM OT egHa omMHaHcoBa MHCTUTYUMS 0o 10 YyoBeka;
- EpHogHeBHO cb60OTHO 06YyYeHMe Ha kKacuepu 3a Way4 — BannaHo 3a Kacuepu npeMmmHany npes
npeauwHo obyveHne B BOPUKA,;
e VH(popmauma 3a TEXHNYECKO CbCTOSIHWE N KacoBa HannyHocT Ha ATM;
o Cubpaenctaue npu ceptudukaums Ha BNA tepmuHanu
e OcurypsasaHe Ha goctbn oT BOPUKA fo TectoBa cpefa u npefoctaBsiHe Ha TpaHCaKLMOHHM
norose npu ceptucpmumnpadHe Ha ATM TepmuHanHu yctponcTBa ¢ MexayHapogHuTe Kaptosu
Cxemun.
e [lpepocTaBsHe Ha cepTUDMKALMOHHM KapTu 1 cneumanuanpat ,tool“ 3a nsnbnHeHme Ha TectToBuTe
cCueHapunm 3a Cpok OT 5 paboTHM OHM npu um3BbpwBaHe Ha ATM ceptudukaumss ¢
MexayHapogHute KaptoBu Cxemu.

2.1.5 TpaHcakuum c KapTu, UsgaaeHn B ctpaHata Ha ATM

AsTOpu3zaumoHHuTe 1 “Switch” cuctemmn Ha BOPUKA ocurypsasaTt npuemaHe Ha BCUYKU NAATEXHU KapTu,
n3gageHn Ha TepuTopusiTa Ha CTpaHaTa, Ha BCUYKM TepMuHanHu yctpouctBa ATM BknoyeHn B
cuctemara. TpaHcakumiTe bmBear:

e ®duHaHcoBwu:
OT rmegHa Touka Ha yYyacTHUUUTE, Ce AeNnsT Ha:

Ymer ,On-Us* — TpaHcakuusi, u3BbplUEHa C EeNeKTPOHEH nnaTexeH WHCTPyMeHT Ha ATM
YCTPOWCTBO - U ABeTe nof yrnpasrneHve Ha eHa (prHaHCcoBa NHCTUTYLINS.
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- TerneHe Ha cymu
- BHacsiHe Ha cymn — ycniyrata KbM MOMEHTa € NpUnoXuma eguHcTBeHOo 3a umuctn On-Us
onepauuu.

,0ONn-Us" 3a BOPUKA — TpaHcakums n3BbpLUeHa C eNeKTPOHEH NNaTeXeH MHCTPYMEHT Ha ATM -
n3gageHn M noabpKaHu OT pasnuyHU (PUHAHCOBU MHCTUTYUUKW, HO U ABeTe O6CnyxBaHW OT
cuctemute Ha BOPUKA.

- TerneHe Ha cymu

LOff-Us" dnHaHCOBM TpaHcakuum — nnaTexeH WUHCTPYMEHT u3gadeH OT BbHWwHa 3a BOPUKA
dmHaHcoBa MHCTUTYUMSA, Ha ATM BkntoyeH B cuctemata Ha BOPUKA. TpaHcakumm oT 1031 T1n ce
obpaboTteat 1 npegaeat mexagy yvdactHuuuTe npes “Transaction Switch” cucrtema.

- TerneHe Ha cymu

- OtmsaHa — TexHu4vecka (Reversal)

e HedmHaHcoBM:
Ycnyrute ca npunoXnmm KbM BCUYKM y4aCTHULM, NOgObPXKALLM CbOTBETHUTE YCNYrn No nsgaBaHuTe
OT TAX NNATEXHU UHCTPYMEHTHN.

- CnpaBka 3a HanuM4HOCT MO KapTa;

- CnpaBka 3a nocrnegHu net TpaHCaKUuu;

- CwmgaHa Ha MNAH.

o [lpyrn TpaHcakumm:

- Cash-M / HapexpgaHe 1 TerneHe Ha CymMu.

- MexpybaHkoBn penosutn Ha ATM - Ycnyrata npegoctaBsa Bb3MOXHOCT Ha
KapTogbpxatenu Ha egHa PMHaAHCOBA MHCTUTYUMS Oa HapexgaT Oeno3vTu MO TeXHUTEe
kapTu npe3 ATM ycTponcTBo Ha apyra PrHaHCcOBa UHCTUTYLUNS, KaTo U ABETE UHCTUTYLIUU
TpsabBa npegBapuTENHO Aa ca perncTpmpaHun 3a nonssaHeTo Ha ycnyrata B BOPUKA.

XapakTepuUCTUKW Ha ycnyrara:

MpouechbT No MHUUMMPaHe Ha Aeno3nT Ha 6aHkomaT 06Cny)XBaH OT MHCTUTYLMS, pasnnyHa
OT Ta3u nsgaTen Ha KapTaTa e:

- Kaptogbpxatendar nsbupa ATM Ha nHctutyums (X), KoATo € pasnuyHa oT Tasum uagana
npuTexaBaHaTa oT Hero kapTa (Y) 1 KoATo e pernctpypaHa B cxemata 3a mexaybaHkoBu
Aeno3nTu;

- [ocraBsa kapTtaTta B yCTPOMCTBOTO M OT MEHIOTO u3bupa ,geno3uT’, cneg koeto ATM
nanpawa card verification cbobweHne, Ha 6asa Ha KOETO ce MpoBepsiBa KapTata U
BbBefeHus OT kapTogbpxatens MNUH;

- Ako npoBepkaTta e ycnewHa, ATM oTBapsa yCTPOMCTBOTO 3a BHACSAHE Ha Napu U KIMEHTbLT
MOXe Aa noctaBn BaHKHOTUTE CU B HETO;

- Cnen npuknioyBaHe Ha onepaumsita ce wmsgaBa 6Genexka € um3nucaHa cymata Ha
N3BBLPLLEHUSA OENO3UT.

Monawu:
- YBenuuaBaHe Ha Bb3MOXHOCTUTE Ha KapToabpXaTenuTe 3a U3BbpLUBaHe Ha AEN0O3UTY;
- PaswunpasaHe Ha mpexaTta oT ATM, npnemaium oenosnTu.

3a nonsBaHe Ha ycryrata e HeobXoaAnMo:

- [a ce 3asaBM HaMepeHWe 3a y4acTue B ycryraTa oT CTpaHa Ha MHCTUTyuuaTta - MNpremaiua
neno3ntn Ha ATM n/vunun nsgaealla nnaTeXXHU KapTu;
- [poBexgaHe Ha TeCTOBE CbC CbOTBETHATA UHCTUTYLINA.

2.1.6 TpaHcakuuu c KapTu, usgageHun B 4y)xouHa Ha ATM

3a TpaHCakuun C enekTPOHHU MNaTeXHU WHCTPYMEHTW usgageHn u3BbH bBbrrapus, cuctemute Ha
BOPUKA ocurypsBaT pyTupaHe Ha aBTOpu3aumMoOHHM 3anutBaHua oT ATM ycTponctBa KbM
MexayHapoaHuTe kapToBu cxemmn MasterCard, VISA, AMEX, Diners Club, Discover.
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MoaabpxaHn BUAOBE TpaHCaKUUn:

o  ®dUHAHCOBU TpaHCaKUUK:
- TerneHe Ha napwv B 6pown Ype3 TepMmmHantm yctponctea ATM;
- TerneHe Ha cymun oT ATM ¢ npesanyTtupaHe (DCC)*;
- PeBbpcanu (0TMAHa) Ha NOCOYEHUTE NMO-rope TPaHCaKL K.

e HedmHaHCOBM TpaHCaKUMN:
- CnpaBka 3a HanumuHocT Ha ATM;
- CwmsHa Ha NMH kog Ha nnaTtexHa kapTa

e [lpyru TpaHCaKuuu:
e OrtkasaHu (HeycnewHun) aBTopmnsaumm Ha ATM;

*TerneHe Ha cymy ot ATM c npeanytupaHe (DCC) — ycnyra, npu KOATO Ha KapToabpxatens ce
npegocTaBs Bb3MOXHOCT Aa usbepe onepauusita KOSiTO M3BbPLUBA, Aanv Aa 6bae npeBanyTvpaHa B
opvruHanHaTa BarnyTa Ha usnons3BaHaTa kapTta. [lpu onepauma oT TakbB Tun Ha ATM ekpaHa ce
BM3yanusupa cymarta B OpurnMHanHarta BanyTa, C KOATO KIMEeHTcKaTa cMmeTka we O6bae 3agbrnkeHa.
OBMeHHMAT Kypc 3a onepaumsTa ce 3agaBa oT obcnyxsawa ATM cdumHaHcoBa nHctutyumsi. BOPUKA upes
cUCcTeMnUTE CY AaBa Bb3MOXHOCT 3a BkritouBaHe Ao 10 BanyTu KOUTO Aa yyacTBart B ycnyrara.

2.2 MNOC
2.2.1 MNopppbxka Ha NOC B cuctema bOPUKA
Ycnyru

e 3akpuaHe Ha HeakTueeH NMOC;
e CwmsHa Ha koHKpeTeH napameTbp Ha MOC ycTponcTBOTO.

2.2.2 Hactpowuku Ha NOC

BOPWKA ALl noarotesa NOC TepmunHanu 3a uHctanauus. MNMogrotoBkaTta BkNOYBa 3apexgaHe Ha [10C
TepMuHana ¢ Heobxogmmus codpTyep 1 napameTpu, permcTtpmpaHeTo My B aBTopM3alMoHHaTa cuctema
M M3BbpPLUBAHE Ha onepauuu 3a MpoBepka Ha npaBunHata paboTa Ha TepMuMHana CbC cucTemMara
BOPUKA.

Mpenoctaesa ce u ycnyrata ,[TbpBoHavanHo BkntouBaHe Ha NOC ¢ 6a3oBM napameTpu®, KOSTO BKMOYBaA
3apexgaHe Ha TepMuHana C npunoxeHwe, UKTUBHM NapaMeTpu Ha Tbproeu, TW[, knwoyoBe wu
peructpupaHe B TMS n aBTOpM3aumnoHHaTa cuctema Ha 6asa ctaHgapTHa (6asoBa) 3asiBka nogageHa ot
GaHkaTa.

BOPUKA ALl nssbpusa n nHnumanmnsaumsa Ha NOC TepMmuHanu cneg n3BbpLUBAHETO HA PEMOHT UMW NpuU
nogmsiHa Ha NOC TepmuHana.

Mpun aktuBmMpaHeTo Ha NOC, TepMnHaN®LT ce 3apexaa C KOHKPETHUTE napameTpu 3a Tbprosel U 06eKT,
konTto ce obcnyxBa ot NOC TepmunHana. C Tax ce 3amecTBaT napameTpuTe Ha PUKTUBHUSA TbpProeel, B
cuctemuTe.

Mpn peaktuBupaHe, napameTpute Ha [1OC TepmuHana ce BpbwaTt B 6a30BOTO CbCTOSIHME C
duKTUBHUTEAAHHU. TepMmnHan®bT 3anassa TU n Moxe CbC 3adBKa 3a akTUBMpaHe Aa ce MHcTanupa npum
Opyr Teproseu, 6e3 dunanyeckn ga ce spblua B BOPUKA ALl

Cuctema 3a peructpauus Ha 3asaBku 3a TepmumHanu (TermReq)

MogaeaHeTo Ha 3asaBkM 3a MHcTanauus Ha ATM n NMOC TepMuHann, MbpBOHA4YanHo BkMo4vBaHe Ha [NOC
¢ 6a3oBM napameTpu, akTuBMpaHe n geaktmeupane Ha NOC, kakTo 1 npoMsaHaTa Ha OTAENHN NapaMeTpu
Ha MOC TepmuHan, ce u3BbpLliBa OT HGaHKMTE M NNATEXHUTE MHCTUTYUMM Ype3 cuctemaTta TermReq,
onepupaHa ot BOPUKA AL

MNonsn

18




=5 &

= BOPUKA

BAHKOBW YCAYTH

Ycnyrute no nHmumanmsauus Ha NOC TepMuHanu, KakTo 1 Bb3MOXHOCTTA 3a MbpBOHAYarHo BKIOYBaHe
¢ 6a3oBK NnapameTpu 1 NocrneaBaLlo akTMBupaHe u geaktusmpane Ha NMNOC n npomsiHa Ha napameTpuTe
My, NO3BONsBAT Ha GaHKMTE U NNATEXHUTE UHCTUPYLMW NIECHO U MbBKABO YNpaBfieHWe Ha MpexaTa oT
MOC TepmuHanM u Tbproeuu, Kouto Te obcnyxeaT, 6e3 ga e HeobGxoAMMO NpU BCSIKA MPOMSIHA
TepmuHanuTe ga ce HocaT B BOPUKA All 3a o6ecnyxBaHe.

2.2.3 [JonbnHutenHu ycnyru 3a NOC

Ycnyru

MbpBoHavanHa ceptudmkaumusa Ha NMOC

TecTBaHe Ha HOBa Bepcusa Ha codpTyepa Ha MOC

TecTtBaHe Ha HoB mogen MOC

TexHunuyeckun ycnyrm Ha NOC

OcurypsiBaHe Ha goctbn oT BOPUKA go TectoBa cpefa u npefoctaBsiHe Ha TpaHCaKLMOHHN Norose
npu ceptuduumpare Ha NOC TepmuHanHm yctponctea ¢ MexayHapogHute Kaptosu Cxemu.
MpepoctaBsaHe Ha cepTUUKALUMOHHU KapTn 1 cneuynanuanpax ,tool“ 3a n3anbnHeHne Ha TeCToOBUTE
CueHapun 3a Cpok oT 5 paboTHM AaHWM npu n3BbpLuBaHe Ha MOC cepTudukaumna ¢ MexgyHapogHute
KapTtosu Cxemwu.

MogrotoBka Ha TectoBu MOC Tepmunan — ycnyra, npu kodato BOPUKA cbsgasa tectosu TID,
3apexpga codTyep, napameTpu u knovose Ha [NOC 3a paboTa B TeCTOBa cpeaa cnea npeaBapuTenHo
nogageHa 3asiBka Ha KnueHT - [loctaBumnk Ha nnatexuun yenyru (OY).

MOC ayTcopcuHr — ycnyra, Npu KOATO Cried npeaBapuTernHO CKYeHo cnopadymerune, MNOC
ycTpouncTBa, cobctBeHocT Ha BOPUKA A[l, ce npenocTaBAT Ha KpamHW KNUEHTU (Tbprosun) OT UMETO
Ha obcnyxBawusa rm [loctaBumk Ha nnatexHn yenyru (AMY).

Codptyepen NOC — BOPUKA npegnara Ha cBouTE KIMEHTU, n3nonaeaHeTo Ha codTyepeH MOC -
MOBUNHO NPUNOXeHWe, KOETO MO3BOMISABa MpuMemMaHeTo Ha nnawaHua nocpeactsom NFC, ot
YCTPOWCTBA C onepauuoHHa cuctema Android, BKMHOYMTENHO cMapTdoHn n Tabnetn. CodTyepbT
npegoctassa yHKkumMoHanHoctTa Ha [MOC TepmmHan u nos3sonsiBa NpMemMaHeTo Ha nnaiiaHus,
U3BBbPLLUEHN C BE3KOHTAKTHWN KapTu, BKI. MOBUMHM YCTPOMUCTBA, KOUTO AUrMTaNM3npaT CbLuMTe KapTu
(T.e. ycTponcTBa 3a HoceHe - wearables, TenedoH unu Tabner).

PeuwleHneTo moxe ga 6bae BHEAPEHO B pasnnyHM BapUaHTu:

- White label peweHne — MOGMAHO NpuUMoXeHWe 3a npuemaHe Ha GEe3KOHTaKTHU nnalaHus,
GpaHaupaHo € NoroTo U LBETOBETE HA UHCTUTYLUNATA;

- Software Development Kit (SDK), nossonsiBaly MHTerpaumsi CbC CbLUECTBYBALLO MOOUMNHO
npunoxexHve Ha uHctutyumata - SDK BapuaHTa npegoctaBs Habop OT MHCTPYMEHTMH,
onbnuoTekn, cboTBETHA AOKYyMEHTauums, obpasumn Ha KogoBe, NPoLEecH N PbKOBOACTBA, KOUTO
Mo3BONABAT Ha MHCTUTYUMSTA Oa uHTerpupa QyHKUMs 3a OEe3KOHTaKTHO npuemMaHe Ha
nnawiaHusa B cCoO6CTBEHUTE C MOBUNHM NpunoxeHna, 6asmpann Ha Android;

- bPOS - MobunHoO npunoxeHue 3a npMeMaHe Ha GEe3KOHTaKTHM MnallaHus, kobpaHaupaHo ¢
6panpoBeTe Ha BOPUKA v npegoctaBdawaTa ycnyrata MUHCTUTYLUS;

Payment Facilitator - ycnyra, koato npegoctaBst TeXHU4ecka Bb3MOXHOCT Ha (OMHAHCOBU UHCTUTYLINN
Aa obcnyxeaT pasnnawaHva npe3 TexHu duandeckn n BupTyanHu [MOC TepmuHanu, KaTo
nHaupekTeH ydactHuk (Payment Facilitator), nanonssankm nHpacTpyktypaTa n perncrpaumsita B
MKO Ha gpyr (OUpeKTeH) y4acTHUK.

Device Host to Host - N3rpaxgaHe 1 noggpbKka Ha OHNanH Bpb3Ka 3a U3BbpLUBaHe Ha aBTopusaumnm
OT npuemMatlata UHcTuTyums. Yenyrarta ot Tuna Device Host to Host (DH2H) ocurypsiBa Bb3MOXHOCT
3a CBbp3BaHe Ha cucTeMarta Ha CcbOoTBeTHaTa (UHAHCOBA MHCTUTYUus, obcnyxsawa [10OC
ycTponcTtea kato front-end, B T.4. domandeckaTa CBbP3aHOCT, NPUITOXHUS codbTyep, YNPaBneHMEeTo Ha
napamMeTpu 1 Knio4oBe Ha YCTPOMCTBOTO, MOHUTOPUHT 1 Ap., KbM aBTOpM3aLMOHHaTa cuctemaTta Ha
BOPUKA, kosato obcnyxa NOC ycTtponcTBaTa Ha cbluata hMHaHCOBa MHCTUTYLMS KaTo back-end,
B T.4. aBTopu3auumm, obpaboTka Ha TpaH3akuuu, pasnnawaHe C TbProBuM, TaKCU U KOMUCUOHHW,
KIMPWHT U CETBIIMEHT, PENOPTUHT 1 Ap.
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2.2.4 TpaHcaKkuum c KapTu, u3pgageHu B cTpaHaTa Ha NOC

KaptoBaTta cuctema BOPUKA ocurypsiBa npvemaHe (acquiring) Ha nnatexHW KapTu Ha TepMUHanHU
ycTtporictBa NMOC BkNoYeHn B cuctemara.

Onucanune

KaptoBata cuctema BOPUKA ocurypsBa npvemMaHe Ha BCUYKM NNaTeXHW KapTW, M30ageHn Ha
TepuUTOpUsiTa Ha CTpaHaTa, Ha BCUYKK TepMmnHanHm yctpornctea MNOC, BkntoveHn B cuctemata. Kaptosarta
cuctema BOPUKA ocurypsiBa pyTvpaHe Ha aBTopm3auun ¢ YygecTpaHHU KapTu KbM MeXOyHapogHuUTe
kapTtoBu cxemn MasterCard, VISA, AMEX, Diners Club, Discover.

Ycnyru

Ycnyrarta ,Mexayb6aHkoBn douHaHcoBM TpaHcakumm n On-US tpaHcakuum Ha MOC ¢ kapTh n3BLH cuctema

BOPUWKA® BkntouBa criegHUTE BMAOBE TPAHCAKLMM:

e TpaHcakumn, nssbpenn Ha MNMNOC, obecnyxeaH ot eguH AMNY*, ¢ kapTu, nsgagenun ot gpyrm AMY;

e TpaHcakumn, n3ebpLueHn Ha MNMOC Ha eguH [ITY, cBbp3aH cbe cuctema BOPUKA, ¢ kapTu, nsgageHu
oT cblums AI1Y, kouto He ca pernctpupanm B cuctema BOPUKA.

Ycnyrata ,On-Us TpaHcakumm lNpuemaHe Ha MOC (kapta u TepmmHan Ha egHa 6GaHka B cuctema
BOPUKA)“ BknouBa camo TpaHcakumute, npu kouto Ha MNOC Ha eguH [ONMY, cBbp3aH CbC cuctema
BOPWKA ce npuema kapTa, usgageHa ot coyms ArY n kapTtaTa e pernctpupana B cuctema bOPUKA.

duHaHcoBuTe TpaHcakumm Ha MOC BkntoyBar:
e [lnawaHe Ha CTOKM 1 yCNyru u TerneHe Ha napu B 6pon upes TepmuHanHm yctponctaea NOC;
o PeBbpcanu (0TMsIHA) Ha NOCOYEHUTE NO-rOpe TpaHCaKUnu.

HedumHaHcoBuTe TpaHcakumm Ha MOC Bkno4BaT:
e CnpaBka 3a Hanu4dHocT Ha NMOC;
e Cnpagka 3a nocrnegHu net TpaHcakumm Ha MOC.

Opyrn TpaHcakummn BKOYBaT:
e OrtkasaHu (HeycnelwHn) aBTopmsaummn Ha NOC;
o [IpeaBTOpn3auuu.

2.2.5 TpaHcakuum c KapTu, u3gageHu B YyxbuHa Ha NMOC

durHaHcoBuTe TpaHcakumn Ha MNMOC BknoyBar:

e [InawiaHe Ha CTOKM 1 yCryru 1 TerneHe Ha napu B 6pon 4Ypes TepmuHanyu yctponctea MNMOC;
o Offline TpaHcakuuu;

o PeBbpcanu (0TMsIHA) Ha NOCOYEHUTE NO-rOpe TpaHCaKUnu.

Opyrn TpaHcakumun BKIOYBaT:
o OTkasaHu (HeycnelwHn) asTopmsauunm Ha MNMOC;
o [IpeaBTOpn3auuu.

2.3 YnpaBneHue Ha KapTu
2.3.1 ABTopu3auusa Ha KapToBM pasnnawaHusa

BOPUKA ALl npegocTtaBsa Ha 6aHKMTE 1 NNATEXHUTE UHCTUTYLMKN, KOUTO M3aaBaT KapTu Ypes cucremara
BOPUVKA, aBTopm3aumns Ha 3asiBKUTE 3a TpaHCAKUMUTE, U3BBPLUEHM C TEXHM KapTU Ha uM3MYecku
TepmuHanHuu yctponctsa ATM, n MNMOC B cTpaHaTta, n 4yyxbuHa.

OnucaHune
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ABTOpM3auMaTa Ha BCsKa 3asiBka 3a TpaHCakuusl, M3BbpLIEHA C MnaTeXxHa KapTa Ha u3nyecku
TepMMHanHW yCTPOMCTBa B CTpaHaTa M Yy>kbuHa ce n3sbplLUBa Ype3 NpoBepKa Ha MHOXECTBO NapaMeTpu:
o BanugHocT Ha kapTaTa (HoMep Ha kapTaTa, AaTa Ha BanuaHOCT);
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e HanuyHoCT No cmeTKa nnun KpeauTeH NMMUT Ha KapTaTa;

e JlumnTtun no kapTtaTa (GHEBHW, CEAMUYHUN U Op.);

o EMV napametpuy;

e [1MH kopg (ako ce uaunckea);

e CobCTOsIHME Ha KapTaTa (akTuBHa, 6riokupaHa);

e [lpyrn napameTpu (paspeLleHn onepaunm, KpunTorpamm n T.H.).
Yenyru

Ycnyrata ,MexaybaHkoBu ouHaHCOBM TpaHcakumm n On-US TpaHcakumm oT TepMUHANM N3BbH cuctema

BOPWKA® BkntouBa crieaHUTE BMAOBE TPaHCAKLMM:

e TpaHcakummn, U3BBbPLLEHN C KAPTW, U3gaaeHn ot eguH [loctaBuunk Ha nnatexHu ycnyru (OMY), Ha
TEepMUHanHM ycTponcTea Ha gpyrm Ay

e TpaHcakumn, n3BbPLUEHN C KapTU, nsgageHun ot eguH ANMY n pernctpupanun B cuctema BOPUKA, Ha
TEepPMUHAIHM YCTPONCcTBa Ha cbluus 1Y, konto He ca cebp3aHn cbe cnuctema BOPUKA

Ycnyrata ,On-Us TpaHcakumm W3gaBaHe (kapTa u TepMumHan Ha egHa 6aHka B cuctema BOPUKA)S
BKITOHMBA CamMO TpaHCaKuMuTe, M3BbPLUEHM C KapTa, nsgageHa ot eavH OMY v peructpupaHa B cuctema
BOPWKA Ha TepMMHaNHO yCTPONCTBO Ha cblms AIY, cebp3aHo cbe cuctema BOPUKA

PrHaHCOBUTE TpaHCaKLUMW BKOYBAT:

e TerneHe n/unu BHacsaHe Ha napu B 6por Ypes3 TepmuHanHu yctponctea ATM;

MnawiaHe Ha CTOKM K yCcnyru 1 TerneHe Ha napu B 6pon Ypes3 TepmuHanyu yctpownctsea MNMOC;
MNpeBon Mexay nnaTexXHn CMEeTKN Ypes3 TepMUHanHmn yctponctesa ATM,;

MnawaHe Ha ycnyru 4ypes TepmuHanHu yctponctesa ATM;

PeBbpcanu (0TMsHa) Ha NOCOYEeHUTE NO-rope TpaHCaKLUUW.

HedurHaHcoBUTE TpaHCaKUMW BKIKOYBAT:

e CnpaBka 3a HanM4HOCT;

e CnpaBka 3a nocnegHu net TpaHCaKkuuu;

o CwmgHa Ha NMNH kog Ha nnaTexHa KapTa CbC Ui 6e3 akTMBMpPaHe Ha KapTtarTa.

Opyrute TpaHcakLmm BKNOYBAT:
e OrTkasaHu (HeycneLHn) aBTopm3aLmu;
o [IpeaBTOpu3sauumn.

Cash-M TpaHcakunnTe BKNo4BaT:
e TpaHcakumn, HapegeHn ot ATM kbm cuctema Cash-M;
e TerneHe Ha napu B 6Gpon 6e3 kapTa, 4pe3 cuctema Cash-M.

Ycnyrata ,AKTMBauUuMa Ha kapTa npu cmgaHa Ha MUWH” ocurypsiBa ONBNAHUTENHO HUBO Ha CUMYPHOCT
3akapTtogbpxartenute, no3BonsiBakM MM caMW [da akTMBMpaT HOBa WM npeusgadeHa KapTa,
nocpenctesom cmsHa Ha MNMAH ot ATM.

BOPWKA ALl npegocTtaBsa Bb3MOXHOCT 3a T.Hap. aBTopu3aums Npu ngatens, npu KoATo npoBepkaTa Ha
HanNU4yHOCTTa NO CMeTKaTa Ce U3BbpLUBa B camaTta 6aHka NOCpeaAcTBOM U3rpageHa oHnanH Bpbaka. 1o
TO3U HauYuH, BbB BCEKWM MOMEHT KapToAobpXaTensaT MoXe Aa M3Monssa usnata HanuyHoCT Mo cBosTa
KapToBa cMeTKa.

Opyra Bb3MOXHOCT fa ce nogabpa akTyanHa HanuMyHOCTTa No KapToBaTa CMeTKa, e yYpes uarpageHa
OHITanH Bpb3Ka, Npu KoeTo HGaHka akTyanuanpa csoeBpemMeHHo B cuctemata BOPUKA Bcska npomsiHa B
HannyHocTTa MO CMeTKaTa, M MMa Bb3MOXHOCT [a npoBepsiBa 3a WU3BbPLUEHU TpaHcakuuu, 3a Aa
noaabpXa akTyanHa HarnmMyHoCT 1 B cOBCTBeHaTa cu cuctema.
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ABTOpM3aUMsATa Ha BCSAKO MrallaHe OCUrypsiBa BMCOKO HMBO Ha CUMYpPHOCT Ha TpaHCaKUMsiTa, KOETO
npeanasea kapToabpxatens oT nsmamu. NMpu n3nonsaHe Ha MHTEPMENCT 3a aBTOpM3aLmMs OT u3gaTens,
BBbB BCEKM MOMEHT KapToabpXaTensiT MoXe [a U3non3ea Luanarta HarmM4yHOCT Mo CBOsiTa KapToBa CMeTKa.

2.3.2 YnpaBrneHue Ha KapTu

BOPWKA ALl npegoctaBst Ha 6aHKUTE 1 NNATEXHNTE UHCTUTYLIMKN, KOUTO M3gaBaT KapTu Ypes cucremaTta
BOPUKA, ynpaBneHne Ha CbCTOAHMETO, HaNUYHOCTTA MO CMeTKaTa, NMMUTUTE, TpaHCcakuuiTe B
VHTepHeT 1 apyrv napameTpu Ha 00CNyXBaHWUTE OT TAX KapTu.

OnucaHune

Mopabpxa ce ynpaBneHve (NPOMsHA) Ha CnegHUTe napaMeTpu Ha NNaTeXHUTE KapTu, perucTpupaHn B
cuctemata BOPUKA, konTo ce nsnonseaT B NpoLieca Ha aBTopmsauns Ha nnaLlaHus:

CobcTosiHME Ha KapTaTa (akTMBHa, OrnokMpaHa, AeakTMBupaHa);

HannyHoCT No cMeTka Unu KpeauTeH NUMUT Ha KapTaTa;

JInmuTn no kaptarta (GHEBHU, CEAMUYHN U Ap.);

YnpaerneHne Ha TpaHcakumm B MIHTEpHET;

Apyrv napameTpu (paspeLueHn onepauum n ap.)

Push HOTUdMKaumuTe ocurypsiBaT Bb3MOXHOCT 3a M3npalwlaHe Ha yBeoOMIleHMe Ha wusgatens no
€NEeKTPOHEH KaHar Mpu pasfuvyHu TUnoBe cbbuTtus ¢ kapTtu, a Pull HoTudukauunTe — uspgatensar ga
N3BNKn4Ya no efnieKTPOHEH KaHas MHopMauuns 3a KapTu.

Ycnyru

YcnyraTta ,[logabpxaHe Ha KapTa B cuctemaTa Ha bopurka ¢ Bb3MOXHOCT 3a ynpasfieHne Ha TpaHCaKkLmm
B WHTepHeT" ce u3passiBa BbLB BOWraHeTO Ha chneumaneH dnar 3a kaptute B cuctemata STEPS,
3abpaHsaBaly TpaHcakuun B VIHTEpHET mnn CbOTBETHO CBansiHETO My, KOETO paspellaBa KapTuTe 3a
CbLUUTe TpaHcakumn. drnarbT MOXe Aa ce ynpaBnsaBa, KakTo pbYHO OT CTpaHa Ha GaHKOBUTE CRyXUTenwu,
onepupalim cbC cuctemarta, Taka U aBToMaTtuyHo, ¢ nogaBaHe Ha dann kbM BOPUIKA 3a ronam 6pon
kapTu. baHknte nogasat kbMm BOPUKA nucmeHo 3asiBneHune 3a HomepaTa Ha BWH-oBeTte, kouto Guxa
nckanu ga 6baaT perncTpyMpaHn 3a ycryrata kaTo permcrpaumaTa n TapugupaHeTo ce nNpaBu 3a BCUYKU
aKTMBHU KapTu B 3asBeHuTe BVH-oBe.

CtaHoapTHUAT HAa4YUH 3a NpoMsHa Ha NapameTpute Ha kapTu, konto BOPUKA ALl npenoctaBs Ha 6aHkuTe
W NNaTeXXHUTe UHCTUTYLMN e Ypes (pannoB TpaHcdep No npeasaputenHo cneunduumpann nHTepgencu.
3a Tasu uen ce nogabpxa M onepupa cuctema 3a obMeH Ha dannose, BKI. U Bb3MOXHOCT 3a
aBToMaTuyeH TpaHcdep. NMpenocTaBaT ce KMMEHTCKU NPUNOXEHWUs, KOUTO Mo3BonsaBaT TpaHcdep Ha
drannoBe No CUrypeH HauuH.

OcBeH dannos TpaHcdep, BOPUKA ALl npegocTtaBs oHNanH cpeactsa 3a NpOMsiHa HA CbCTOSHMETO Ha
kKapta (6rnokupaHe wn oTbnokMpaHe) M NPOMSAHA Ha HaNUYHOCT Ype3 oTgarnedeH AocTbn Ao
aBTopu3aumMoHHaTa cMctTeMa U oHnamH nHTepdeiic.

BOPVKA AL npenocTtaBs efleKTPOHEH KaHarl, KOMTO M3daTendaTt Mnons3ea 3a W3BNMYaHE Ha pasnuyHa
MHdopMaLUns 3a KapTh, KOSTO Ce YTOYHABa npenBaputenHo ¢ nsgatens (pull Hotndurkaums). O6ekT Ha
ycryrata ca BCUYKM MAaTeXHW KapTu, KOUTO ce noaabpkaT B aBTopmsaumnoHHata cuctema Ha bBOPUKA
Tandem.

OCHOBHWUTE AaHHK, KOUTO U3gaTensaT nonyyasa, MmoraT Aa 6baar:
e Yakalum yCnewHn n BCUYKM HEeYCMNELLHN aBTopm3aLMm C kapTaTta 3a onpeaeneH nepuog;
e Crartyc Ha kapTa;
e  AKTyarnHo cango/Hanu4HOCT Mo KapTa;
e  JlMUTK Ha KapTa.
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BOPWKA Al ocurypsia Bb3MOXHOCT 3a u3npatlaHe Ha yBe4OMIIEHME Ha n3faTtens no eflekTPOHEH KaHan
(push HOTMdMKaUMA) NpyM HAcTbMBaHE Ha pPasnUYyHM CbOUTUA C KapTW, KOMTO Ce YToudHsABaT
npeaBaputenHo ¢ nsgartens. O6ekT Ha ycnyrata ca BCUYKM MNATEXHU KapTW, KOUTO Ce nogabpxar B
aBTopusaumoHHaTa cuctema Ha BOPUKA Tandem.

OcHoBHUTE CbOUTKA, 3@ KOUTO U3aaTenaT bmuBa n3BecTaBaH, MoraT Aa obaar:
e [lpn ycnelwHa n HeycneLwHa aBTopm3aumns € kapTa, KOSTo ce ogobpsiea ot cuctemata Ha BOPUKA
Tandem;
e [lpn NpomMsHa Ha cTaTyc Ha KapTa.

MNonsan

YnpaBneHneTo Ha KapTuTe, pernctpupaxu B cuctema BOPUKA, no3sonsiBa ga ce NpoOMeHsi CbCTOAHNETO
W Oa ce 3afasart napaMeTpy (MUMWTW, HaNMYHOCT M [p) Ha HWMBO KapTa, KOMTO BMocrencTeve aa ce
n3nonssaT Npu aBTOpU3aums Ha N3BbpLUBaHM NnawaHus. NonyyaBaHeTo Ha MHpopMaums 3a kapTaTta no
eneKkTpoHeH kaHan (push n pull HoTuMkauun) e NnpeanocTaBka 3a YCbBBbPLUEHCTBAHE Ha npoueca no
obcnyxBaHe Ha KapTogbpXatenure.

2.3.3 [JonbnHUTENHU KapTOBU YCNyru

Ycnyru
MarpaxgaHe Ha Bpb3ka on-line aBTopusaums Npyn nsgatens Ha kaprara;

ABToMmaTn4yeH dann TpaHcdep 3a back office;

"eHepupaHe n 3apexgaHe Ha knod B HSM;

EkcnopT Ha kntodoBe 3a Visa n MasterCard;

Yctpowcteo DIGIPASS GO1;

MpoBexaaHe Ha 06yyeHne 3a paboTa cbC cucTemmn o6CnyXBaLLM KapToBM YCNyr;
PaspaboTBaHe Ha codhTyep 3a KapTOBW yCNyru

2.4 TpousBoacTBo Ha Kaptu u NMUH
2.4.1 lMNoparoToBKa Ha AaHHMU

Ycnyrata ,[logrotoBka Ha gaHHM® obxBawa o6paboTka Ha AaHHMTE MO NpeABapuTEnHO 3ajafeHu
napameTpu, Heob6xoaumm 3a cb3aaBaHe (NPOM3BEXAAHE) Ha KapTaTa, Ypes3 crieqHUTEe TEXHONOIK:

L~ lepcoHanms3aums Ha kapTu ¢ MHaeHT/emboc nevaTt’;
o [epcoHanunsauusa Ha KapTh C NNOCHK neyaT’;
o [epcoHanunsauusa Ha KapTu C Na3epHo rpaBmpaHe”.

BOPUKA npepoctaBsa ycrnyra 3a AoCTaBka Ha MepcoHanuavpaHy KapTu OO0 KapTogobpKaTen, KakTo u
nogapbXxka Ha OHMNamH MHTepdEenCc KbM Kypuepcka dupma, u3bpaHa oOT m3gatens 3a OOoCTaBka Ha
nnacTuka 4o KpaeH KIUEHT.

2.4.2 TepcoHanu3sauusaTa Ha KapTM C MarHUTHa fieHTa 1 emb6ocupaHe

BOPVKA Al npegnara nbneH Habop ycnyrn 3a nepcoHanusauus Ha nnaTeXHW KapTu, BKAOYBaLLK
NMOAroTOBKAa Ha AaHHM 3a NepCcoHanM3aums Ha MarHUTHa NEeHTa 1 YW, U3YUCTISIBaHE HA CEKPETHU AaHHU
1 hmnsmyecka nepcoHanusaumsi Ha NNaTeXHU KapTu

OnucaHune

BOPUVKA ALl e ceptucduumpaHn npouecop oT VISA n MasterCard 3a nepcoHannsaumns Ha BCUYKN TEXHU
KapToBWM NpoAyKTU. Hue npeanarame nepcoHanu3auus KakTo Ha MarHUTHW, Taka M Ha KapTu C 4un,
cbrnacHo ctangapta EMV. Yun kaptute morat ga 6baar ¢ ABa nHtepgenca (KOHTakTeH u 6€3KOHTaKTeH),
ocurypsiBalm 6€3KOHTaKTHU NnawaHua cbrrnacHo cneundukauunte PayPass Ha MasterCard n PayWave
Ha VISA

Mpodomnun 1 nepconanuaaums, nocpenctesoM TexHonormus “Durable Graphics ®” Ha Entrust Datacard u
TEXHOSOrns 3a nasepHo rpaBMpaHe:
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— WasrotBsiHe n HacTpovika Ha npodun 3a NepcoHanusauus Ha KapTu, 4Ype3 TexHonoruute
“Durable Graphics ®” n nasepHo rpaBmpaHe, cbobpaseH C n3nckBaHUsTa Ha nsgaTens, Kakto
N C TE3N Ha KapTOBUTE CXEMMU - eQHOKpaTHa HacTpoKrKka Ha npodun, ykassally omM3n4eckoTo
pasnonaraHe Ha pekBM3MTUTE Ha KapTaTa (MMe, HOMep, BannaHOCT, BEKTOPHO TOro 1 ap.).

— EpHocTpaHHa wnn gBycTpaHHa nepcoHanu3aumMsi Ha KapTu, nocpeacTBOM TEXHOMNOrus
“Durable Graphics ®” Ha Entrust Datacard nnn TexHonorms 3a nasepHo rpasupaHe

BOPUKA

BAHKOBW YCAYTH

N npu gBeTte TEXHONOrMM eauH nepcoHanmusauMoHeH npodun Moxe Aa OGbae M3non3saH 3a HSKOMKO
npoAyKkta Ha wusgaTtens, cTura pasnuyHuTe NpoayKTU Aa He HanaraT MPOMeHW BbB (PU3MYECKOTO
pasnonaraHe Ha peKBU3UTUTE BbPXY KapTaTa.

MNonsan

YObITKEH XUBOT Ha JAHHWTE, NEPCOHaNM3MpaHn BbpXy kapTaTta

Jlunca Ha orpaHudeHuve B pasnonaraHeTo Ha AaHHM BbpXy nnacTtukaTa (nvue/ rpub)
YNTpaBMoneToBO M3NMyaHe Ha kKapTaTta

N360op oT 4 upsaTa — 6an, YepeH, 3naTucT, cpedbpeH (eauH LBAT Ha CTpaHa)

M3nonssaHe Ha Visa Quick Read

Jluncata Ha pened npegoTBpaTABa Nosyv4aBaHeTo Ha cnabu mecTa, Bogelm A0 NPeKbCBaHE Ha
aHTeHaTa Ha nnacTukaTa u 3anassa gebenvHaTa Ha kapTaTta

2.4.3 TepcoHanu3sauusa Ha umn (EMV)

BOPUVKA AL npepnara nepcoHanusauusi Ha EMV kapTn no Hsikonko TexHonorun: PRISMA, IDEMIA,
Austria card, Thales (Gemalto), Plastic Card, EASTCOMPEACE.

2.4.4 TInukoBaHe U AOCTaBKa Ha KapTU A0 KpaeH KNUeHT

C uen neceH, 6bp3 1 CUrypeH HaunH 3a agpecpaHe 1 nsnpallaHe ¢ NoLLeHcKa npaTka Ha MHaMBMAYanHo
nMMCMO U nepcoHanuaupaHa kapTa go Bceku nonydvarten, BOPUKA ALl npegnara aBToMaTM3MpaHOTO
NAMKoBaHe Ha nepcoHanuavpaHu kaptu. [lepcoHanu3vpaHaTa kapTa ce npukpensa KbM NogageHo oT
nsgatensa NUCMO, KaTto ce NpaBu KOHTPON 3a CbOTBETCTBUE C OTNeYaTaHUTe B MUCMOTO UHAUBMAYANHN
OaHHU 3a KnneHTa. Taka KOMMNEKTOBAHOTO NMMCMO Ce CrbBa M MOCTaBs aBTOMATMYHO B MWK C NPO30pye
3a agpeca w pgpyrata BuaMma uvHAMBMAyanHa WHMOPMauWs, KaTo € Bb3MOXHO W MocTaBsHe Ha
OOMbITHUTENHN MaTepuanu, Npu cnasBaHe Ha onpegeneHn ycrnosus. Taka nogroTBEHUS NvK ce 3anensa
M e roTOB 3a M3npaLllaHe Ha NocoyeHus oT GaHkaTa usgarten agpec.

Mpwn ycnyrata ,CopTupaHe n nakeTnpaHe Ha KapTu No TOYKM Ha gocTtaBka“. kaptute u NMNH kogoseTe ce
copTupat 1 NakeTupaT ¢ npegaBaTterneH NpoTOKOS, CbrMacHO HOMEHKIaTypaTa Ha To4Ka Ha JocTaBka.

Ycnyrata ,[eHepupaHe u neyat Ha AONbAHUTENHU aTpUbyTM BbPXY NPUOPYXKUTENHO NMCMO“ NO3BONSABa
pobasaHeTo Ha 6apkog unu QR Koa, KOMTO oNTUMM3UpAT MocrneaBalusa npouec no coptupaHe u
AncTpubyuma Ha kaptute o kaptogbpxaTens. Camute JOMbNHUTENHW aTpubyTu ce oTnedvaTBaT B
MoneTo 3a agpec Ha NPUAPYXUTENHUTE NMUCMa Ha KapTuTe U pa3mepbT UM TpsbBa aa e cbobpaseH c
nposopeLa Ha nnvka.

[ocTaBkaTa Ha NNacTUKM OO0 KpaeH KNMEHT AaBa Bb3MOXHOCT Ha usgaTtenute aa 3asBaT NepcoHannsaums
W NnukoBaHe Ha KapTa ¢ enektpoHeH MNWH kog, kosaTo ga 6bae goctaBeHa 40 afpec Ha kapToabplKaTens

C Kypuep.

e 3a uenta, cuctemarta 3a ynpasreHve Ha kapTm Ha WN3pnatens nogasa kbm BOPUIKA 3asBku 3a
nepcoHanusauusa Ha kaptu u reHepupaHe Ha lNMH kogose (ellvH), cbabpXxawu MHAMKATOP 3a
joctaBka OO0 agpec Ha kaptoabpxaten. BOPWKA reHepupa ToBapuTenHuua B cuctemarta Ha
Kypuepa, KaTo HoMepa 1 ce BpblUa KbM M3patens BbB (panna ¢ oTroBop Ha obpaboTtkaTa, C uen
npocnegsBaHe Ha npaTkaTa.

¢ Ha 6asarta Ha nogageHuTte 3asBku oT M3gatend, BOPUKA mn3BbpuiBa nepcoHanmMsaums Ha Kaptu u
reHepupaHe Ha NMH n nnNukoBaHe Ha kapTaTa, KaTo oTnevyaTBa HOMepa Ha ToBapuTenHuuarta, nog
dopmaTta Ha Gapkof BbpXy NpuapyXMTenHoTo NMCMO Ha kapTaTta, Buaum npes npospadvyHaTa vyacT Ha
nnuka.
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e BOPWKA npemaBa npaTkuTe Ha Kypuep, KOWTO W3BecCTaABa nonydartensa (kaprogbpkaten) 3a
OYyakBaHa npaTka nocpencTBOM eNeKTPOHHO CbobLLeHne Ha nocoveH oT N3gatensa mobuneH Homep.

BOPUKA

BAHKOBW YCAYTH

HepnoctaBeHa unu oTkasaHa npaTtka 4O agpec Ha KapToabpaTen aBToMaTU4HO ce mpenpaiia ao
obcnyxsaly dunuan Ha baHkaTa, ykasaH B mbpBOHaYanHaTa 3asiBka kaTo 3a LienTa oT KypuepckaTta
hvpma ce reHepupa HoBa ToBapuUTeENHULA.

2.4.5 leHepupaHe, oTnevyaTrBaHe U enleKTpoHHa aoctaBka Ha NMUH kopa
BOPUVKA ALl npegnara cuctema 3a enektpoHHa gocrtaska Ha NMAH kog.
OnwucaHue

Cuctemara 3a enekTpoHHa gocTtaeka Ha [MMH npegocTaBa anTepHaTMBEH HauYMH 3a goctaBka Ha lMH
KOO Ha HoBonpou3sBegeHa 6GaHkoBa kapTta Ao kaptoabpxatend. NMWH kogbT ce wuanpawa cneg
npenocTaBeHn OT CTpaHa Ha KapTogbpKaTens YHWKaneH noeHTudukaTop U aBTeHTUdUKALMOHEH Koz,
KOUTO TOW NonyyaBa 3aefiHO CbC CBOSATA KapTa.

NMAH koabT MoXe Aa Obae AocTaBeH Mo ABa KaHana:

e [lo SMS cbo6LeHne Ha NocoyeH TenedoHeH HoMep;

e [lo gpyr enekTpoHeH KaHam — HanpuMep 4pe3 Bu3yanuampaHe B eNeKTPOHHOTO OaHkMpaHe Ha
OaHkaTa usgaren.

Mpwn gocraBska no SMS, MNMNH kogbT Moxe ga 6bae uanpaTteH 4O KapToAbpXaTensd unm B YACT BUA, UNu
4ype3 13non3BaHe Ha MaTpuua U OTMECTBaHUA B Hesl. KNMeHTBLT manpala yHUKkanHusa ngeHtudmkatop un
aBTEHTMUKALMOHHNS KOA Ha KpaTbk SMS Homep 1 B 0TroBop nony4asa obpateH SMS cvoTtBeTHO ¢ MAH
koga unu ¢ otmectBaHusa B NMH tabnuua, cbetaenasawm NMAH koga.

Korato ce nsnonssa matpuua, MHopmauusaTa, KoSTo ce NpeaocTaBs, € pasgeneHa Ha ABe 4acTu u ce
u3anpawa CbOTBETHO B NPUOPYKMTENHOTO NUCMO KbM Kaptata M B SMS cbobuweHneto. B
NPUAPYXUTENHOTO NMCMO Ce CbAabpxa Tabnuua ¢ ABa peda — NbpBUAT pef yka3Ba OTMecTBaHMATa Ha
undbpute, cbetaenseawm notpebutenckmsa NMUH, a BTopuaT pen cbabpxa undgpu B nHtepeana 0-9. B
SMS cbobLueHneTo ce cbabpxat oTMecTBaHusaTa B NMWH tabnuuaTta, chetanssawm MNMAH koga.

Cuctemara nasv BCUYKU YyBCTBUTENHW OAHHU HA KapTOAbpXaTens B KPUNTUMPaH BMA U HE CbXpaHsBa
HOMepa Ha KapTu.

MNonsn

o CnectdBa pa3xoau 3a oTne4vaTBaHe u gocraeka Ha NH nnukose;

e [lo-6bp3a gocraBka Ha INMH kop;

e [loBMwaBa CUrypHOCTTa KaTo OCUrypsiBa BTOPW KaHarn 3a A0CTaBka, He3aB1CUM OT Kypuepcka cryxoba;
o [locTaBkaTa ce U3BbpLUBa OMPEKTHO 4O KapTOAbPXKATENS U MO TO3M HAYMH Ce ENNMUHMPAT PUCKOBETE

OT 3noynoTpebu;
e OcurypeHa nogapbXkka Ha kapToabpxartenuTe npu npobnem ypes LleHTbp 3a nomow, Ha BOPUKA

AL
2.4.6 ExkcnpecHa BupTyanHa KapTta

OnucaHue

Ycnyrata nma 3a uen ga npegoctaBu Ha magatenuTte (PyHKUMOHANHOCT 3a M3fgaBaHe Ha eKCrpecHM
BMPTyarnHu kapTu. 3a pasnuka oT LLeHTpanHo n3gaBaHuTe KapTh, YnaTto obpaboTka ce n3BbpLuBa B CECUEH
pexum, 3asBKMTE 3a EKCNPECHN BUPTyarnHun kapTty ce 0bpaboTBaT B MOMEHTa Ha NOCTbMNBAHE Ha 3asBKaTa
B BOPUKA, kaTo B pesynTtat ot obpaboTtkata, N3gatensTt nonyvaBa faHHM 3a rOTOBa BUpTyanHa kapTa.
3anBkaTa 3a M3gaBaHe Ha eKcrnpecHa BMpTyanHa KapTa, KakTo M MocnenBawoTo W ynpasneHue ce
ocblLecTBsiBa nocpeactsoM yeb cepBman, Kato yHKUMOHANHOCTTa Ha ycryraTta e u3usano cbobpaseHa
CbC CTaHOapTUTE 3a CUIYPHOCT, HANOXEHN OT MeXayHapogHuTe kapToem cxemu, nocpeacteom PCl Card
Production. Mo T03n HayMH BUPTyanHWUTE KapTW MoOraT ga Ce U3MOon3BaT B paMKUTE Ha MUHYTU cnep
3as8BABAHETO UM OT CTpaHa Ha KapTogbpXaTens.
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2.5 EnekTpoHHa TbproBusi U MOOGUIHMU yCRyru
2.5.1 YnpaBneHue Ha KapTtu B cxemaTa 3D Secure

BOPVKA ALl naBa Bb3MOXHOCT Ha U3gaTenuTe Ha KapTu a OCUTypsAT Ha CBOWUTE KapToabpXKaTtenu

curypHu nnawanusa B MHTepHeT ype3d cxemata 3D Secure. B pamknte Ha 3D Secure ce nogabpxart

pasnuyHn BEPCUM 3a NpoTOKona:

e 3D Secure v.2.x, paspaboteH ot EMVCo n noggbpxaH OT nporpamute Ha kapToBuTe cxemu: B-
Secured 3a kapTn Bcard, Visa Secure 3a kaptn Visa n Mastercard Identity Check 3a kaptu Mastercard.

OnucaHune

MpepoctaBaHata ot BOPUKA ALl ycnyra faBa Bb3MOXHOCT Ha wusgaTenute da ynpaenssar
peructpaumsaTa Ha kapth B Access Control Server (ACS) n ga aBTeHTUKMpPAT CBOUTE KapTogbpXKaTenu
npv nasapysaHe KbM VIHTepHET TbproseL.

WsgaTtenuTe morat Aa u3BbpLluBarT ynpasneHve Ha kapTn B ACS ypes:
e WsnpawaHe Ha dpann — Tl u M,

e Yeb ycnyra;

e AgmMunHucTpaTuBeH yeb nHTepdenc, npegoctaseH oT BOPUKA.

MN3patenuTte moraT ga ua3nonssart eauH Unu noesede ot Te3n Metoau 3a ynpaBslieHne Ha KapTu.

BOPVKA AL npeaonara Ha m3gaTenuTe Ha KapTu pasfiMYHM METOAM 3a aBTEeHTUKAUUS Ha TEXHUTe
KapToabpXXaTenu, a UMEHHO:

A) EgHokpaTtHa napona;

B) CtatnyHa napona n egHokpaTHa napona;

B) MobunHa aBTeHTUKaums (aBTEHTUKaALUMS Ype3 BUOMETPUYHN XapaKTEPUCTUKN)

MeTtoa A) npegoctaBs eavH OT ABaTa M3UCKyeMU hakTopa 3a aBTEHTUKauus, HeobxooMMo e BTOpUSaT
daktop Aa Obae AOMbIHUTENHO OCUrypeH OT usgatens Ha kaptute. Metogm B) n B) nokpueaTt
nanckeaHmata Ha 3D Secure v.2.x., BKMOYMTENHO 3a 3a4bN604YEHO yCTaHOBSIBAHE HA NOEHTMYHOCTTA Ha
knueHTa (SCA).

BbB Bpb3ka ¢ metogm A) m B), reHepupaHata ot BOPUKA egHokpaTHa napona moxe pa 6vae
npegocTaBeHa:

o [lupekTHO Ha KapToabpxaTend nog popmaTta Ha SMS cbobLLeHue;

o Upes yeb ycnyra 0o usgatens Ha kapTtaTa, KOMTo a s NpefocTaBu Ha KapToabpXaTens.

B cnyuan 4ye usgatenart nsbepe ga m3nonssa metoa b), e Heobxoanmo fa 6bae reHepupaHa ctatudHa

napona. CtatMyHaTta napona moxe ga 6bae:

¢ [lbpBOHayanHa/BpeMeHHa - nognexalla Ha 3agbimkKUTerniHa CMsiHa OT KapToAbpXKaTensa Nnpean Nbpea
aBTEHTMKAUMS, CbOTBETHO WHTEpPHeT TpaHcakuus. [MpomsHaTa ce W3BbpLIBA Ha cneumnanHo
cb3afeHa 3a uenta MHTepHeT cTpaHuua Ha ACS vnu B cpefa, ocurypeHa oT usgatens;

e [locTosiHHA - ANPEKTHO MOXe Aa Obae M3non3BaHa OT KapToAbpXKaTens 3a aBTEHTMKALUS.

OnuwmnTe 3a reHepupaHe 1 pasnpocTpaHeHne Ha cTaTnyHaTta naporna ca CriegHuTe:

o UzpatenaT ga cb3gade ctatMyHaTa napona, Aa s pasnpocTtpaHu 4o KapToabpXaTensa u ga usnpatu
MHopMaLms 3a HerHaTa cTonHocT Ao ACS;

e BOPWKA pa reHepupa cTatMyHa napona (MbpBOHAyanHa WM MNOCTOSAHHA), KOATO na 6bae
pasnpocTpaHeHa 3aeaHo ¢ NH koga cboTtBeTHO B NMH nnuk unn npu nonseaHe Ha EnekTpoHHa
poctaeka Ha NMNH kato SMS unu upes yeb ycnyra;

o BOPUKA pa reHepupa nbpBOHa4YanHa Unu nocTosiHHa cTaTuyHa napona, KoaTto ga obae nanpareHa
00 KapToabpxatensa ypes SMS.

BOPVKA Al npegnara moGunHa aBTEHTMKAUMS (aBTEHTUKAUMNA Ype3 BUOMETPUYHN XapaKTEPUCTUKK),
KaTo onuunTe ca:

e B-Token 4ypes B-Trust Mobile;

e Mob6unHo npunoxeHne Ha OpenWay, BbB BapuaHTu Ha camocTosiTeniHa mobunHa annukaumsa n SDK;
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° MHTeraLI,VIFI C BbHLUHU peLlueHnA.

MbpBOHa4YanHaTa napona 3a perncrpauust 3a MobunHoTo npunoxenne Ha OpenWay moxe aa 6bae
pa3npocTpaHeHa Nno CneaHUTe HaYNHU:

o [lnpekTHO OO0 KapToabpxaTens nog dopmarta Ha SMS cbobLLEeHNE;

e UYpes yeb ycnyra oo nsgaTens Ha kapTaTa, KOWTO Aa sl NPeAoCTaBy Ha KapToabpKaTens.

EovH usnaten moxe ga perncrtpupa efHa v cblia kapTa 3a MeTof 3a aBTEeHTUKaLUWUs CbC CTaTU4Ha U
eqHokpaTHa napona M 3a u3bpaHus OT Hero meton 3a MobunHa aBTeHTMKauusi. B Tesu crnyyawm,
KapToabpXaTensaT n3bmpa MeToa Ha aBTEHTUKALMUS B paMKUTE Ha caMaTa TpaHcakums. BogewmaT metog,
KOMTO ce 3apexpaa no noapasbupaHe, € MOOUNHA aBTEHTMKALMS, @ KapToAbpXKaTeNnaT MOXe pbyHO Aa
n3bepe NpemmnHaBaHe KbM METOf ,CTaTU4yHa 1 eqHOKpaTHa napona'“.

BOPWVKA All ocurypsia goctbn Ha kaptogbpxatenute go ACS ctpanuua (Customer Portal), Ha kosaTo
MoraT a M3BbpLUBaT onepauum KaTo:

e CwmMsHa Ha cTaTMyHa napona (MbpBoHaYasnHa unu NoCcTosiHHA)

e [lpomsiHa Ha MOBuneH TenegoHeH HOMEP;

e [lpomsiHa Ha nepcoHanHo cbobuieHne (Personal Assurance Message);

e [IpoMsHa Ha e3uK.

BOPUVKA Al ocurypsiBa OOCTbN Ha CRyXUTenute Ha msgaTtens Ao agMuHucTpaTueeH yeb uHTepdeinc
(Way4Web Workbench), 4pes konto moraT ga ce ussbpLuBaT onepauun KaTo:

e YnpaBneHue Ha permctpauus Ha kaptoabpxaten 3a 3D Secure;

e YnpaBrneHue Ha perncTpauusTa Ha kapTta 3a 3D Secure.

Mon3au ot 3D Secure 3a 6aHKOBM KapTw:

e [lpouechbT No aBTEHTMKALMA HA KapToAbpXKaTenNs ocUrypsisa noBeye AaHHN 3a NOBULLEHA CUTYPHOCT
N MUHUMKU3MPA 3arybuTe Ha u3gatens ot U3MaMHU U OCMOPEHN OHManH TpaHCaKLmu;

e W3paTtenar pasnonara ¢ WMPOK HAabop OT METOAM 3a aBTEHTUKALMA Ha CBOMTE KapToabpKaTenu;

e /3nonseaHeTo Ha GUMOMETPUYHU XapaKTEPUCTMKM OOMNPMHACS 3a NOCTUraHe Ha BUCOKO HMBO Ha
CUrYpHOCT M NogoBpEHO KITMEHTCKO NpeXuBsBaHe;

e Ycnyrarta ocurypsiBa U3anbfiHEHWE Ha PerynaTtopHUTE N3NCKBaHWSI.

2.5.2 [OurntaneH nopTtdcenn 3a usgarenu

Ycnyrata no3eosisiBa TOKEHU3MPAHE Ha KapTu B MPUIOXKeHWe 3a MobuneH TenedoH U M3BbpLUBaHe Ha
6e3koHTakTHU TpaHcakuum Ha NMOC 1 ATM ycTpoicTBa, KakTo 1 eNEKTPOHHU pasnnalaHus ¢ Tesun kapTu.

Onucanune

Ycnyrata npegnara UHTepdencn 3a TOKeHW3auusi Ha kapTa Npu perucTMpaHeTo M BbB BUPTyareH
NnopTdENn, KakTo U AETOKeHM3aLMsl MO Bpeme Ha TpaHcakums. Mo To3n HaumH TbproseubT/npuemMaiLaTa
MHCTUTYLIMS OCbLLECTBABA onepauus Ha 6asa TokeH, a u3gatensaT nonyvaBa HOMeEP Ha kapTa, 3a Aa
N3BBLPLUN aBTOPM3ALMSI.

Ycnyru

e [lpn TokeHM3auma — web service 3a nNpoBepka cTaTyc Ha kapTa (ycnyraTa ,YnpaBneHue Ha KapTu®,
onucaHa B Touka 2.3.2);

o [lpn petokeHusauus - nHtepdencn kbm MKO 3a nonyyaBaHe HOMeEp Ha KapTa Npy U3BbpLUBAHE Ha
BCSKa TPaHCAKLMS, KakTo 1 3a NpeaocTaBsHe Ha MHopmauus 3a pesynrtaTta OT TpaHCaKUMATa;

e BkniouBaHe Ha OOMBLNHUTENHM MofeTa B TPaHCaKUMOHHUTE doannoBe, nsrotesHn ot BOPUKA AL,
KOUTO Ja pasrpaHudaBaTt TpaHCaKuuuTe C TOKEH M Aa nNpefoctaBaT uHdopMaums Ha nsgatens 3a
noni3aBaHuna gurutaneH noptdenn.

MNonsn

e CbOTBETCTBUE C HA-HOBUTE TEHAEHUUM HA Nas3apa;

e CurypHoCT — BCsika kapTa Ce TOKeHM3upa WHAMBMAYanHO 3a BCSIKO YCTPOWCTBO, Taka 4ve npwu
KOMNpoMeTupaHe Ha AafleHO YCTPOMCTBO, AaHHUTE 3a KapTaTa He ca 3acTpalleHu;
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e YOo6cTBO 3a kKapToabpxartensa — nnawade Ha NOC n TerneHe Ha 6aHkoMaT ce n3BbpLUBAT C MOBUNeH
TenedoH/vyacoBHMK/NFC akcecoap, 6e3 ga e Heob6xo04NMMO M3NON3BaHETO Ha NnacTuka.

BOPUKA

BAHKOBW YCAYTH

2.5.3 O6cnyxBaHe Ha TepMmuHanu B cxemarta 3D Secure

BOPVKA ALl paBa Bb3MOXHOCT Ha akuenTMpawuTe UHCTUTYUMW Oa OCUTYpAT Ha CBOUTE TbpProBuMu
curypHu nnawanuna B UHTepHeT 4vpes suptyanHm NOC tepmuHanm B Way4 n cxemata 3D Secure. B
pamkuTe Ha 3D Secure ce nogabpXxaT pasnuUyHN BEPCUN Ha:

e [lpotokon 3D Secure v.2.x, paspaboteH o EMVCo n nogabpxaH OT nporpamuTe Ha KapToBuU
cxemun: B-Secured 3a kaptn Beard, Visa Secure 3a kaptu Visa, Mastercard Identity Check 3a kaptu
Mastercard un Discover ProtectBuy 3a kaptu Diners Club/Discover.

OnucaHune

BOPWKA npegoctass nnaTtexeH noptan (nnatexHa ctpanuua) n 3DS Server / MPI (Merchant Plug-In),
4ypes KOWMTO Ce OCbLLECTBSABA Bpb3KkaTa C LeHTpanM3mpaHnTe CbpBbpy Ha KApTOBUTE OpraHn3aumm, Kakto
W C wusgatens Ha KapTata. [lnaTexHata cTpaHuua vMMa aganTuMBeH [Ou3alH M MOXe ga Obae
nepcoHanuampaHa 3a KOHKpeTeH TbproBel. Ycrnyrata npegoctaBa Ha VIHTepHeT TbproBuuTe rbBKaB
MHTEpdEeNnc n UM gaBa Bb3MOXHOCT Aa Npuemart nnawaHusa crneq aBTeHTUKauus Ha KapToabpXKaTens
ypes 3DS Server / MPI B pamkute Ha TexHonorusta 3D Secure.

BOPUKA Al ocurypsisa goctbn Ha ThproBumte Ao Merchant Portal, kovto gaBa cnegHute Bb3MOXHOCTU
N OYHKLMOHANMHOCTH:

¢ MHdopmaumnoHeH noptan 3a HabnogeHne Ha TEpMUHANKM U TPaHCaKUUK;

e OOMeH Ha 3asBkK 3a cepTudmnkat 3a BuptyaneH NMNOC TepmuHan;

e TbpceHe Ha TpaHCaKuun No TepMuHan/nepuoa.

BOPUVKA ALl ocurypsia 4OCTbM Ha CAY>XUTENUTE Ha akuenTupallarta UHCTUTYUMUst 4O aAMUHUCTPaTMBEH
yeb nHtepderic (WaydWeb Workbench), upes konTo moraTt aa ce n3sbpLuBaTt onepauum kaTo:

e JlecHa u ygoOHa perncrtpaums Ha TbproBuM U TEPMUHANN;

e [lperneg v pegakums Ha CTaTUYMHU JaHHW 3a TbProBeL;

e [lpernen Ha TpaHcakumm 1 TbpceHe (No TepMmuHan / Tbprosew / nepuog);

e YnpaeneHue Ha goctbna Ao Merchant Portal 3a Tbprosuure.

MNon3u ot 3D Secure 3a MHTEPHET ThProBLM:

e [locpenctBom npoTokon 3D Secure v.2.x ycnyraTa npegoctaBsi Bb3MOXHOCT 3@ aBTEHTUKAUUSA Ha
KapTogbpXaTens npu NOKynku Kakto B 6pay3bp, Taka U B MOBUIHO NPUNOXeHNe, KOETO YyriecHsiBa
pasnnawiaHuaTa ¢ MobuneH TenedoH;

e [lpouechbT N0 aBTEHTUKALUMNSA HA KapTOAbPXKaATENA OCUrypsiBa MOBEYE JaHHWN 3a MOBMLLEHA CUTYPHOCT
N MUHUMM3MPA 3arybute Ha akuenTupaliata MHCTUTYUMS U HEWHWUTE TbProBuM OT U3MAMHU U
OCMOPEHN OHMAaWNH TpaHcakuuu;

o ABTeHTMKauMsTa Ha kapToabpxatend ype3 3D Secure v.2.x nogobpsiBa KMMEHTCKOTO NpeXnBsiBaHe
N CbOTBETHO yBEnuMyaBa npuxoguTe 3a Tbproeeua;

e Ycnyrata ocurypsisa U3nbfiHEHWE Ha PerynaTopHUTE U3NCKBaHWSI.

BOPUKA npeanara yHKUMOHANHOCT 3a permctpauus Ha kapTa npy Tbproeel, yyactealy B cxemata 3D
Secure B Way4 MPI / 3DS Server.

OnucaHune

Ycnyrata ,KapToB TokeH npu Tbproeey B cxemata 3D Secure” npegoctaBs Ha akuentupawmte 6aHku
Bb3MOXHOCT Aa npegnarat onumsita KapToabpKaTenaTt ga permcTpmpa csodta kapta Ha VIHTepHeT cant
unv B MobunHa annvkauus Ha TeXeH TbProeew C Len n3BbpLuBaHe Ha nocneasallu nnallaHus.

PernctpupaHeTo Ha kapTa npu Tbproeey B cxemata 3D Secure ce n3BbpLuBa NOCPEACTBOM YCMeLlHa
TpaH3aKumMs ¢ kapTa Ha BupTyaneH 3D Secure TepMmnHan Ha TbproeeLa.

KapTaTa ce peructpuvpa npu Tbproeeua v Toii nofy4yaBa KapToBMSi TOKEH camo cried ycnewHa 3D Secure
aBTeHTMKauus 1 ogobpeHa oT u3gatens TpaHcakuyms.
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Monan ot ycnyrata ,KapToB TokeH npu Tbprosew B cxemaTta 3D Secure™

¢ He ce Hanara TbproBeUbT 4a CbXpaHsaBa YyBCTBUTENHU OaHHU 1 ga ce cepTudumumpa no PCI DSS
cTaHpapTuTe;

e YpoBrieTBOpsiBa U3NCKBAHUATA Ha KapToabpXatenute 3a 6bp3 U CUrypeH HauvH 3a nnawlaHe KbM
no3HaTu TbProBuUK;

e [laBa Bb3MOXHOCT 3a reHepupaHe Ha nocreasally TpaHCakuuw, WMHULMUMPaHW OT Tbproseua
(Merchant Initiated Transactions).

2.5.4 TexHuyecko obcnyxBaHe Ha BUPTyasriHU TbproBum

BOPWKA A[] npenoctaBs Bb3MOXHOCT Ha akLEenTupaLwLmTe MHCTUTYLIMN, KOUTO U3Non3BaT NpeasiaraHoTo
oT apyxectsoto MPI/3DS Server pelieHne, 4a noeMe TEXHUHECKOTO 0BCMyXBaHe Ha TEXHUTE BUPTYarHu
TbProBuW.

OnwucaHwve

Ycnyrata BKMOYBa pernctpypaHe Ha BUpPTyarnHus TbproBel U BUMPTyanHUTe TepMuHanu B cuctemaTta
Way4, cnep nonyyaBaHe Ha cbOTBETHATa 3asiBka OT akuenTupawiata MHCTUTYLUS, Bb3 OCHOBA Ha KOATO
ce cb3gaBaT HeobxoanmuTe naeHTMdUKaTopu M ce nNpefocTaBs AOCTbM Ha Tbproseua go Merchant
Portal. BOPUKA Boau KopecnoHOeHUMsTa C TbproBeua W Oka3ea MbISIHO CbOEWCTBME MO BpeMe Ha
TECTOBETE, B T.4. OTFOBaAps Ha TEXHWYECKM 3anUTBaHWUSl Ha TbProBUMTE, KaKTO MpW NPOBEXOAHETO Ha
TecToBe, Taka W Mpu TakmBa, Bb3HUKHANM Npu BHedpsiBaHe unu paboTa B MNpoAyKUMOHHA cpeda,
nognomara rm npu HeobXxoANMMOCT OT AOMbITHUTENTHM NPOMEHUN M BbL3CTaHOBSABAHE HAa Naposia 3a AOCTbN
no Merchant Portal.

Mo To3M HauMH akuenTupallaTa MHCTUTYLUS MoXe ga ce hokycupa mnsusano Bbpxy 6usHec passuTueTo,
KaTo pas3bupa Cce oueHkaTa Ha TbproBeLla W HEroBoTo CbLOTBETCTBME C HOPMATUBHUTE
N3NCKBAHUA/BBTPELLHUTE MpaBuna Ha CbOTBETHATa WMHCTUTYLMUS, KaKTO U TbProBCKUTE M (PMHAHCOBU
BbMPOCU, OCTaBaT B HEMHWUTE NpeporaTueN.

MNonsn

lMpn noemaHe oGcnyxBaHeTo Ha BupTyanHu TbproBun ot BOPUKA, cnyxutenuTte Ha akuentupalwiarta
WHCTUTYLUMSA ce ocBobOXdaBaT OT KOMMNMLMPAHN TEXHMYECKU 3a4a4n U HEOH6XOANMMOCT Aa ca NoCpPeHUK
Mexay KnueHtuTte — BuptyanHute Teprosum n BOPUKA. o To3n HauvMH UM ce AaBa Bb3MOXHOCT fa ce
CbCpenoTodaT BbpPXy TbProBCKUTE acnekTu Ha CBOSITa AEeNHOCT.

ExknnbT Ha BOPUKA nputexaBa 3agbnbOYeHU MO3HaHMS M onNuT nNpu obcnyXBaHe Ha BMPTYyasHu
Tbproeuun. MNMoemaHeto ot BOPWKA Ha uanoCTHUS TeXHUYEeCKM Mpouec, He camo 6u ynecHuno wu
onpoctuno pabotaTta Ha Te3u TbpProBUM, HO OM HaManunNo U BPeEMETO 3a akTUBMpPAHE U CTapTUpaHe Ha
TEXHUTE BUPTyarHu TEpMUHanu.

2.5.5 TpaHcakuuu Ha BupTtyanHu NOC TepMmuHanu

TpaHcakuuu Ha BUpTyanHu TepMmuHanHu yctpouctsa NOC, peructpupaHun 8 BOPUKA

OnucaHue

Cuctema BOPWKA ocurypsBa npuemaHe (acquiring) Ha BCUYKM NMATEXHWM KapTu, WU34adeHn Ha
TepuTopusiTa Ha cTpaHaTta, Ha BCUYKM BUPTYyanHu TepMmuHanHu yctpomnctea MNOC, BknoveHn B cuctemarta
Way4. BOPUKA gaBa Bb3MOXHOCT 3a aBTOpM3aumm ¢ 6brapckm U 4yxgecTpaHHM KapTu Ypes nanpatlaHe
Ha 3asBKM KbM kapToBuTe cxeMu Beard, Mastercard, VISA, Diners Club, Discover.

Ycnyru
Ycnyrarta ,MexaybaHkoBa TpaHcakuma Ha BupTyaneH NOC, peructpupaH B cuctema bBOPUKA® BkrtouBa

cnegHUTE BUOOBE TPaHCaKuuu:
o TpaHcakumn, n3sbpLlueHn Ha BupTyaneH MNMOC, obecnyxsaH oT eauH MY, ¢ kapTn, nsgageHun ot
npyri ANY;
e TpaHcakumm, nssbplueHn Ha supTtyaneH NOC Ha eguH ONY, cebp3aH cbe cuctema BOPUKA, ¢
KapTn, nsgagexm ot cbwma AMY, konto He ca pernctpmpanm B cuctema BOPUIKA,;
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Ycnyrata ,,On-Us TpaHcakuua Ha BupTtyaneH NOC, peructpupaH B cuctema BOPUKA® BkntouBa camo
TpaHcakuuute, Npy komto Ha BupTyaneH MNOC Ha eaun OI1Y, cebp3aH cbe cuctema BEOPUKA ce npuema
KkapTa, nsgageHa ot cobwus OMY u peructpmpaHa B cuctema BOPUKA.
Ycnyrarta ,MexayHapogHa TpaHcakuus Ha BupTyaneH NOC, pernctpupan B cuctema BOPUKA® BktouBa

TpaHcakuunte Ha BupTyaneH MOC Ha AIMY, ceBbp3aH cbe cuctema BOPUKA, ¢ kaptn, usgageHn B
YyxbuHa.

PuHaHcoBUTE TpaHcakuuu Ha BupTyaneH NOC Bknwo4yBar:
e [InawiaHe Ha CTOKM W yCrnyru Ypes BUpTyanHu TepmmnHantm yctponctea NMOC, BKOYNTENHO N CbC
3anasBaHe Ha kapTa npu Tbprosew 3a 6baelm nnawanns (TokeHn3aums);
e PeBbpcanu (0OTMAHA) Ha NOCOYEHUTE MO-rope TPaHCaKL K.

TpaHcakuuu Ha BUpTyanHm TepMmuHanHum yctponctsa NMOC ¢ kaptu, peructpmpaim B8 BOPUKA

BOPWKA ALl npegoctaBst Ha 6aHKUTE 1 NNATEXHNTE UHCTUTYLIMKN, KOUTO M3gaBaT KapTu Ypes cucremaTta
BOPUKA, aBTOopu3daums Ha 3asBKMTE 3a TpaHCAKLUMW, M3BLPLUEHM C TEXHW KapTU Ha BUPTyanHu
TepMmuHanHm yctponctea NOC B cTpaHaTa un YyKOuHa.

OnucaHune
ABTOpM3auMsaTa Ha BCsika 3asiBKa 3a TpaHCaKuMsi, M3BbPLUEHA C MnaTeXxHa KapTa Ha BUPTyarHu
TePMWUHAaNHN YCTPONCTBA B CTpaHaTa M Yy>kO1Ha ce M3BbpLUBa Ype3 NpoBEPKa Ha MHOXXECTBO NapameTpu:

o BanugHocT Ha kapTaTa (HoMep Ha kapTaTa, AaTa Ha BanugHOCT);
e HanuyHoCT No cmeTka Unu KpeauTeH NMMMUT Ha KapTaTa;
e JlumnTtun no kapTaTa (GQHEBHW, CEAMUYHUN U Op.);
e 3awutHu kogose CVC/CVV;
o CbCTOdHME Ha KapTaTa (akTMBHa, GrokMpaHa);
o [lpyrn napameTpu (paspeLleHn onepauum T.H.).
Ycnyru

Ycnyrata ,MexgybaHkoBa TpaHcakuma Ha BupTyaneH NOC ¢ kapTa, peructpmpaHa B cuctema BOPUKA®

BKITHOYBA CNeaHuTe BUAOBE TPaHCAKLMK:

e TpaHcakummn, N3BbPLLEHN C KApTW, U3gageHun ot eanH loctaBunk Ha nnatexHu ycnyru (OMY), Ha
BUPTYyarHuM TepPMUHanNHM yctponcTtea Ha gapyrm ArY;

e TpaHcakumn, n3BbPLUEHN C KApPTKU, n3gagenun ot eguH AMY n pernctpupann B cuctema bOPUIKA, Ha
BMPTYyanHu TepMUHANHM yCTpoMcTBa Ha cblumsa OI1Y, konto He ca cBbp3aHu cbe cuctema BOPUKA;

Ycnyrata ,,On-Us TpaHcakuus Ha BupTyaneH NMOC ¢ kapTa, pernctpupara B cuctema BOPUKA® Bknitousa
caMo TpaHcakuuuTe, N3BbPLLEHN C KapTa, nsgageHa ot eavH AMY u peructpupaxa B cuctema bOPUKA
Ha BUPTyarHO TEPMUHANHO YCTPOMCTBO Ha cblums AMY, cBbp3aHo cbe cuctema BOPKKA.

Ycnyrata ,MexgyHapogHa TpaHcakuusa Ha BupTyaneH NOC ¢ kapTa, pernctpmpara B cuctema BOPUKA®
BKMOYBA TpaHcakummTe Ha BupTyaneH MOC Ha [ANMY B uyxbuHa, ¢ KapTn, permctpMpaHm B cuctema
BOPUKA.

PurHaHCOBUTE TPaHCAKLMW BKAKOYBAT:
e [InawiaHe Ha CTOKM 1 ycnyru Ypes BUpPTYyanHu TepmMmuHanHn yctponictaa MNOC;
e PeBbpcanu (0TMsSIHA) HA MOCOYEHUTE NO-rope TpaHCaKLUM.

2.5.6 lpuemaHe Ha nnawaHusa Yype3 Apple Pay/Google Pay npu MHTepHeT TbproBum

BOPUKA Al ocurypsiBa Bb3MOXXHOCTTA Ha akLenTupawmTe MHCTUTYLMK, KOUTO M3MNOoN3BaT npeanaraHoTo
oT apyxectBoTto MPI/3DS Server pelweHne, fa npeaocTaBaT Ha CBOUTE TbProBLM nnailaHmsa Ypes Apple
Pay / Google Pay Ha BupTyanHu TepMmuHanu.

Onucanue:

dyHkumoHanHocTTa Apple Pay / Google Pay ce peanusvpa, KaTo Ha nnartexHaTta cTpaHuiua 3a
BbBEXadaHe Ha KapToBu faHHu ce gobass 6yToH ,[MnaTtn ¢ Apple Pay / Google Pay*. 36upaHeTo Ha To3n
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OYTOH OT KapToagbpPXaTeENs My NO3BOSSBA Aa M3BBLPLUM NNallaHeTo, 6e3 Aa BbBexaa AaHHUTE 3a CBOsITa
kapTta. /lanonseBaHeTo Ha ycryraTa He € CBbp3aHo C JONblIHUTENHA pa3paboTka OT cTpaHa Ha TbproeeLa
unu akuentupawiata nHctutyuusa, BOPUKA ocurypsasa HeobxogumaTa cBbp3aHOCT ¢ nnatgopmuTe 3a
onocpeactsaHe Ha pasnnawaHusa 4vpe3 Apple Pay n Google Pay. Ycnosue 3a u3nonssaHe Ha
nnatdopmmte Ha Apple n Google e Hanuuneto Ha cepTudumkauma no PCl DSS, kakeato BOPUKA
nputexaea.
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Monau:
e YnecHeH npouec Ha nnawjaHe — nnawlaHmaTa Ypes agurnTanHm nopTennn NpeaocTaBaT Ha
KapTogbpxatenute 6bp3, NeceH 1 CUrypeH HauvH 3a U3BbPLLBAHE Ha OHNaNH TpaH3aKumu,;
e [lopobpeHo KIMEHTCKO — n3xnesaBaHe NpeaocTaBaHETO HA MOAEPHM ONummM 3a
nnawjaHe,yBenuyasa yaoBNeTBOPEHOCTTA M NIOANHOCTTA Ha KIIMEHTUTE;
e YBenu4yeH o6em Ha TpaHcakuuuTe — ynodcteoto Ha Apple Pay n Google Pay moxe ga gosene
00 yBenuyeHne Ha bpos Ha TpaHCaKuMUTE 3a TbProBuUuTE.

2.5.7 EnekTpoHHO nsBecTsiBaHe

Ycnyrata npegnara 6bp3 M MbBKaB HayvMH 3a U3NpawaHe Ha WHAMBUOYanU3MpaHW WU rPyrnoBu
cbobuieHns Ype3 CMC n enekTpoHHa nouwa. Bb3MoXXHM NpUNoXeHus ca cboOLeHME 3a TpaHCaKUmMs Ha
ATM/NOC TepmuHan, gswkeHue no 6aHKkoBa CMeTKa, Mpy NoyYyeHa nopbyka, nanparteHa cToka, N3Tmyall
aboHaMeHT n ap.

OnucaHune

durkcmnpaHa LeHa 3a BCUYKkn 6bnrapcku MoGmunHu onepaTopu; necHo u 6bP30 nanpailaHe Ha xxenaH 6pon
SMS cbobueHus (B pasmep 4o 160 cumBona Ha naTUHULA) UK €NEKTPOHHA MoLa 4O €4WH uinn rpyna
nonyvartenu; 3agaBaHe Ha rpaduk 3a aBTOMATMYHO pasnpaliaHe Ha CboOLWeHus; cnegeHe B pearnHo
BpeMe Ha cTaTyca Ha CboOLWeHMATa U CTaTUCTMKA; BOOEHEe Ha nogpobeH XypHan 3a uv3npaTeHu
cboOLUeHNs; aBTOMaTUYHaA JocTaBka 40 MOOWMHWM aboHaTu, MPEexXBbPAUM HOMepaTa CU KbM Opyr
onepartop — Npo3payvHo 3a manpawlaya.

2.6 YnpaBneHue Ha pUCK U CbOTBETCTBUE
2.6.1 CurypHoOCT Ha nnawaHua U KapToOBU TPaHCaKLuUn

B oTroBop Ha HapacTBawwmTe B rinobaneH acnekt gurntanyu namamm, BOPUKA ALl mogepHumampa ceosTa
cucTema 3a MOHUTOPWIHE U NPEBEHUNSA Ha u3mMamm Npuy nnawaHnsTa, kato ce 6a3npa Ha CBETOBEH nuaep
B aHTudpon pelwweHusata — nnatgopmata IBM Safer Payments. O6HOBEHOTO pelueHne uenu ga 3aeme
LeHTpanHo MSACTO M porsa Ha nasapa B 6opbarta ¢ uamamuTe 1 Aa OcUrypy Bb3MOXHOCT Ha (pyHaHCcoBUTE
WHCTUTYUUN A U3BBLPLUBAT MOHUTOPUHT U NPEBEHUUSA HE CaMO NpY TpaHCakuum C NaTeXHN KapTu, HO U
B obnactta Ha He3abaBHMTE NnawlaHusi, KakTo U NpU BCAKAKbB APYr TN pasnnallaHus, MHULMUPaHU
nocpeacTtBoM aurutanHu kaHanw. Safer Payments npasu npoueca no npocnegsBaHe, OTKpUBaHe U
npegoTBpaTsiBaHe Ha 3roynoTpebute Npy enekTpoHHMTE pasnnalaHis MakcumarnHo eDeKTUBEH.

C uen HagrpaxgaHe Ha cuctemaTa 3a MOHUTOPUHT U NPEBEHUUSA HA M3MaMM NPU NAATEXHU onepauun,
BOPUKA Al e B npouec Ha oborataBaHe (hyHKUMOHANHOCTUTE Ha NpeanaraHoTo obnayHo pelleHne ¢
ycnyrn B obnactta Ha npeBOAWUTE, MHULMUPaHW KakTo B GaHkoBUTE oduMcK, Taka U NocpeacTBOM
OUrNTanHW KaHanw, MHTerpupaHu ¢ nnartgopmarta B TOBa YMCNO MHTEPHET, MobunHo 6aHkupaHe u ap.
MocpeactBoM hyHKUMOHanNHocTUTEe Ha nnatdopmaTta Safer Payments, BOPUKA ALl we nognomara
durHaHCOBUTE MHCTUTYLMNTE NPW NpuUnaraHe Ha perynaTtopH1UTe U3MCKBaHMSA 3a NPOBepKa Ha nuua, rpynu
N opraHu3auum 3a NPUCbLCTBMETO MM B PasfMyHN CaHKLMOHHM cncbLm. o To3n HaumH npeanaraHoTo oT
BOPUKA pelueHune we ocurypy AOMbAHUTENHA 3aliuTa Ha KIMEHTUTE M Ha U3BbPLUEHUTE OT THX
nnawiaHus, KaTo B CbLLOTO TOBa BpEME Lie n3rpagm noBegeH4Yeckn MoA4enu u npodunmpaHe Ha BCEKU
eqVH noTpebuTen, He3aBMCMMO OT KaHarna npes3 KOMTO € MHMLMMPaHa CboTBETHaTa onepauus.

CuctemaTta ce npegocTaBs 3a nons3saHe Ha (PUHAHCOBUTE MHCTUTYUMM kaTo ycnyra (SaaS), koeTo £
npaBu U3KNYNTENHO yA0o6Ha 1 afanTUBHA KbM KNMEHTCKUTE U3UCKBAHUSA, KaTO MO TO3M HA4YMH HEe N3MCKBa
AONbIHUTENHM MHBECTULMM 3a Xapayep, codTyep u nocnegpalla nogapbxka. PeweHveto e 6asnpaHo
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Ha npaBwurna n Knacose, KOUTO CryXaT 3a naeHTUdULMpaHe Ha TpaHCaKUMK, OTroBapsLLM Ha CNeunduyHu,
npeasapuTenHo 3agageHn kputepun. OCHOBHWTE npeaMMcTBa Ha nnatdopmaTta ca CBbp3aHu C
Bb3MOXHOCTTa 3a M3BbPLUBAHE Ha MNOBEAEHYECKM aHanu3, npodunuvpaHe, OLEHKa Ha pucka,
BkntounTenHo ypes Al (Artificial Intelligence) n mawmHHO o0byyeHue.

BOPUKA

BAHKOBW YCAYTH

Xapaktepuctnkn Ha nnatdopmata Safer Payments n nonam 3a uHaAHCOBUTE WHCTUTYUMN W
noTpebutenute Ha cuctemara:

e AHanus 1 npeeBeHUMsa — nnatopmaTa ocurypsisa Bb3MOXHOCT 3a OTKpMBaHe U NpeBeHUnd Ha
n3aMamu Ypes3 aHanuanpaHe Ha NOTouu OT TpaHCaKUMK N NpuxsalllaHe Ha BUCOKOPUCKOBY TaKMBa.
MoOHUTOpPUHra, KakTO M Bb3MOXHOCTTA 32 U3BbpLUBAHE Ha [JeTaurneH aHanui3 nossonssaT
Cb3faBaHe Ha pasnu4Hu MpeunsHn KombuHaumm OT npegBapuTenHo  AedUHUpaHu
KpuTepun/npasBuna 3a nocriefBalla npeBeHUus, uensduwia ga Hamanu He camo 3arybute oT
NM3MaMHu TpaHcakuum, Ho u T. Hap. false positive rate HKBa;

e [lpodunupaHe Ha noTpebuTensa — akTMBHOCTTA Ha BCEKM eauH noTpebuten B nnatdopmarta
(kapToabpxaten, nnatey v 6eHedUUNEHT) 4aBa Bb3MOXHOCT 3a NpocneasiBaHe n cb3gaBaHe
Ha noBegeH4YecKkn Npodun, KOMTO NO3BOMSABA NECHO Aa Ce YCTaHOBM HanM4MeTo Ha noBTapsLy ce
n3amMameH Mogen;

» [eHepupaHe Ha npenuckm (“‘cases”) - cuctemaTa npeanara Ha KNMeHTUTe onunsa 3a aBTOMaTUYHO
reHepvpaHe Ha Npenuncku B pe3ynTaTt Ha 3acerHaTtuTe OT TpaHCcakuuuTe npaBuna;

e bBaHKOB KON LEHTBbP — KaTo YacT OT ycrnyrata no MOHUTOPUHT 1 npeseHumns BOPUKA npepoctaBs
BaHKkoB KON LEHTBbP, KONTO M3BBLPLUBA 24/7 MOHUTOPUHI Ha TpaHcakuun ¢ uen npeseHuns Ha bBUH
aTtaku;

e [loTpebuTtenckn pgoctbn — nnatopmarta npenocTaBs Bb3MOXHOCT Ha CNyXUTenute Ha
®DUMHAHCOBUTE MHCTUTYUMW Aa umaT pasfinyHM PoSsiv U HMBA Ha AOCTbM, B 3aBMCUMOCT OT
KOHKpeTHaTa HeobxoauMOCT;

e CurypHOCT 1 CbOTBETCTBME — KaTo YacT oT nHgpacTtpykrypata Ha BOPUKA, cuctemata otrosops
Ha BCUYKN NMPUNOXUMM 332 AENHOCTTa M3MCKBAHUA M CTaHAApPTW 3@ CUTYPHOCT M CbOTBETCTBME,
BkntountenHo PCI DSS.

2.6.2 Ycnyru ,,KOHTaKTeH UeHTbLpP" 24x7

NaeHTudukaumsa Ha kapToabpxaTtenu Ha 6aHkaTa no TenedoH;
AKTUBMpaHe Ha KapTu;
BnokvpaHe Ha kapTu nopagu oTkpagBaHe, u3rybsaHe, noBpeaa OT CbobpaXkeHus 3a CUrypHOCT;
[ebnokupaHe Ha KapTu;
HebnokmpaHe Ha kapTh npu 3 crpewenn NMNH koaa;
MpepoctaBsaHe Ha MHOPMaLMA 3a HaNMYHOCT NO KapTaTa,;
MpepoctaBsaHe Ha UHoOpMaLmMsa 3a nocneaHn 5 TpaHcakumm;
lNpenocTtaBsHe Ha MHoOpMaUMs 3a OTKa3aHW TpaHCakuuu;
Bbnpocu, cBbp3aHu ¢ NnawaHns B UHTEPHET;
Ycnyru - pebnoknpaHe Ha 3D napona 3a curypHu nnawaHusi, NpoMsiHa Ha TenedgoHeH Homep,
npegocTaBsiHe Ha HOBa BPEMEHHA napona 3a perncTpauus;
MOC — Bbnpocu, OTroBOPU , FPELLKN / MO CNNCHK;
¢ InfoPay - Bbnpocu, oTroBOpu, rpeLLKu;
e B-Trust:
- OtpanedeHa ngeHTnnkaums;
- WNa3paBaHe Ha cepTuduKar;
- Hactponkn Ha Gpaysepu;
o E-Faktura - Bbnpocu, oTroBopu, rpeLuku.

2.6.3 YnpaBneHue Ha OCMOpPeHU TpaHCaKuu

BOPWVKA ALl npegocTaBs AOCTbMN OO CUCTEMA 3a OCMOPEHM TpaHCaKUMW, Ypes3 KOSITO Ce OCbLLECTBSIBA
NMHpopMaumoHeH obMeH mexay noTpebutenuTe, CBbpP3aH C U3MamMn U UHUMAEHTM.
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Cuctemarta nogaobpka apxuB Ha npuetata MHpopmMmaums (MHUUMOEHTU, MU3MaMHU TpaHCaKLuKn, OCNOpPEeHN
TpaHcakuun n gp.) 3a nepmog ot 10 roguHu.

BOPUKA

BAHKOBW YCAYTH

B o6xBarta Ha cuctemaTa BnNu3aT 4ENHOCTUTE MO:

e OcnopsaHe Ha TpaHcakuus oT M3paTen;

e [lpouenypa Ha gobpa Bons ot Msgaten;

o CeTbNMEHT Ha (hann 3a ocrnopBaHN TpaHCaKuuu;
e [loknagBaHe Ha M3MaMHW TPaHCaKUUW;

o ApbGutpaxHa Komucus.

MNonsan

e CucTtema 3a ynpaBneHue Ha kadycute, CBbp3aHu C OCNopBaHe Ha TPaHCaKLMs 1 Bb3CTaHOBSABaHe Ha
OCMopeHnTe cymu;

e ABTOMaTM3MpaHe Ha npoueca Mo OOMeH Ha OOKYMEHTU M NpeMMHaBaHe M3LUASNO Ha €NeKTPOHEH
AOKYyMEHTO000pOT;

o OcurypsiBaHe Ha NPOCNegMMOCT U ObIITOCPOYEH apXMB Ha UCTOPUSITA Ha BCSIKO OCMOpPBaHe;

¢ Bb3MOXHOCT 3a MHMUMMpPaHe Ha Bb3CTaHOBSIBAaHE Ha Napu4Hu cpenctea vpes Cuctemarta 3a 6pyTeH
ceTbniMeHT Ha BHB PUHITC cnep npuknoyBaHe Ha cnop;

e B1b3MOXHOCT 3a JOKNaaBaHe Ha U3MaMHU TpaHCaKuMy 1 3anasBaHe Ha nHopMaumsaTa 3a uenvre Ha
pellaBaHe Ha CNOPOBETE U CTAaTUCTUKATA,;

o [logobpkaHe Ha pernucTpu;

e EnekTpoHeH BroneTuH.

2.6.4 Pwuck 6asnpaHu aBTeHTUKaUUKU

BOPUKA Al naBa Bb3MOXHOCT 3a U3non3BaHe Ha puck 6asmpaHa aBTeHTukaumsa (RBA), cbec cnegHute
pesynraTu:

o Allow — aupektHo ogobpenue (frictionless process);

e Challenge — Heobxogmmo e 3aabnbo4YeHO yCTaHOBABAHE HA MOEHTUYHOCTTA Ha KIMUEHTA;

e Decline — TpaHcakuusita € OTXBbpJieHa.

MpunaraHeto Ha RBA n puck npasuna By gaBa Bb3MOXHOCT Aa Ce Bb3rnosnsBaTe OT paslMpeHnTe n
nogobpeHn Bb3MOXHOCTU Ha HOBWUTE HU pelwleHnss B obnactta Ha 3D Secure, kato Bu ocurypsiea
cnegHUTE NpeguMmcTBa Npu e-commerce TpaHCaKUunTe:

¢ [lokpuBaHe naucksaHmaTa Ha MKO v npunaraHe Ha Bb3MOXHOCTUTE, NpeasuaeHm B uneHose 10-20
oT PernameHnT (EC) 2018/389

o [loBuwaBaHe KNMeHTCKaTa yA4OBMETBOPEHOCT, KaTo 3a TpaHCaKUUUTE C HUCHK PUCK CEe NPUOXK
T.Hap. frictionless process, npu KONTO He Ce N3NCKBA aBTEHTMKALMS OT CTpaHa Ha KapToobpXaTens

e YBenunyaBaHe HMBOTO Ha CUNYPHOCT Ype3 BbBEXAaHe Ha CbOTBETHUTE PECTPUKLUN NPU N3BBPLLBAHE
Ha Issuing 1 Acquiring e-commerce TpaHcaKkLumn

2.6.5 CepTtudunkauma Ha KapTOBMU NPOAYKTU KbM KapTOBU CXEeMMU

BbB Bpb3ka ¢ nogobpsiBaHe Ha npoueca No UMnaemMeHTauns unm ceptudmkaumnsa ¢ MexagyHapogHute
kaptoBu cxemun (MKC) u ¢ uen ontnmmnanpaHe esanmogencteneto mexagy BOPUKA n GaHkute B TE3n
npoektn, BOPUKA cb3gage npouenypa 3a kKoopavHMpaHe Ha NpoekTuTe Mexay CTpaHuTe.

OnucaHune

Mpy MHMUMMPAHETO Ha NPOEKT OT cTpaHa Ha baHkaTta kbMm MexgyHapogHuTe kaptoBu cxemu (MKC),
Bopuka ALl npegnara UANOCTHa KOOPAMHAUMA Ha MNpoOeKTa OT CTapTUpaHeTo A0 YCMNELHOTO My
npukniodBaHe. 3a uenta bopuka AL onpegensa KOOpANHATOP Ha NPOEKTa, KOWTO OKa3Ba CbAENCTBa Ha
BaHkaTa Nno NonbNBaHETO Ha BCUYKN HYXXHU (DOPMU U AOKYMEHTU, PbKOBOAW U pa3npeaensa oenHoCTUTe
MO NPOEKTA, OCbLLECTBSABA EKCNEPTHM KOHCYNTauun, NnaHMpa 1 npocneassa U3BbpLUBAHETO Ha TECTOBE,
NHdOpMMpa 1 cbrnacysa ¢ pecopHuTe otaenu B bopuka ALl HyXXHUTE HAacCTPOMKM 1 NapameTpusauumn Ha
cucTeMnTe BbB Bpb3Ka C ycnyrara.
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e EanHHa Touka 3a KOHTAKT MO BpeMe Ha Lienns NpoekT

e [lonyyaBaHe Ha ekcrnepTHO CbAEeNCTBUE MO BpEME Ha MMMIeMeEHTaumaTa

e [lo-gobpo nnaHnpaHe Ha CPOKOBETE 3a peanv3auusl, PpecrnekTMBHO HaMansiBaHe Ha pas3xoauTe Ha
BaHkata kbm MKC

2.6.6 Ceptudukaumsa Ha NOC KbM KapTOBU CXeMHU

BbB Bpb3ka ¢ nogobpsiBaHe Ha npoueca No UMNAeMeHTauns unn ceptudmkaumna ¢ MexagyHapogHute
kaptoBu cxemun (MKC) u ¢ uen ontnmmnanpaHe esanmogencteneto mexgy BOPUKA n GaHkute B TE3un
npoektn, BOPUKA cb3gage npouenypa 3a kKoopavHMpaHe Ha NpoekTuTe Mexay CTpaHuTe.

OnucaHune

Mpn nMHMUMMpPaHETO Ha NPOEKT OT cTpaHa Ha baHkata kbM MexayHapogHute kaptoBu cxemu (MKC),
Bopuka ALl npegnara UANOCTHa KOOPAMHAUMA HA MNpoOeKTa OT CTapTUpaHeTo A0 YCMNELWHOTO My
npukniodBaHe. 3a uenta bopuka ALl onpegensa KOOpANHATOP Ha NPOEKTa, KOWTO OKa3Ba CbAeNCTBa Ha
BaHkaTa Nno NnonbNBaHETO Ha BCUYKN HYXXHU (DOPMU U OOKYMEHTU, PbKOBOAW M pa3npeaensa oenHoCTUTe
MO NPOEKTa, OCbLLECTBSABA EKCNEPTHM KOHCYNTauun, NnaHMpa 1 npocneassa U3BbpLUBAHETO Ha TECTOBE,
MHdopMMpa M cbrnacysa ¢ pecopHuTe otaenu B bopuka ALl Hy>XKHUTE HacTPOMKM 1 NapameTpusauumn Ha
cucTeMnTe BbB Bpb3Ka C ycnyrara.

MNonsun

e EanHHa TOoYka 3a KOHTAKT MO BpeMe Ha Lienns NpoekT
Mony4yaBaHe Ha eKCnepTHO CbAENCTBME MO BpEME Ha UMMSIEMEHTaLmATa

e [lo-pobpo nnaHnpaHe Ha CPOKOBETE 3a peanv3auusi, PecrnekTMBHO HaMansiBaHe Ha pasxoauTe Ha
BaHkata kbMm MKC

2.6.7 Ceptudukauma Ha ATM KbM KapTOBM CXeMU

BbB Bpb3ka ¢ nogobpsiBaHe Ha npoueca No UMNAeMeHTauns unn ceptudmkauna ¢ MexagyHapogHute
kaptoBu cxemun (MKC) u ¢ uen ontnmmnanpaHe esanmogencteneto mexgy BOPUKA n GaHkute B TE3n
npoektn, BOPUKA cb3gage npouenypa 3a KoopavHMpaHe Ha NpoekTuTe Mexay CTpaHuTe.

OnucaHune

Mpn nMHMUMMpPaHETO Ha NPOEKT OT cTpaHa Ha baHkata kbM MexayHapogHute kaptoBu cxemu (MKC),
Bopuka Al npegnara UANOCTHa KOOPAMHAUMA HA MNpoeKTa OT CTapTUpaHeTo A0 YCMELWHOTO My
npukniodBaHe. 3a uenta bopuka ALl onpegensa KOOpANHATOP Ha NPOEKTa, KOWTO OKa3Ba CbAenCcTBa Ha
BaHkaTa Nno NonbNBaHETO Ha BCUYKN HYXXHU (DOPMU U OOKYMEHTU, PbKOBOAW M pa3npeaensa oenHoCcTUTe
MO NPOEKTA, OCbLLECTBSABA EKCNEPTHM KOHCYNTauun, NnaHMpa 1 npocneassa U3BbpLUBAHETO Ha TECTOBE,
MHdopMMpa M cbrnacysa ¢ pecopHuTe otaenu B bopuka ALl Hy>XKHUTE HacTPOMKM 1 NapameTpusauumn Ha
cucTeMnTe BbB Bpb3Ka C ycnyrara.

MNonsan

e EanHHa TOouka 3a KOHTAKT MO BpeMe Ha Lienns NpoekT
Mony4yaBaHe Ha eKCnepTHO CbAENCTBME MO BpEME Ha MMMSIEMEHTaLmATa

e [lo-gobpo nnaHnpaHe Ha CPOKOBETE 3a peanu3auusl, pecrnekTMBHO HaMansiBaHe Ha pas3xoauTe Ha
BaHkata kbMm MKC

2.7 KaptoB bek Ocuc
2.7.1 KaptoB 6ek ocuc kato ycnyra — CMSaaS

[NpegHasHa4yeHue:

CMSaaS e npegHasHaveHa 3a 6aHkM n HebaHKoBU buHAHCOBWU MHCTUTYUMM (PU), kaTo ocurypsiBa
yrnpaBneHne Ha TexHWs OM3HeC C MECTHW U MeXAyHapoaoHW AeOWUTHW M KpeOWTHW KapTW, KakTo U
ynpasneHneto Ha ATM TepmunHanu, Tbprosuu, msmyecku n suptyanHu NMNOC ycTponcTaa.

Onucanue:
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Cunctemarta ocurypsisBa Bb3MOXHOCT 3a aBToMaTu3auus U ynpasreHne Ha 6usHec npouecute Ha PU,
CBbP3aHu C n3gasaHe 1 ynpasreHme Ha KapTu, obcnyxBaHe Ha KpeauTu Mo KpeauTHU KapTu, CHETOBOOHO
OoTpassiBaHe 1 oMHaHCOB aHanua. lNogabpika pasnMyHn nepapxXmMyHn H1Ba 3a ynpaBneHne Ha Tbprosuu n
cBbp3aHuTe ¢ TexHns 6usHec NMNOC TepmuHanu. Mogabpxa nHTepdencn B CbOTBETCTBUE C N3UCKBAHMATA
W cTaHOapTUTE Ha MECTHUTE U MexayHapogHu kapTtoBu cxemun (bcard, AMEX, Mastercard, Visa, China
Union Pay, Diners/Discover u gp.). lMpeanara Habop OT cTaHAapTM3npaHu OHNarH 1 odnarnH nHTepdencm
3a MHTerpauusa ¢ oCHoBHaTa MHgopmaLmMoHHa cuctema Ha U, kaTo ocurypsisa MbrHa pe3epBupaHoCcT Ha
MHOPMALIMOHHNTE NMPOLIECU U HEMNPEKBCHATOCT Ha BuaHeca.

BOPUKA

BAHKOBW YCAYTH

OcHOoBHU DYHKLMOHAMNHOCTU:

W3paBaHe Ha kapTu:
e Bb3MOXHOCT 3a mM3gaBaHe W ynpaBfeHWe Ha pasnuyHu BuOoBe KapTu (4eOUTHW, KpeguTHwu,
npegnnateHn u gpyru)
e V3paBaHe Ha BupTyarnHu kaptu c e-NMNH
e [logapbxka Ha pasnMyHM TEXHOMOrMU 3a KapTW, BKIIOYUTENHO MarHWUTHa neHTa, 4un u
6e3koHTakTHM kapTh (NFC)

MNpuemaHe Ha kapTu:
e YnpaBneHue Ha Tbprosuu
e YnpaeneHue Ha POS TepmMuHanHu yctponctaea (dusndeckn/codtyepHn n BupTyanHu)
e YnpasneHuwe Ha ATM ycTponcTtea

YHpaBneHme Ha TpaHCaKunu:

e OO6paboTka Ha pas3nnyHM BUOOBE KApTOBM TPaHCaKLMKU, BKIMIOYUTENHO TerneHe Ha napu B GpoW,
AenosnpaHe Ha CyMu, nnawaHns Ha KOMyHanHKU CMeTKM, nialwaHns B TbProBCkM 06eKkTW, OHNamH
nnaLiaHus 1 TpaHcepu Mexay CMeTKM

e Peanusauusa Ha 3D Secure 3a No-CUMrypHu oHMNavH nnawliaHms

ynpaBneHme Ha TakCn " KOMNCUOHW:
e BbamoxHoCT 3a nogaobpXaHe Ha pa3fiinyHn TakC © KOMUCUOHHK MO pa3fiminvyHUTE NPOAOYKTU
e ABTOMaTUYHO HaYUCNSIBaHE Ha ObIMKN TEME TaKCU U KAMUOHHU

ABTOpU3ALMSA U KITUPUHT:
e /3BbpLUBaHE Ha aBTOPMU3aLMS Ha TpaHCaKLMKN B peanHo Bpeme
e O6paboTka Ha KNMPWHIOBK halinoBe 1 ynpasneHne Ha MexaybaHKoBM pa3yeTy

WHTerpauma ¢ BbHLUHU CUCTEMU:
e Bb3MOXHOCT 3a cBbp3BaHe ¢ pasnuyHu nnatexHn mpexu (Visa, Mastercard, Diners/Discover u
Ap.)
e VHTerpauus c 6aHKOBKN CUCTEMUN N OPYTN NNATEXHN UHPPaCTPYKTypu

OTyeTn N aHanusu:
e [eHepupaHe Ha pa3nuyHM BUOOBE OTYETM 3a TpaHCaKLMK, KapTu U apyrn AaHHK
e Bb3MOXHOCTM 32 aHann3 N MOHUTOPUHT Ha KapToBMSt OU3HEC

Cuctemarta HanbITHO CbOTBETCTBA C U3UCKBAHUATA HA MECTHUTE U MeXOYHapPOoAHUTE KapTOBU CXeMU U1
Ha PCI DSS.

CMSaaS mogena He n3ucksa 3akynyBaHe Ha xapayep/codpTtyep npu ®U, koeTo Boan 40 HamansBaHe Ha
pasxoguTe 3a nocrnefBalla NoAAPbXKKA Ha TEXHUYECKN LLEHTBP, CbPBbPM 1 6a3un AaHHMU.

2.7.2 CMS eVouchers - YnpaBneHune Ha eNieKTPOHHU Bay4iepu

OnucaHue:

CMS eVouchers npegoctaBsa Bb3MOXHOCT 3a e(peKTUBHO ynpaBreHne Ha enekTpoOHHM Bayyepn 3a XpaHa
no mogen SaaS. CuctemaTta pasnonara ¢ ygobeH nHtepdenc n yHKLMOHANHOCTN, KOUTO No3BonsaBaT
Ha OnepaTopuTe Ha e-Bayyepu Aa ynpasnssaTt nsusano cBosa 6usHec. MpoayKTbT HAaNbAHO OTroBaps Ha
HOPMaTMBHUTE M3UCKBaHUA K onepatmBHuTe HyxXau. CMS eVouchers pasnonara ¢ u3ddepnatenHa
cnpaBovHa M OTYeTHaA (PYHKUMOHANHOCT, KOSITO OTroBaps KakTO Ha HyXaWTe 3a OTYETHOCT KbM
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perynaTtopHUTE OpraHu, Taka W 3a pas3nuyHn 6msHec aHanuau. CucrtemaTa npegnara Habop oOT
CTaHOapTU3upaHn OHNamH n odnarvH uHTepdencu 3a uHTerpaumns M ynpaeneHne Ha eVouchers
NPOAYKTUTE, KaTo U MHTYUTMBEH NnoTpebutenckus nitepdernic (GUI).

BOPUKA

BAHKOBW YCAYTH

@DYHKLMOHANHOCTH:
e Perucrbp Ha paboTogatenu
e Peructbp Ha oducHa mpexa Ha paboTogarenu
e Pernctbp Ha Tbprosum
e Peructbp Ha KapTu Ha Cryxutenu
e YnpasreHue Ha KapTu 1 3apexgaHe Ha CyMun no TaX
e OTYETU N MOHUTOPWHT

Bas3oBu cnpaBky OT onepaTUBEH N perynaTopeH xapakrep:
o KoHconvaupaH oTyeT 3a TpaHcakumm
o KoHconuaupaH oT4yeT 3a ocpebpeHn Bayvepu rno pabotogarenu
o KoHconuanpaHu gaHHu 3a ocpebpeHn BayyYepu No Tbprosum
e /3BneyeHue 3a TpaHCaKuMM Ha KapToO4bpXKaTeNn
o CnpaBka 3a 3apefeHun CyMu1 No efeKTPOHHM Bayyepu
o OrtyeT 3a NpegocTaBeHy Bayyepu Ha paboTogartenu
e OTyeT 3a NNawaHma KbM JOCTaBYMLM
e OT4eT 3a M3TMHaLLKM Baydepu nNo pabotogaTenu

2.7.3 CMS Closed Loop — YnpaBneHue Ha KapTu B orpaHu4yeHa mpexa
OnucaHue:

CMS Cards e ycbBbpLUEHCTBaHa CUCTEMA 3a yNpaBrieHne Ha KapTu, U3MON3BaHN B OrPaHUYEHN MPEXM
oT Tbprosum n ycnyrn. Cb3gageHa no mogen SaaS (Software as a Service), cuctemarta npegnara
WHTYWTUBEH W NleCeH 3a NonasaHe MHTepderc, KOUTO NO3BONsIBa Ha n3gaTenuTe Aa ynpasnsasart M3usano
cBosi Bu3Hec B pamkuTe Ha onpegdeneHa mpexa. [NpoaykTbT e cbobpaseH C BCUYKM HOPMATUBHMU
N3MCKBAHUS 1 MOKPMBA ONEPATUBHUTE HYXXAM Ha pasfMyHM BUOOBE OpraHM3aumm, KOMTo M3MNon3BaT KapTy
3a OrpaHuMyeH JOCTbMN UNn 3a cneUMUYHN Lienu.

CMS ocurypsiBa MowlHa crpaBodyHa W OTYEeTHA (YHKUMOHAMHOCT, KOATO MO3BOMsiBa €geKTUBHO
yrnpaBneHne n MOHUTOPUHI Ha kKapToBuTe onepauun. CuctemaTa nogabpxa Habop OT cTaH4apTU3UPaHU
OHNanH 1 ocnanH NHTepdencu, KOUTO yrnecHaBaT UHTerpauusaTa ¢ BbHLLUHM CUCTEMU U AOMbIAHUTENHN
nnatcopmu. Becuyko TOoBa € nogkpeneHo ¢ MHTYUTUBEH rpaduyeH notpebutenckmn nHtepgenc (GUI),
KOWTO ynecHsiBa paboTtaTta Ha nsgarenute U1 Hamansisa BpemeTo 3a obyyeHue.

PYHKLMOHANHOCTH:
e Peructbp Ha nsgaTtenu Ha kapTu
e Peructbp Ha Tbprosum B orpaHnyeHa mpexa
e Peructbp Ha kapTu u cnyxutenu
e YnpaBrneHue Ha KapTu U 3apexgaHe Ha CyMn no Tax
e OT4YETU N MOHUTOPWUHT
e Bb3MOXHOCT 3a ynpaBneHue Ha ClyXUTenckn oCTbM, B T.4. A0 MyNTUDYHKLMOHAMNHM YyCTPOMCTBA
e WHTerpauus c gpyru cuctemum

Ba3oBu cnpaBku OT onepaTMBEH W perynaTopeH xapakTep:
e KoHconuaupaH oT4yeT 3a TpaHcaKLun
e KoHconvaupaH oT4eT 3a M3Non3BaHM KapTyh Mo TbproBLM
e [laHHM 3a 3apexaaHns 1 TpaHcaKkLuum Nno KapTu
e CnpaBku 3a HanNUYHOCT MO KapTH
e OTyeT 3a NnawaHnsa KbM TbProsLm
e OTYeT 3a U3TUYALLM CYMM MO KapTy

2.8 [lporpamu 3a nosinIHOCT
MporpamaTta 3a NOSINHOCT € nporpama, AaBalia Bb3MOXHOCT Ha KapToabpxaTtenute Ha baHkata ga
HaTpyneaT 6OHYC TOYKM 3a u3BbpLUEHUTe oT Tax POS TpaHcakumm n 3a nsnonssaHute apyrn 6aHKoBU
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NpPoAyKTU, KaKTO U Aa xap4aT HaTpynaHuTe ToYkU Ha onpeaeneHn POS TepMuHanu u 3a apyru 6aHKoBM
NpPoAaYyKTU.

Cuctemara, peanusmpalla nporpamaTa 3a NOosiTHOCT, ce nogabpxa u onepupa ot BOPUKA ALl n ce
npepocTaBsa Kato ycnyra Ha 6aHkuTe. YNpaBneHNeTo Ha HaCTPOMKUTE Ha nNporpamara, BKIYBaHETO U
W3KNYBAHETO Ha TbProBLUM OT NporpamaTta, AednHUPaHETO Ha KaMnaHun 1 cnegeHeTo Ha Nporpamara,
ce u3BbpLIBa OT NoTpebutenun Ha 6aHkaTa npe3 yeb canTa Ha cuctemara.
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3. COOTYEPHU NMPOOYKTU

CodbTyepHuTe NpoayKTM ce NpedoCTaBsT Ha KMeHTa cpelly edHOKpaTHa Takca C NMpaBo 3a Nofi3BaHe B
HeorpaHuyeH neprog oT Bpeme. KnMeHTbT nonyyasBa noaapbkka Ha copTyepHUst MPoayKT AoKaTo nnatya
NepuoamMyYHa Takca 3a noaapbxka. PaswimnpeHne Ha yHKLMOHANHOCTTa Mo UCKaHe Ha KIMeHT Moxe Aa
BOAM [0 HOBU eQHOKpaTHM Takcy 3a NpaBo 3a NonseaHe Ha codTyepHaTta paspaboTka 1 yBenvyeHue Ha
nepuoguyHaTa Takca.

YcnyraTta ce npegocTass B paboTHO BpeMe.

Twun gorosop

Tunosute goroeopwu ca ,[Joroeop 3a paspaboTka M NpegocTaBsiHe NMpaBo Ha nonseaHe“ u JloroBop 3a
nooapwubKka U cbnposoa .

TapudupaHe

MpenocTaBsHETO Ha coPTyepHU NpoayKTn (TapndHu kogoBe SW.XX.XX.XXX) € NpeaMeT Ha AoroBapsiHe ¢
KNMMeHTa OTHOCHO BuAa Ha NpoayKTa, MYHKLUMOHAMHOCTM U KOHKPETHU U3UCKBaHUSI.

29 nn,PGATE”

PGATE e ueHTpanusnpaHa eguHHa nnatopmMa 3a aBTomaTnsaumsi Ha busHec npouecuTe 3a ynpasneHve
Ha BCUYKM BMOOBE pasnsiallaHus B HaLMOHaNHa u Yyxkga BanyTa, UHULUMpaHn oT U KbM BaHka.
Ob6xeaTt

PGate aBToMaTu3npa WMpoK cnekTbp OT npouecu 3a 0bpaboTka Ha BCUYKN BXOOALLN N U3XOASLLN
napvyHN NOTOUM:
o JleBOBM KNUEHTCKN NnawiaHmsa n npesoan 6aHka—baHka, YNNTO CeTbIIMEHT ce n3sbpluBa B RINGS
— npeoan no RINGS n BENICEPAG, BOPUKA 1 T.H.;
e CEBPA 6tomxeTHM nnailaHus
MecTtHu 1 npesrpaHnyHn SEPA kpegutHu npesogu (SCT)
o MecCTHM M npearpaHn4HM NpeBoAn B e€BpO, uanbnHeHu 4pe3 cuctemmte BUCEPA7-EUR n
TARGET2
o MexaybaHkou kopecnoHaeHTckn SWIFT BanyTHM nnawaHms
Monaun

ABTOMaTM3Mpa GU3HEC NpoLecuTe 3a NpeBaHTUBEH KOHTPOI U ynpaeneHne Ha nukenaHoctTa. Ocurypsisa
LeHTpanuamMpaHo ynpaefieHMe M MbfiHAa aBTOMaTu3auusi Ha OBYNOCOYHMSI OOMeH Ha npouecute 3a
TpaHcnopTupaHe, KOHTPONUpaHe, perncTpupaHe, TpaHcepupaHe Ha MHpopMaLUsTa, XXypHanusmpaHe u
MOHUTOPWHI Ha npoLiecuTe.

MpepoctaBa 6Gorata cratucTuyecka WHGPOPMAUMA 3a MEHWOXbPU W OUNbpu 3a (UHAHCOBU U
CpaBHUTENHM aHanuaun, akTyanuavpa nHpopmMmaumsaTa 3a TeKyLWwoTo cango Ha 6aHkaTa no cmeTkarta 3a
CeTbSIMEHT. [apaHTupa HenpekbcHAT M curypeH obmeH c Heobxoaumute 3awmtu cpelly 3aryba,
aybnupaHe unu npomMmsiHa 6e3 3HaHMETO Ha uanpatlada.

lMo3BonsBa paswmpsieMocT Ha nnatdopmarta crnopeg cneundpunyHm 3a 6aHkaTta KaHanu, BbTPELUHU
npoueaypv v NraTexeH MHCTPYMEHT.
e UWHTerpupaHe c BbTpewwHn cuctemm 3a BOPUKA (BUCEPAG, BEUCEPA7-EUR, CEBPA, BSTAR)
¢ OcurypsiBaHe Ha n3BecTtaBaHe 1 ysegomneHue: email n KPl penoptu
o VHTerpaums c BbTpeLlHN 3a 6aHkaTa MHGPOPMALMOHHN CUCTEMU U €-KaHanu 3a NOCTUraHe BUCoKa
CTerneH Ha aBToMaTtm3aumsi Ha nnartexHurte npouecu /STP/
e OpraHusnpaHe 1 NoaabPXKaHe Ha LeHTpanuanpaH perncTbp Ha MHPOpMaLMOHEH OOMeEH Mexay
CBS, kaHanuTe 3a 4ocTbn 40 6aHKOBM YCRYrn U BBHLUHW NNATEXHU CUCTEMMU
e MexaHu3amu 3a ynpaBneHue Ha fIMKBUAHOCTTa
e PekoHcunauusa Ha CMETKUTE 3a CETbIIMEHT, Ha KOPECMOHAEHTCKN N pa3yeTHU CMETKU

38




=5 &

= BOPUKA

BAHKOBW YCAYTH

MpoaykTbT NpegocTass cnegHnTe YHKUNUOHANHU MOAYN:

¢ basoBa dyHKkumoHanHocT Ha NN PGate - o6xBaHaT nHdopmaunoHeH oomeH vype3 BSTAR KnuneHT,
MHoOroobpasme OT MpPEXOBWM MPOTOKOMW, XXypHanNuavpaHe U MOHUTOPUHI Npe3 noTpebuTencku
MHTepdec;

e Mogyn BUCEPA6 n RINGS - nogabpxaHe Ha WMHGOPMAaUMOHHWM pernctpu, obpaboTka Ha
CETBLJIMEHT, OCNOPBaHMS, aBTOMATUYHO yNpaBrieHne Ha NapuyHUTE NOTOLM Cbobpa3Ho paboTHMA
KaneHgap v rpacmumTe Ha NNaTexHUTe CUCTeMM

e Mogyn KoHTpon - ynpaxHsiBaHe Ha KOHTPOMHM (YHKUMM 3a MbHOTA W KOPEKTHOCT Ha
WHULUMMPaHUTE nnawaHMs B CbOTBETCTBME C NpaBuniata W npouegypute Ha paborta Ha
nnaTeXxHuTe CUCTEMU;

o PGate CnpaBoyeH mogyn — npedHasHayeH € 3a M3BbplUBaHe Ha GU3HeC aHanmM3 U TekyLy
KOHTPOS, 0OUT BbPXY NpPeauLLIHM Nnepmnoaun, 3a PUHaHCOBU N CTAaTUCTUYECKN OTYETU:

e PGate- [lpeBaHTUBHO ynpaBfieHne Ha NIMKBUAHOCTTA — OCUTypsiBa MOHUTOPUHT B peariHo Bpeme
Ha cmeTkata 3a ceTbnMeHT B RINGS (obopoTu, canga, 4Yakawim nnawiaHud); MexaHusbm 3a
3agbpXaHe Ha nnailaHe (Mo napameTpusyemMu Kputepun).

e PekoHcunauusa Ha cMeTkaTa 3a CETbIIMEHT M 3aTBapsLLM onepauun - aBTOMaTU4YHO paBHEHME Ha

cMeTKaTa 3a CETbJ/IMEHT; reHepupaHe Ha 3aTBapsLLM onepauun.

PGate SEPA - eBpoBu npeBoamn 1 cbobuieHns ot/kbm 6aHkm B SEPA XML cdopmart
PGate SWIFT — BanyTHu npeBoau n cbobuieHunsa ot/kbm 6aHkn B SWIFT FIN coopmaTt
PGate TARGET2 - eBpoBu npeBoaun oT/kbM 6aHkn ype3 TARGET2

PGate BISERA7-EUR - eBpoBu npeeoamn ot/kbm 6aHkun 4Ypes BISERA-7 EUR

PGate Cebpa - obcnyxBa nnawaHusaTa Ha OLOLKETHUTE opraHuMsauum no ykasaHme Ha BHB n MO;
reHepvipa AHEBHU OTYETU

2.9.1 BSTAR KnueHT

BSTAR KnueHT € KOMNOHEHT OT KOMyHuKaumoHus mogyn Ha [N PGate n ocurypsiBa aBTomaTuanpaH
aCMHXpPOHEH OOMeH Ha WHopMauua Mexay nNPUNOXEHWss B XeTeporeHHa cpeaa; BKYBaHE B
OBYCTPaHHM MW TpyrnoBK cnopasyMeHust 3a 0OMeH Ha nHdopmauusa Mexay ydacTHUUM B cuctemara, B
yacTtHocT: BUCEPAG, CEBPA, BUCEPA7-EUR 1 NHdobaHK. 3a ocurypsiBaHe Ha 4OCTHN 4O cpefarta 3a
aBToOMaTtM3nMpaH acuHXpoHeH obmeH Ha gaHHM BSTAR Ha BOPUKA AL ce u3nonsea Web goctbn
(HTTPS)."

Monaun

KomyHukaumoHHmaT moayn Ha PGate aBTomatuaupa exegHeBHW onepatyMBHW AeHOCTM B OaHkata.
Mopabpka MHOroobpasne OT MpPEXOBM NPOTOKONN 3a NpeAaBaHe U NpuemMaHe Ha JaHHW OT/KbM pasnnyHu
kaHanu. lNo3sonsBa npocnegseaHe Ha NpeHoca Ha MHgopmaums ot baHkaTa go cuctemmte Ha BOPUKA
M ApYyrv NNaTexHn CUCTEMU 1 rapaHTUMpa AOCTaBka Ha usnpareHata uHdopmaums.

[lo6aBeHMAT NoTpebuTenckn nHTepdenc ocurypsiea: agMUMHUCTPUpPaHe Ha MHPOPMALMOHHUTE MOTOLM,
XXypHanuavpaHe u MOHUTOPUHTI Ha npoLecuTe.

2.10 Nn ,3anopun“

“Banopu” npeacraensBa MHTErpMpaH ¢ ocHoBHaTa 6aHkoBa cuctema codptyep, KOUTO LeHTpannampaHo
pernctpmpa, obpaboTBa M CbxpaHsiBa 3anopHM CbOOLLEHMs, reHepupa OTroBopu KbMm OpraHu no
MpuHygutenHo NanbvnHeHune (OlNU), Hanara 61oKMPOBKN 1 BOUIa HANOXEHMW 3anopu.

OnucaHune

Cuctemata aBTOMatuaMpa LeWHOCTTa Ha OaHKkMTe NO M3NbIHEHWETO Ha 3amnopHU CbOOLEHMS B
Ka4yecTBOTO MM Ha TPeTO 3aAbimKeHO nuue. EdekTmBHO obcnyxBa npouecu, KaTo NpoBepKa Ha ATbXHUK
MO 3anopHO Aero Aanu e KNNEHT Ha 6aHkaTa, u3BnMyaHe Ha MHpopMaLms OTHOCHO CMETKU M MOn3BaHu
GaHKkoBW NpoAyKTK, BriokMpaHe n pa3bnokMpaHe Ha Cymu 1 ap.

“3anopun" nossonsiBa cb3gaBaHe M NOAAPBXKKA Ha cnegHUTe No BaxkHwu pernctpu: Permctbp Ha OlMA
cbabpXa WHpopMauma 3a YacTHuTe cbausa m3nbnHUTENW, HauvmoHanHa areHumss Ha npuxoguTe,
HaunoHaneH ocuryputeneH MHCTUTYT, [bpKaBeH BbTpeLleH PUHAHCOB KOHTPO, AreHuus 3a ObpXKaBHU
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“3anopn” BM3yanusmpa uHgopmMmaumsaTa OT OCHOBHATa CUCTEMa 3a CMeTkuTe n 6aHKOBUTE KaceTu Ha
KNWEHTa, KakTO U 3a HamnoXeHm OMOKMPOBKM Hapg Tsx. Cuctemarta CbxpaHsiBa B apXMB CKaHMpaHu
OOKYMEHTU B €NeKTPOHEH bopMaT 3a 3anopHU CbOBLLEHNST U OTFTOBOPM Ha 3anopHU CbobLeHns 3a Lenus
HOpPMaTUBHO pernameHTupaH nepmoa.

MNonsn

® LleHTpanuanpa aenHocTUTe No nony4vyaBaHe M o6paboTBaHe Ha 3anopHN CbobLLeHUs B GaHkaTa.

e OnTumMM3Mpa BPEMETO 3a HanaraHe/oTMsiHa Ha 3anopuTe OT CTpaHa Ha GaHkaTa, KakTo U TAXHOTO
N3MbITHEHME.

HamansBa pa3xoauTe 3a o6cnyxBaHe Ha HapacTBaLLUsi MOTOK OT 3anOpHU CbOOLLIEHNS.

Cb3aaBa LeHTpanuanpaHun permcTpu u Noaabpka enekTpoHEH apXmB Ha JOKYMEHTU 3a BoaeHaTa
KOpeCnoHAEeHLMS Mexay opraHa Ha NpuHyAMTENHOTO NPOM3BOACTBO 1 GaHkaTa.

2.11 NN “Tpe3op”

CucTtema 3a aBToMaTuaunpaHe Ha BM3Hec npoLecuTe, CBbP3aHU C OTAaBaHe Ha KaceTu U ceidose noa
HaeMm. MpunoXnM e KakTo 3a eMH TPe3op, Taka 1 3a ronsiMa krnoHosa Mpexa. C Bb3MOXHOCT 3a eIMHHa
LleHoBa M BM3HEeC NonuTuKa UNu ¢ NoAabpXKaHe Ha pasHOBUOHOCTY U UHOMBMAYaNHU npedepeHuum no
KnoHoBaTta mpexa.

LleHTpanuanpaHo nogabpykaHu MHPOPMALMOHHN PErMCTPU 3a Tpe3opu, cendoBe, AOroBOpyU N KITMEHTMU.

Moxe Oa ce MHTerpuMpa C OCHOBHUTE MH(OPMALMOHHM CUCTEMU 38 aBTOMaTU3MPaHO noaabpXKaHe Ha
€OVHEH KIMEeHTCKM PerncTbp, NnailaHe Ha ycrnyruTe OoT CMeTKa M 3a CYeTOBOAHO OTpassiBaHe Ha
onepauuure.

Mogobpka mnHTepdenc 3a obmeH Ha gaHHM ¢ Peructbpa Ha 6aHkoBM cmeTkn u cendose B bHB B
cboTBeTCcTBUE C Hapenba Ne 12.

212 nn ,.CEBPA_KnueHTt”

MpenHasHayeH aa obcnyxBa nnawaHuaTa Ha GKEeTHUTE opraHu3auun, BKIOYEHW B cucTtemaTa Ha
EovHHata OwopxkeTHa cmeTka. CEBPA _KnueHT e umarpageH cbrnacHo YkasaHue Ha BHB n M® 3a
obcnykBaHe Ha CMETKM Ha OHLKEeTHW opraHuMsaumm n BGIMKETHM nnawaHuss M € He3aBucuMm OoT
cyeToBogHaTa cucTtemMa Ha obcnyxBawaTta 6aHka.

40




=5 &

= BOPUKA

BAHKOBW YCAYTH

4. UHOPACTPYKTYPHU YCINYTH

Ycnyrata ce npegoctaBs Ha KIAMEHTW, Xernaewwm fa pasnofnioxar CBoe XxapayepHo obopyasBaHe B
CcbpBbpHUTE NnomeLleHnst Ha BOPUKA unu aa nsnonaesat xapayep n cuctemMeH copTyep Ha ApYXeCTBOTO
KaTo ycnyra 3a CBOM Lenw.

OnucaHune

WHdpacTpykTypa 1 ycnyrm npeaocTaBsaHn B KOMNIOTbPEH LEHTHP KaTo KOrokauusa Ha o6opyaBaHe;,
MHpaCTPYKTypa KaTo ycrnyra, YacteH obnak. Teau ycnyrn ce npegnarar U ¢ pesepaupaHe oT AeaTa
KOMMNIOTBHPHN LeHTbpa Ha BOPUKA — ocHOBEH 1 pe3epBeH.

Monsu

e OcurypsiBaHe Ha HenpekbCcBaeMoCT Ha Bu3Heca, pecnektnsHo UT ycnyrute n Heobxoammara 3a
TOBa MHPpaCTPyKTypa N KOMyHUKaLMK C Lien HaMmarnsBaHe Ha pucka OT oTrnajaHe B pesynTtaT Ha
npupoaHu 6eacTBuA N CbOUTUSA C KaTacTPOUYEH XapaKTep;

e AytcopcuHr Ha obocobeHn yactn ot UT uHpacTpykTypa u ycnyru, KOMTO U3UCKBaT BUCOKU
Kanutanosu v onepaTvBHW pas3xoau, creunanuanpaH nepcoHan n HeobxoanMMOoCT OT AUHAMUYHA
CMsiHa Ha TEXHOIOrn1Te;

e [locturaHe Ha no-gobpa rbBKaBOCT, e(PeKTUBHOCT U 6bp3nHa Ha BHeOpsiBaHE U NPOMEHSHE Ha
NT nHdpacTpykTypaTta cnopen Hyxaute Ha busHeca;

e [lokpvBaHe Ha perynaTopHu unn BM3HeC U3UCKBAHMS NO OTHOLLEHNE Ha HUBOTO Ha U3NbIHEHWE
N onepupaHe Ha KOMMITbPHUTE LIEHTPOBETE, 3@ KOUTO HAMa KOMMEeTEeHUMU W/Unu usnuckeat
HeoBOCHOBaHO BUCOKN UHBECTULMN N BPEME;

e 3awmTteHoCcT Ha obopyaBaHETO W ocurypsBaHe Ha 24x7 OxpaHa, MOHWTOPWHI, Yycnyra
L2oTAaneyeHn pbue“ n apyru.

Tun gorosop
CknoyBa ce TMNOB A0roBOp, CNPSIMO M3UCKBaHMATA Ha KNWEHTa u o6xBaTa Ha ycnyruTe.
Tapudupade

TapmcbmpaHeTo € nHamBnayasrnHo 3a BCEKN KIMMEHT, CNpAMO obxearta Ha ycnyrure.
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5. YOOCTOBEPWUTEITHU YCIIYTU

TapudupaHe

YpocTtoBpentenHuTe ycnyrm ce 3annawaTt Ha ocHoBaHue gencrteawata Tapuda Ha BOPUKA AL 3a B-
Trust, nybnukyBaHa B canTa Ha ycnyrute Ha https://www.b-trust.bg.

2.13 B-TRUST

B-Trust e TbproBckata mapka Ha BOPUKA Al B ponata n Ha kBanuduuupaH AOCTaBYMK Ha
yAOCTOBEPUTENHN yCNyrn. YAOCTOBEPUTENHUTE YCIYrM Ha KOMMNaHWUSTa ca B MbIHO CbOTBETCTBUETO C
PernameHT (EC) Ne 910/2014 r., KoeTo 1 npyaasa KsanuduumpaH ctaTyT.

2.13.1 O6na4yHu yaoocTtoBepeHMA 3a KBanuduumpaH enekTpoHeH noanmc

O6naveH KBanucpuumpaH EnekrtpoHeH Moanuc — nsanbiHsBa posnisiTa Ha CaMOPBbYHO MOSTOXKEH
noanuc, ¢ KOWTO ce noanucBaTt AOKYMeHTU. O6navyHmaT KkBanuuuupaH enekTpoHeH noanuc ce
n3nonsesa oT MOBGUNHO YCTPOMCTBO C AOCTbMN A0 MHTEPHET, NocpeacTBOM npunoxeHmeTo B-Trust
Mobile n noptana My B-Trust 3a nognuceaHe npe3 nepcoHaneH KomnoTbp. VzgaBaHeTo My e
6esnnatHoO 3a noTpebuTens, kaTo ce 3annalia camo U3non3BaHeTo.

EnHokpaTeH O6naveH KBanudpmumpaH EnekrpoHeH lMNoagnuc — ygocToBepeHMETOo ce n3gasa c
uen ga nognuile KOHKPETEeH erleKTPOHEeH OOKYMEHT. YOCTOBEPEHMETO He MOXe Aa ce U3rons3sa
cnej n3BbpLUBaHe Ha OeNCTBMETO, 3a KoeTo e 6uno nsgageHo, Jopu BCe owe fa He e u3Tekna
BanuaHoctTa My. Cneng m3tudaHe cpoka Ha BanuaHOCT, YOOCTOBEPEHMETO aBTOMATU4YHO CTaBa
HeBanuaHo.

2.13.2 KsanudcumumpaHm yaoctoBepeHu, nsgaaeHu BbpPXy XxapayepeH HocuTern

KBanudgumumpaHo yaoctoBepeHue 3a nepcoHarneH KBanuduuupaH enekTpoHeH noanuc —
npegHasHadeHo e 3a mandeckn nuua. BanngHoctta My moxe ga 6vae 1 nnm 3 roguHn. Ycnyrata
BKMNIOYBA: M3gaBaHe Ha eneKkTPOoHEH NoAdnuc, NOAHOBsIBAHE Ha eNeKTPOHEH noanuc, npensgaBaHe
Ha EJIeKTPOHEeH MNOoAMUC, BPEMEHHO CNMpaHe Ha eneKkTPOHeH MoAanuc, Bb30OHOBsIBAHE Ha
eneKTPOHEH Noanuc, NpekpaTsaBaHe Ha eneKkTPoHEeH NoAnuc.

KBanuduumpaHo yaoctoBepeHue 3a npodecuoHaneH KBanuduumnpaH enekTpoHeH noanuc
— npegHasHayeHo € 3a pugudecks nuua: uMpMM M vua  ynpaxHsBawm - cBOGO4HM
npodecun. BanngHoctta My Moxe ga 6bge 1 vnu 3 roguHun. Ycnyrata BKNYBa: u3gaBaHe Ha
€MNeKTPOHEH Nnoanuc, NOAHOBSIBAHE Ha eNEKTPOHEH NOANUC, Npen3gaBaHe Ha erneKkTPOHEH Noanuc,
BPEMEHHO  CMMpaHe Ha  €efeKTPOHeH  MOoAnMuMC, Bb30OHOBSIBAHE Ha  E€NEKTPOHEH
noanuc,npekpaTsiBaHe Ha eneKkTPoHEeH NoAnuC.

KBanuduumpaHo yaoctoBepeHue 3a KBanucpuumpaH eNeKTPoHEH neyarT — n3gasa ce camo Ha
IOPUANYECKN NULA U CAYXW, 3@ A aBTEHTMUMPA WM3TOYHWKA WU UHTErputeTa Ha OaHHUTE Wnu
eNeKTPOHHUTE u3SABNeHuss n Bpb3kata Ha Cb3gatena ¢ nyonuyHua my knod. OcBeH npwu
yOOCTOBEPSIBAHETO Ha aBTEHTMYHOCTTA Ha [OOKYMEHT, u3gageH OoOT  Hpuauydecko nuue,
eNeKTpoOHHMTE nevyaTtM MoraT ga Ce M3Mnon3BaT 3a YAoCTOBEpsiBaHE Ha aBTEHTMYHOCTTA Ha
LUNpOBUTE aKTUBM Ha IOPUANYECKO NULE, KaTO COPTYEPEH KO UNN CbPBBHPW.

2.13.3 KBanuuupaHu yaocToBepeHus 3a YCbBBbPLUEHCTBaH eNeKTPoHeH noanuc

KsanuduumpaHo yaoctoBepeHue 3a NepcoHarneH yCbBbPLIEHCTBAH efIeKTPOHEH noanuc —
n3gaBa ce Ha QUM3NYECKU NMLA M yOOCTOBEpsiBa erekTpoHHaTa MAEHTUYHOCT Ha Tutynspst Ha
nognuca. Y4oCToBepeHNETO 3a YCbBbPLUEHCTBAH €NEKTPOHEH MOAMUC Ce U3MOoN3Ba Npu 3aLLMTEHO
N KPUMNTUPAHO M3npallaHe Ha enekTPOHHU CbOOLLEHUSI U 3aLUUTEHM U KPUNTUPAHM KOMYHMKALUN,
AOCTbN A0 MHOPMaLMSA 1 OHNalH TpaHCcaKuUW, N3UCKBALLM 3HAYUTENTHO HUBO HA CUIYPHOCT.

KsanudmumpaHo yapoctoBepeHue 3a npodecUoHarneH YCbLBLPLUEHCTBAH €NeKTPOHeH
noanuc — u3faBa Ce Ha HPUOMYECKU NMLAa U yO0CTOBepsiBa €feKTPOHHaTa WAEHTUYHOCT Ha
TuTynsps Ha noanuca. YOoCTOBEPEHMETO 3a YCbBbPLUEHCTBAH eNEKTPOHEH MoAMNMC ce U3non3sa
Npu 3alWUTEHO U KPUNTMPAHO U3npallaHe Ha eneKkTPOHHM CbOBLLEHUS U 3aLLMTEHN U KpUNTUPaHU
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KOMYHUKaLUMW, 4OCTbN OO0 MHAOPMaUNSA N OHMNaWH TPaHCaKuMK, U3MCKBALLW 3HAYUTENHO HMBO Ha
CUrYPHOCT.

e KBanudcdumumpaHo yaoctoBepeHue 3a yCbBbLPLUEHCTBaAH €NIeKTPOHEH nevaT — 13nonaea ce oT
opuandeckn nuua, nNpyu cb3gaBaHe Ha YCbBbLPLUEHCTBAH €NeKkTpoHeH nedat oT Cb3gatens,
NOCOYEH B YOOCTOBEPEHMETO, KbM EMNEKTPOHHM LOKYMEHTU U B €MEKTPOHHM TpaHCaKuuu, KOUTO
N3NCcKBaT 3HAYMUTENHO HMBO Ha MH(POPMAaLMOHHA CUIYPHOCT. YAOCTOBEPEHNETO CIYXWN CaMo, 3a ga
aBTEHTMLMPA U3TOYHMKA N MHTErpUTETa Ha nognevyaTeHn enekTpOHHU OOKYMeHTu/nsssnenus (ot
,ENEKTPoHeH" oduc/opraHnsauns).

e YpocTtoBepeHUsi 3a aBTEHTUYHOCT Ha yebcauTt (opraHusaums) — usgasa ce Ha [loTpebuten -
Iopnandecko nvue W YOOCTOBepsBa €enekTpoHHaTa WAEHTUYHOCT W akpeguTauuatra Ha
MoTpebutensa ¢ BUCOKO HMBO Ha CUNYPHOCT 3a Bpay3bpHUS KIMEHT, Ye yebcanTbT KOMTO 4OCTHLNBA,
€ CODCTBEHOCT Ha opraHuMsauuaTa, naeHTMpuumpaHa B y4oCTOBEPEHMETO.

e YpocTtoBepeHUsi 3a aBTEHTUYHOCT Ha yebcalT (QoMenH) — n3gaBa ce Ha lopuanyecko nuue nnu
duU3nYecko nuue M yaoctoBepsiBa €neKTpoHHaTa MAEHTMYHOCT Ha npuTexaTensa Ha OOMenHa,
XocTBaw, yebcanT C BMCOKO HMBO Ha CUIYpHOCT 3a Opay3bpHUS KIMEHT. Y[4OCTOBEpeHue 3a
aBTEHTUYHOCT Ha yebcanT (QOMenH) ce u3nonsea ga naeHtuduumpa npurexarens Ha JOMENH n
akpeguTauMaTa Ha NuUeTo C AOCTaTbYyHO HUBO Ha CUFYPHOCT 3a 6pay3bpHUSA KIMEHT, 4e
OOCTbMBaHUAT OT Hero yebcant e CoBCTBEHOCT Ha NUUETO, KOeTo € uAeHTUdUUMpaHo B
yOOCTOBEPEHUNETO.

e [IpUNOXHO OPUEHTUPAHO yAOCTOBEpPEHME — crieymanmanpaH Bug NnoAnuc 3a 4OCTbN 40 CbPBbP,
3alMTEHa €fIeKTPOHHA Mowa Unu BupTyanHa 4acTHa Mpexa, KpunTupaHe U gekpuntupaHe Ha
[aHHU, KaKTO 1 3a cneunduyHn NpurnoXeHns, NpoeKTUpaHn cbobpasHO KOHKPETHN NOTPEBHOCTU 1
M3UCKBAHUS Ha KNUeHTa.

2.13.4 Cneunanusupanm PSD2 yaocTtoBepeHus 3a 4OCTaBYMLM HA NJIATEXHU YCNyru

PSD2 yaoctoBepeHus 3a goctaBumumn Ha nnatexum yenyrm (PSP) ce nsgaeat cwrnacHo ETSI TS
119 495 V1.1.2 v ¢ OEJNIETUPAH PEMMAMEHT (EC) 2018/389, u3rotBeH Ha 6asaTta Ha
perynaTopHu TexHudeckun ctaHgapTtv (Regulatory Technical Standards/RTS), a umeHHo:

e KBanudcdwmumpaHo yagocTtoBepeHue 3a eneKTPOHEeH neyaT - uM3gaBa Ce Ha AOCTaBYMK Ha
nnatexuun ycnyrmn (PSP) cnopea PSD2 n ce nsnonssa 3a gokasBaHe WHTerputeTa/uenoctta u
npousxoaa Ha AaHHUTE

e KBanudmumpaHo yaoctoBepeHMe 3a aBTEHTMYHOCT Ha yebGcaWuT - usgasa ce 3a uenurte Ha
yaocToBepsiBaHEeTo Ha yebcawnT, CBbp3aH C A0CTaB4YMK Ha nnatexHu ycnyru (PSP) cnopen PSD2.

YOocToBepeHuaTa ce usgaBaT B 3aBMCUMMOCT OT ponsiTa B KOSITO Ce siBsiBa [OCTaBYMKBT Ha
nraTexHW ycnyru:

e [locTaBuuk Ha ycnyra no npefoctaBsHe Ha MHopMaLMs 3a CMETKU

e [locTaBuumK Ha ycnyra, KOWTO u3gaea NnaTexHU UHCTPYMEHTU

e [locTaBuuMK Ha NnaTexHW ycrnyrn, obcnyxaall, CMETKU.

2.13.5 BISS (Ycnyra 3a 6pay3bp He3aBMCUMO noanucBaHe)

BISS (Browser Independent Signing Service) e npunoxeH codTyep, ocurypsieaw, pabotata c
yOOCTOBEPEHNS 3a KBanuduumpaH enekTpoHeH MOAMUC 3a BCUYKM nonynsapHu 6pays3bpu nog
onepaumoHHu cuctemmn MS Windows, Linux n MacOS. N3nbnHaBa TEXHONOrus, KOATO NO3BONSABa
NOKarnHo nonaraHe Ha eneKkTpoHeH noanuc, 6e3 n3non3BaHe Ha akTMBHA KOMMOHEHTa B MHTEPHET
Opaysbp. [0naMo npeaMMcTBO MpU U3MNOM3BaHETO My € He3aBMCUMMOCTTa OT M3MNoNn3BaHus
Opay3bp U HErOBUTE OrpaHMYEeHns UM HEBbL3MOXKHOCT 3a Nogapbxka Ha Java anneTtun unm ActiveX
KOHTpONM.

2.13.6 B-Trust Signing Service

o BSecure DSSLite - ycnyrata ocurypsia Bb3MOXHOCT 3a pasLumpsiBaHe Ha Cb3dageH Beye umdpos
nognuc (PKCS1) oo eguHHUTE eBponenckn oopmaTi 3a norflaraHe Ha enekTpoHeH noanuc, B
cuHXpoH ¢ PernameHT (EC) 910/2014.
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BSecure DSS - npogyKTbT CryXuW 3a eneKkTpOHHO noanucBaHe Ha annoBe C MPOU3BOSTHU
paswmupeHus U BanuvgauuMsi Ha  enekTPoOHHO noanucaHnm  dannose, KaTto  M3Non3sa
YCbBbpPLWEHCTBAHN YAocToBepeHusi, 3anucaHn Ha dann  (PFX) wnn  Keanuduumpanu
yooctoBepeHusa 3a KesanuduumpaH EnexktpoHeH lMoanuc (KYKEM), 3anucaHm Ha cmapTt kapTa.
Ycnyrata e nogxoasia 3a asToMmaTuanpaHe Ha npouecu, Nnpu KOUTo e HeobxoaMMOo nonaraHeTo Ha
€reKTPOHEH NoANUC BbPXY ronisiM 6pon eneKkTPpoHN JOKYMEHTMW.
B-Trust Desktop Signer — geckron noTpedutencko NpumoXxeHne 3a NOLNUCBAHE Ha €NEKTPOHHU
AokymeHTu/pannose ¢ KeanuduumpaHo ypoctoBepeHue 3a KeanuduumpaH EnektpoHeH
Moanuc, B CbOTBETCTBME CbC 3akoHa 3a €EneKTPOHHUS [OOKYMEHT U  eNneKTPOHHUTE
yaocToBepuTenHn ycnyru. NpogykTbT No3BonisiBa pbYHO MM aBTOMAaTM3UPaHO nognuceBaHe Ha
€0VH UNKN HSKOMNKO eneKTPOHHU OOoKymeHTa/danna. HanvyHa e Bb3MOXHOCT 3a gobassiHe Ha
YaooctoBepeHne 3a Bpeme (Time Stamp) KbM enekTpoOHHMS NOANWUC, KakTo U 3a
KpunTupaHe/aekpuntupaHe Ha pannose B pasnuyeH opmar.

2.13.7 MNanTtc¢opma 3a AUCTAHLMOHHO NogNMCBaHe Ha e-goKymeHTn ¢ ObnauveH KEI

Mnatdopmata 3a O6naveH KEI e wmHTerpmpaHa B B-Trust nHppacTpykTypata 3a kBanuduumpaHu
yooctoBeputenHu ycnyrm Ha [OKYY BOPUKA AL v npegoctaBs LEHTpanuM3vpaHo CbXpaHeHue WU
ynpaBrieHNne Ha YacTHUTE KN4oBe Ha TuTynapute u reHepupaHe Ha KEI ot pasctoaHve B cpepa C
BMCOKa CTENEeH Ha CUrypHOCT M CTPOrM agMWHUCTPaTUBHO-OMEpaTUBHM npouenypu C dusmyecka u
noruyecka 3awuTa. Ycnyrata nognucea €fekTpoHHM OOKyMeHTU (cbannose) ¢ npousBonieH ¢opmar.
CvrnacHo PELWIEHWE 3A USIMTBJIHEHWE (EC) 2015/1506 Ha EBponenckata komucusi 1 cbobpasHo
dopmaTa Ha NOANMCBaHWSA OOKYMeHT (npowussoneH, xml, pdf) , ycnyrata noggbpxa dopmaTtute 3a
nogncmBaHe CAdES, XAdES n PAdES.

MnatgopmaTta Ha BOPUKA ALl 3a AUCTaAHUMOHHO NOAMMCBaHe Ha e-A0KyMeHTu ¢ obnadeH KEM e B
cuHXpoH ¢ PernameHT (EC) 910/2014 (elDAS).

ABTeHTUKauus Ha noTpedbuTenu — ycnyrata No3BosfsBa YCTaHOBABaHE Ha MAEHTUMYHOCTTA Ha
notpebutenu, nocpeactsom ObnadeH KEI. 3a uenta ce nsnonssa npeaBapuTenHO 4OroOBOpPEH
noeHTndukatop (HeobxogmMmo e noTpebuTenaT aa e peructpupaH ¢ To3u ugeHTudukaTtop B
ycrnyrata) U reHepupaHa 3asiBka 3a aBTEeHTUKauus npu Bxod B cuctema. KnueHTbT nonydasa
HOTUdUKauns Ha MmobunHoTo npunoxeHune B-Trust Mobile 3a nonyyeHa 3asBka 3a Bxog. Ha 6asata
Ha nognucaHaTa 3asiBka 3a BXOf OT notpebutensd, ycnyrata goctaBsa obpaTHO Ypes3 nporpamHns
UHTepdenc AaHHM oT KBanuduumpaHua enekTpoHeH noanuc BbpXy MoAdadeHaTa 3asBka
(MoeHTMdMKaTOpP N MEeHa Ha TUTyNapsa Ha naTuHULA).

NMognucBaHe Ha enNeKTPOHHW AOOKYMEHTU - 4Ype3 NnoTpebutencknss nHtepdenc Ha paneHa
npunoXxHaTa cuctema, TutynapsTt n3bupa eavH Unv noBeye enekTPoHHN AOKYMEHTU 3a NOANUC C
O6nayeH KEI. HesaBucumo ot pexuma Ha pabota (hash unu yan AoKyMeHT) npu NOANMCBaHE Ha
€OVHUYEH OOKYMEHT UMM Ha noBeYye €enekTPOHHU AOKYMEHTW, MpunoXxHaTa cucTema [oCTaBs
NOArOTBEHUTE AOKYMEHTWU 3a MOAMUC C yKasaHue 3a popmarta, HUBOTO M TUMA Ha eNeKTPOHHUSA
nognuc B lNnatdopmara 3a ObnaveH KEI. TutynapaTt nony4yaBa HOTUdMKALUNA HA MOOUITHOTO
npunoxexue B-Trust Mobile 3a nonyyeHa 3asBka 1 CbOTBETHO NOTBbPXAaBa NOANUCBAHETO.
NMoanucBaHe Ha eneKTPOHHU AOKYMEHTU C eAHOKpaTeH/orpaHuYeH noanuc — ycnyra, 4ypes
KOATO npe3 noTpebuTenckua uHTepdenc Ha npunoxHa cuctema ce wmusgaBa efHoOKpaTeH
erneKTpoHeH nognuc Ha TuTynsap, u3gageH 3a KOHKpeTHa uen U ¢ orpaHuyeHa BanvaHOCT 3a
NOANMCBaHE Ha KOHKPETEH eNeKTPOHEH AOKYMEHT. M3aaBaHeTo Ha enekTpoHeH noanuc n3nckea
naeHTndukaumsa Ha Tutynsaps, HenocpeacTBeHO Npeay cCaMoTo M3faBaHe Ha YAOCTOBEPEHUETO.
HesaBucumo ot pexuma Ha paborta (hash unu usan gOKymeHT) npu NOANMCBaHE Ha eOMHWYEH
AOKYMEHT MMM  Ha MoOBeYe €eneKTPOHHM [OKYMEHTW, MpunoXxHaTa cuctema [OCTaBs
noaroTBeHus(Te) AokymeHT(1) 3a noanuc ¢ usnageHns O6naveH KENN un ykasaHue 3a dpopmarTa,
HMBOTO M TUMNa Ha enekTpoHHMA nognuc B Nnatdopmara 3a O6naveH KET.

ABTOMaTM3MpaAHO noAMUCBaHE Ha EeNIeKTPOHHU [OOKYMEeHTU — YycnyraTa npefoctaBs
MEXaHU3bM 3a aBTOMATU3MPaAHO noAnMCBaHe Ha [OKyMeHTH, 6e3 ga e Heobxogumo
noTebpxgaBaHeTo num 4vpes MNNH ko oT cTpaHa Ha Tutynapa. N3uskeBa ce npeaBapuUTenHO U
€HOKpaTHO cbrnacune ot TUTynsps, NOANMCcaHO enekTpPoHHO Ype3 BbBexaaHe Ha NMH koga Ha
yAOCTOBEPEHNETO npe3 MobunHoTo npunoxeHne B-Trust Mobile. Ha 6a3a Ha nognucaHata ot
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cobCcTBEHMKA Ha yAOOCTOBEPEHMETO 3asdaBKa 3a Cbliacue, n3npateHnTte JOKYMEHTU npeMnHaBaT B

npoLec Ha aBToMaTU3npaHo MoanunceaHe, 6e3 Aa e Heo6xoaMMO MOTBBLPXKAEHWE OT CTpaHa Ha
KMWEeHTa 3a BCEKM eIMH OT TAX Npe3 MOBUMHOTO MPUMOXEHME.

2.13.8 Moptan My B-Trust

e [loptan 3a c¢wm3anyeckm nuua - My B-Trust e ye6-6asmpaHo pelleHve 3a NOANUCBaHE Ha
OOKYMEHTU, KOETO ce u3nonsea OT dmandeckn nuua notpedbutenu Ha OKEI. 3a goctebn Oo
nopTtana, BCUYKN NOTPEeObMTENN € HY)KHO Aa pasnoniarat ¢ MobunHo npunoxeHue B-Trust Mobile,
0a umart akTmBeH npodmn n BanuaHo ygoctoepeHune 3a ObnadeH KEIM nnu KEN Ha cmapT kapTa.
MopTanbT no3sonsiBa mMsnpaiiaHe u NoanUCBaHe Ha eQUHUYHW UM MHOXECTBO JOKYMEHTU KbM
eouH unu noseve notpebutenn. MNpegoctaBs Bb3MOXHOCT 3a npocrefsBaHe Ha cTaTyCc Ha
n3npaTeHnTe 1 NoNyyYeHn JOKYMEHTMU.

e [loptan 3a wpugunyeckn nuua - My B-Trust for business e yeb6-6asnpaHo pelueHune, KoeTo
No3BONSABA 3asiBABAHE Ha MaeHTUdUKaL WA, NogNMCBaHE N aBTOMATU3MPaHO pas3npoCcTpaHeHMe Ha
€eKTPOHHM JOKYMEHTU B €4AHa KOMMNaHWUsS UM U3BBbH HESA Mpu B3aMMOOTHOLUEHMATA N C HEWHWU
KOHTpareHTn, 6e3 ToBa Aa M3UCKBa CMOXHW WHTEerpauumn ¢ pasnuyHm cuctemn. My B-Trust for
business nossonsBa cb3gaBaHETO Ha OWM3HEC akayHTU W OenermpaHeTo Ha ynpaBfieHue Ha
notpebutenute B KomnaHuuTe. lNMpouecbT Ha nognuUcBaHe Ha LOKYMEHT/M ce U3BbpLuBa 4pes
n3nonasaHe Ha MOBUNHOTO NpunoxeHune 3a O6nayeH kBanuduumpaH enekTpoHeH nognuc B-Trust
Mobile nnun KEIN Ha cmapT kapTa. MNopTtanbT noaabpka eAHOBPEMEHHO NOANUCBAHE Ha €4MHUYHN
WUNN MHOXECTBO OOKYMEHTU C MHOXECTBO MOANUCBALLM CTPaHW, OCUrypsiBamku eekTUBHU Wt
CUTrypHU NpoLiecu.

2139 TOK noptan

CneumanuaupaH yeb noptan obcnyxsaw, Hyxaute Ha lNeHcMoHHoocuryputenHa koMmnaHua. MoptansbT
ocurypsiea Bb3MOXHOCT 3a eNeKTPOHHO noanucBaHe Ha gokymeHTun ¢ EgHokpaTteH OKEI 3a yyactme mnn
NpexBbpnsHe B MEHCMOHEH QOHA OT ocurypeHo nuvue. CneumanuaupaHuat yeb noptan npegnara
WHTYUTUBEH MNOTPeOMTENnckn WHTepdenc, OOCTbMEH OT CTaHAApPTHM PaboTHM CTaHUuUM U MOBUNHK
YCTPOWNCTBA CbC CMapT PYHKLUN.

2.13.10 B-Trust QTSS (Qualified Time Stamp Service)

B-Trust QTSS e ycnyra 3a reHepupaHe Ha curypun KEBI1, nogabpxaHe Ha apxvB Ha mu3gageHu u
poctaeeHun KEBI, npoBepka n yTBbpxgasaHe Ha BanugHocT Ha KEBI. B-Trust usgaea TST (Time Stamp
Token) — enektpoHHo nognucan KEBIT ot B-Trust QTSA 3a cbliecTByBaHe Ha UMGPOBO CbabpXKaHWe Ha
€eKTPOHEH AOKYMEHT npean onpeaeneH MOMEHT, MOCOYEH B yAOCTOBEPEHMETO M 32 HENMPOMEHMMOCT Ha
TOBa CbabpXaHue cred To3u MoMeHT. Keanuduumpaumsat EnektpoHeH Bpemesu [eyaT npegocTtaes
KannbpvpaHo odwuunanHo BpemMe, KoeTo ygocToBepsiBa MO CUrypeH W npocneaum  HauuH
CbLUECTBYBaHETO Ha UM(POBU OAHHW, BKIHOYUTENHO CbAbpPXaHWE HA €MNeKTPOHEH AOKYMEHT npeau
onpegeneH MOMEHT.

2.13.11 B-Trust enekTpoHHa noweHcKa KyTus

EnekTpoHHaTa noleHcka Kytusa B-Trust npegoctaBsa agpec U enekTpoHHa nolla B goMenHa “b-trust.org”
3a uenute Ha obcnyXBaHETO Ha M3MNON3BAHETO Ha enekTpoHHuTe noanucn. B-Trust nolwieHcka KyTns
nogobpxxa POP3, SMTP, IMAP ¢ onpegeneH obem 1 Cpok Ha AencTeue. Ycnyrata ce 3asiBsdBa camo U
eanHcTBeHo npu 3akynysaHe Ha KEI n nma otgenHa ueHa.

2.13.12 OtpaneyeHa naeHtucgpukauma npes YEb

YcnyraTta npegocTaBsi Bb3MOXHOCT TpeTa CTpaHa Aa naeHTudmumpa KnMeHT oT pascTosiHue, KaTo Nonyyn
NOEHTUMMKALMOHHN AaHHWM 3a Hero. MaeHTudmkaumsita ce ocbliecTBsiBa nocpeacTBoM Gpaysep Ha
CTaUMOHapHO UNM MOGUNHO YCTpPOWCTBO, Ge3 Aa e HeobXxoAMMO WHCTanupaHe Ha OOMbIHUTENHU
NPUNOXEHUS.
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2.13.13 KeanuduumpaHa ycnyra 3a enekTpoHHa ngeHtudukaums

Ycnyrata gaBa Bb3MOXHOCT, TpeTa CTpaHa Aa naeHTunduumpa KNmeHT OT pas3CTosHME, KaTo Monyyu
noeHTMKaUnMoHHM AaHHK 3a Hero. B pesynTtar OT ycnyraTta ce usgaBsa yaoCTOBEPEHUE 3a eNeKTPOHHA
WMOEHTUYHOCT, CbAbPXKaLLO0 YHMKANeH HauuoHaneH naeHtTudmkatop n Apyrm NMy4HU AaHHU Ha nuueTo. Bb3
OCHOBa Ha Y4OCTOBEPEHMETO, MOXE [ia Ce HanpaBu e4HO3HAYHO pa3rpaHnyaBaHe Ha eaHo nuue OT Apyro,
BbB BMpTyanHaTa cpefa. Ycnyrata e B cboTBeTcTBMe ¢ Pernamen (EC) 910/2014.

2.13.14 OTtpane4yeHa ngeHTudukaumsa Ype3 BUaeopasroBop

Mo Bpeme Ha npoueca Ha aBTOMaTU4YHA OTAAneyeHa MOeHTUdUKaUUS ce U3BbpLla CbMNOCTaBsiHE Ha
CHMMKaTa Ha NnuueTo, HannyHa B JOKYMEHTa 3a CaMOSMYHOCT, C 306paXeHMeTo, 3aCHETO OT kamepaTa
Ha MoBunHoTo ycTponcTeo (Selfie). MNpun onpegeneH npoueHT HecboTBETCTBUE Mexay Selfie n cHumkaTa
OT OOKYMEHTa 3a CaMOSIMYHOCT, Ha KNMEeHTa MOXe Aa ce NpefoCcTaBuM Bb3MOXHOCTTA Aa MHUUMUpA
BMAEOKOH(EpPEHTEH pa3roBop C onepartop. Pa3sroBopa ce u3BbpLuBa npe3 web nnatgopma, B paMkute
Ha CTapTMpanuAaT OT KNMeHTa npouec No oTaaneyeHa naeHtudmkauus. No Bpeme Ha Ta3n MHTEpPaKTMBHA
cecusi ce yCTaHOBSIBA Mpsika KOMYHMKaUWMA C KNMEHTa, KOWTO TpsAbBa [a OTroBOpWM Ha OnpeneneHu
BbNPOCU N [a M3BbPLUM onpefeneHn genctesns. BuaeomaeHTUrkaumoHHMAT Npouec ce pbkoBoan OT
cneunanHo oby4yeHun ksanuguumupanu cnyxumtenu Ha BOPUKA.

2.13.15 KesanuduuupaHa ycnyra 3a enieKTpoHHa npernopbyaHa nowa

KBanuguumpaHata npenopbYaHa enekTpoHHa Molia MO3BOSIIBA CUTYPHO MpPEXBbprisiHe Ha
NoTpebuTeNcKo CbabpXKaHNe Mexay usnpallad u nonyyaren, KaTto rapaHTupa BUCOKO HUBO Ha CUFYPHOCT
OTHOCHO MaeHTUMKaumusTa Ha nogaTtens v nonyyartens. Ycnyrata npegoctaBs 3akOHOBO [0Ka3aTericTBoO
3a JOCTaBSIHETO M MOMy4YaBaHETO Ha NpefaBaHWTE AaHHW, BKIIOYUTENHO TSXHaTa LsANoCT U BpeEME Ha
poctaBka. KeanudwuumpaHata npenopbyaHa €eneKkTpoHHa Molwa e AuruTaneH ekBuMBaneHT Ha
TpaAMUMOHHaTa npenopbyaHa nowa ¢ obpaTtHa pasnucka U MMa cbliata npaBHa cuna.

2.13.16 ApXuB Ha eNneKTPOHHO nognucaHu aokymeHTn (QLTPS)

Ycnyrata QLTPS (Qualified Long-Terms Preservation Service) 3a AbnrocpoyHo 3anasBaHe e
npeaHasHavyeHa 3a CbXxpaHsiBaHe Ha AOKYMEHTM C eNleKTPOHEeH nognuc/nedar. Ycnyrata npeacraBnssa
XpaHunuLe 3a AbNroCPOYHO CbXpaHsABaHe Ha eNEKTPOHHO NoanucaHu/nogneyataHy JaHHWU U JOKYMEHTH
CbC 3ana3BaHe Ha AokasaTericTBa 3a aBTEHTUYHOCT W 3a MHTerputeT. Beuukn channose, noctbnunum B
ycnyrata ce cbxpaHsiBat 3a nepvog ot 10 roguHun. Ha apxuB nognexaTt camo eNeKTPOHHU AOKYMEHTH,
KOWTO CbabpKa NOHEe eanH eneKkTPoOHEH Noanuc unun neyat, cboTeBeTcTBaL Ha elDAS.

2.13.17 KBanuduumpaHa Banuaaumsa Ha eNneKTpoHHO noanucaHn AokymeHTu (QSVS)

Ycnyrata QSVS (Qualified Validation of Qualified Electronic Signatures/Seals) naBa Bb3MOXHOCT Ha
TpeTa CTpaHa Aa nonyyu AOKNad OT npoleca No NpoBepka Ha BanvaHoOCTTa Ha nognucure/nedaTute no
aBTOMaTU3MpPaH M HadexaeH HauyuH. [oknaabT € nognucaH ¢ KBanuduuupaH enekTpoHeH nevart Ha
HocTaBumka. Ypes ycnyrata ce rapaHTupa, Yye NoAnuUcUTE M nevaTuTe ce Ccb3gaBaT M NpoBepsiBaT B
CbOTBETCTBUE C eBponenckoTo 3akoHogatencteo (EIDAS u cebp3anute ¢ Hero ETSI ctaHgapTn).

2.13.18 Kaptu u Yetum

3aKOHbT 3a €neKTPOHHMA AOKYMEHT U enekTpoHHMTe yaoctoeputenHu ycnyrn /SEOEYY/ unsnckea
KBanupuuupaHute enekTpoHHU MOAMUCKM Aa O6baaT CbXpaHABaHW Ha YCTPOMCTBO C BMCOKO HMBO Ha
curypHocTt. TakoBa YCTPOWCTBO € CMapT-kapTaTa, BbpXy KOSATO Ce 3anucBaT yOoCTOBEpPeHMeTO 3a
€NeKTPOHEH Noanuc, 3aedHo ¢ NyenuyHna n vyactHusa KoY. JocTbnbT A0 3anMcaHaTa Bbpxy KapTtaTa
nHpopmaums ctaBa nocpeactsom cekpeteH MNMNH kog. Bvpxy egHa cmapT-kapta Moxe aa 6bae 3anuncaH
noBeYe OT eauH enekTpoHeH nognuc. MNpegnarat ce gBa TMna cMapT-kapTh U KaptodeTum — SIM dopmat
n ctaHgapteH. Mpn SIM ¢dopmaTa KapTtata n YyeTeubT Ce HamupaT B €4HO YCTPOMCTBO, AOKATO Mpu
cTaHgapTHUA dopmaTt aABeTe YyCTpoWcTBa ca pasgeneHu. LleHaTta e oTgenHo 3a kapta U yetel unu B
KOMMNIIEKT

46



http://www.crc.bg/section.php?id=435&lang=bg

=
PEE

2.13.19 TexHonorn4yHa nomoLy, Npu UHcTanauma Ha B-Trust npoaykTu

BOPUKA

BAHKOBW YCAYTH

Bucoko kBanudmumpaHa ycnyra 3a obcnykBaHe Ha 2-pO HMBO 3asiBKM 3a Bb3HMKHaNM npobnemw,
HeobXoANMMOCT OT KOHCynTauuMm n oby4yeHne Ha KNMeHTU, U3NOoN3Bawy NpoaykTn n ycnyrin Ha B-Trust.
Ycnyrata obxsalla obcnyxBaHe no TenegoHa M Ha MACTO Ha KnMeHTu Ha B-Trust, nasbpliBaHe Ha
TECTOBE Ha CMapT KapTu 1 KapToyeTLmM 3a paboTa C eNeKTPOHEH NoANUC, TECTBAHE Ha YCNyru 1 NPOAYKTU
3a paboTa C eneKkTpoHeH noanuc.

2.14 B-Token

PelwweHuneTo npeacrasnsBa copTyepeH TOKEH, KONTO € 4acT OT yTBbPAEHOTO MOOMMHO NpunoxeHve B-
Trust Mobile, nonssawo ©OuomeTpusa wunuM Koa, KaTo CTaHAAPTU3NPaHO CPeACcTBO 3a cTpora e-
aBTEHTUKAUMA W HekBanuduuupaH enekTpoHeH nognuc., VmnnemeHTtauusta My npegocTaBs Ha
WHCTUTYLMNTE BBb3MOXHOCT 3a M3NbJIHEHME Ha npouegypata 3a 3agbnboyeHo YOocTBepsiBaHe Ha
NaoeHTtnyHoctTa (SCA), B cboTBeTCcTBME € pernameHTn PSD2 n RTS.

Onucanue:

Cxemara, ypes koATo ce usgasaT u nogabpxaT SCA TOKbHM 3a CTpora aBTEeHTUKaUUs U AUHAMUYHO
cBbp3BaHe (transaction signing), ce 6a3upa Ha npunoxHa PKI-nepapxus, pasnpegeneHa B aBTOHOMHUTE
OOMENHN Ha CUrypHOCT Ha MHCTUTyuMuTe, ydyacTBawm B cxemarta. Ype3 B-Token Bcsika ydacTsalua
NHCTUTYUMS n3gaea n nogabpxa SCA TOKbHM HA CBOW KIMEHTU WK MOn3BaTenn, KOMTO U3NbrHABaT
AUCTaHUMOHHW NNAaTeXHW TpaHcakumMm w/unm JoCTbi [0 MraTeXHW CMETKM B HEeNHUA [OOMEeWH Ha
curypHoct. 3a Bcska yvacTBalla MHCTUTYUMSA ce u3gasa v nogabpxa pasnuyeH B-Token.

B-Token nsnonsea yTBbpAEHO CUrypHO MobunHo npunoxeHune B-Trust Mobile 3a ocbliecTBaBaHe Ha
OByhakTopHa aBTeHTMKaums. NpunoxeHneTo cbBmecTaBa B-Token 3a BCU4YKM yvacTBaLLm MHCTUTYLMK C
€BEHTYyasnHo CblUecTByBalM yaocToBepeHus 3a ObnaveH KEI (KsanuduumnpaH enekTpoHeH nognuc) B
MOBUNHOTO npunoxeHne. CUrypHoOCTTa Ha MOOMITHOTO MpPUMOXeHMe € C HeobBXOAMMOTO HMBO 3a
oTaanedyeHo noanucsaHe ¢ KEI.

OcBeH 3a HyXOuTe Ha UHCTUTyuumuTe, B KOHTekcTa Ha PSD2, B-Token moxe ga ce uanonsea kato
CPeACTBO 3a noanucBaHe Ha oKyMeHTw/cbannose unu aBTeHTukaumus (Login) npea gageHo npunoxeHue,
B CrnyyauTe, B KOMTO 3a TOBA HE Ce U3NCKBa NpunaraHeTo Ha CPeLCTBO C HAN-BMCOKa CUMYPHOCT, @ UMEHHO
KeBanuduumpaH enektpoHeH nognuc. MNognucaHnte ¢ B-Token gokyMeHTM ca CbC cunata Ha “He
KBanudnumpaH“ enekTpoHeH noanuc.

MNonsu:

M3papeHuTe codTyepTHM TOKbHU yHudmumpat npouegypata SCA, KaTto yvacTBalmMte MHCTUTYLMU B
cxemaTta 3anasBaT aBTOHOMHOCT Ha TEXHUTE AOMEWHU Ha curypHocT. OT gpyra cTpaHa, NpuroXeHmeTo
B-Trust Mobile cbBMecTaABa B cebe cu pasnuyHM cpeacTBa 3a aBTEHTUKALUUSA C TakmBa 3a €IIEKTPOHEH
nognuc, nopagm KOeTo KpanHUTE KNMEeHTU nmaT Bb3MOXHOCT [a U3noni3saTt e4AuHEH 1 No3HaT uHTepdenc
3a paboTa B pasnuyHu cpean.
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6. PUHTEX YCNYTU

2.15 E-faktura

EnekTpoHHOTO (hakTypuvpaHe e aBTOMaTU4eH npouec Ha u3gaBaHe, u3npawiaHe, nonyvyaBaHe U
obpaboTka Ha (akTypu No enekTpoHeH NbT. EnekTpoHHOTO dhakTypupaHe € 4vacT OT TbProBCKUTE
npouecu, HapeyeHu ,nopbyka-nHKacnpaHe “, oT rmegHa Todka Ha JOCTaBYMKa U ,MOKYyMNKa-nnawaHe “, ot
rnefHa Touyka Ha Kynyeada. EnektpoHHUTe dhakTypu ce npeacTtaBat B cTpykTypupaH XML popmaT. Kbm
TAX MoraTt ga 6baaT npuKkavyeHu OOKYMEHTW, Hanpumep CTOKOBM PasnuCKW, YBEeOOMIIEHUS, peKkriaMHu
mMaTepvanu, cepTudukaTn, 3acTpaxoBku, NOAPOOHM pasnevaTkm M Op., CbNbTCTBAWM akTypaTta
OOKyMeHTW. Te3n gokyMmeHTn moraT Aa 6baaTt B Npon3BoneH popmar.

Ycnyrata E-faktura Bkntoysa:

e W3anpawaHe n nony4yaBaHe Ha eNieKTPOHHU thakTypu — N3gaTenaTt npeaBapuTenHO e CbCTaBur
erieKTPOHHU haKkTypu nocpencTBOM CBOSiTA CUCTEMa WKW Ype3 CPeACTBO 3a KOHBepTUpaHe.
dakTypute ca nognucaHn c kBanuduumMpaH enekTpoHeH NnoAanuc, crief KoeTo ce 3apexaar B
efaktura.bg. CuctemaTta usBectsiBa nonyvarens, 4e KbM Hero mma HacouyeHa(u) dpakrypa(n).
MNMonyyatenat gocTbnBa cucTemara v cnef Kato noTBbPAW NonyYyaBaHETo Ha akTypuTe, Moxe
Aa ce 3ano3Hae C TgX, Aa M oTnevaTBa UNu cbxpaHsBa NokanHo. Cuctemarta npegocTtass
Bb3MOXHOCT 3a npoBexaaHe Ha online cnopoBe Mexay norydyaTen v AOCTaBYMK NP HyXAaa.
CrnopbT MOXe Aa Npoabikv A0 B3eMaHe Ha pelueHue. [Mpu nonyyaBaHe MHOrO AOCTaBYMLM
MoraT Aa HacoyBaTt (hakTypu KbM Mnory4vaTerns, KOMTo v noriyyasa npes cuctemaTa.

e EDI - ocurypsiBa Bb3MOXHOCT 3a usnpatllaHe Ha enekTpoHHu dpaktypu B EDI format (enektpoHeH
0OMeH Ha cTpyKkTypupaHu 6usHec okymeHTn) ypes AS2 VAN.

JonbrHuTenHun yenyrm

e WHTerpauus Ha uspartensi B cucrtemara — VspaboTBaHe Ha Bu3dyanusaumsi Ha enekTPOHHU
daktypu. lNomow, Ha gocTtaBuMka unu HeroB paspabotumk ga msroteBun XML crtaHpapta Ha
cuctemata. AgantmpaHe Ha cpenctBo (efTool) 3a koHBepTMpaHe Ha aaHHM oT ERP cuctemara Ha
poctaBunk B XML, nognuceaHe ¢ KEI u 3apexagaHe B E-faktura.

e [InawaHe Ha chakTypu 4ype3 MHTepHeT BaHKupaHe — ycnyra no ocurypsisaHe Ha nnaiiaHe no
dakTtypa 4pe3 uHTepHeT OaHkmpaHe Ha 6GaHka. [natexHuTe HapexgaHuss ce nonbneaT
aBTOMATMYHO C JaHHMTE Ha u3gaTtend Ha dakTypaTta, cymaTa M OCHOBaHMETO 3a nnallaHe,
onpegeneHo oT nsgartens Ha daktypara. NnawaHe Ha akTypu Moxe Aa ce OCbLLEeCTBM caMo
ype3 6aHKK, C KOMTO MMa CBbP3aHOCT.

e [InawaHe Ha chakTypm ¢ kapTa 4ype3 VPOS u 3D secure - [nawaHe Ha akTypu oT KynyBaya
¢ nnatexHa kapta npe3 VPOS Ha TbproBeua (M3garten Ha haktypara).

e [lpuemaHe Ha cbAbPXKAHUETO - OCUrypsiBa MPUEMaHe Ha CbAbpPXaHWETO Ha akTypu OT
nony4vartenute B efaktura.bg. Cnea nognuceaHeTo Ha dakTtypute ¢ KBanuduumpaH EnekrpoHeH
Mognuc(KEI) oT cTpaHa Ha nonyyaTtens ce cunta Yye Te ca Nnpyveny CbAbpKaHNEeTOo Ha hakTyparTa.

e EnekTpoHeH apxmB — CbXpaHeHWne Ha enekTpoHHUTe hakTypu B cuctemarta efaktura.bg.

o WHdopmauma 3a HennateHu hakTypu — 3apexpaHe Ha umHdopmaumsa oT u3gatens 3a
HennateHn pakTypu n nHbopMmpaHe Ha nosnyyatens 3a akTypu, KOMTO O4aKBaT niallaHe.

Monau

MecT Bpeme M napv Npu M3npawiaHeTo Ha enekTPoOHHU (PakTypyu U LOKYMEHTU, HENMPOMEHUMOCT Ha
dopmaTa Ha eneKTPOHHUS OOKYMEHT, HamansiBaHe Ha rpelkute; 6bp3 npouec no ocropBaHe Ha
dakTypu; enekTpoHHW pasnnallaHus; nogobpsiBaHe Bpb3kaTa [AOCTABYMK — KIMEHT; Hanmuune Ha
€NeKTPOHEH apXuB.

Tun gorosop
e TwunoB OOroBop 3a u3garten v nonydarten Ha eneKkTPoHHW akTypu - U3MNON3BaHETO Ha ycnyrata
E-faktura, ce npegocrtaBs ¢ TMNOB AOroBOp 3a mM3gaTenuTe M nofyyaTenuTe Ha eneKTPOHHMU

dakTypu.
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e TwunoB JoroBop 3a nonyyarten Ha eneKkTPoHHU PakTypu - N3Non3BaHeTo Ha ycnyraTta E-faktura ce
pernameHTupa oT obwu ycnosus, nybrnnkyBaHn Ha canTa Ha OPYXeCTBOTO, KOUTO ce npuemar C
€IeKTPOHHO M3SIBMEHME - 3a NnoryvyaTennte Ha eneKkTPoHHN hakTypu /Te He nognuceaT 4OroBop
C ApYyXecTBOTO/.

e TuvnoB [oroBop 3a wusgaTesl Ha EreKTPOHHU aKkTypy C OOMbIIHUTENHA BB3MOXHOCT 3a
nanonasaHe Ha EDI cdopmar - - nsanonsesaHeTo Ha ycrnyrata ce npegoctass C TUMOB 4OroBOp 3a
nsgaTtenute Ha enekTpoHHU akTypu ¢ nsnonssaHe Ha EDI chopmar.

e PrePay E-faktura - npegnnaTteHun naket — OT TAX MoraTt Aa ce Bb3rnon3BaT CaMo KITMEHTU, KOUTO
ca nputexatenu Ha KeanuduumpaH enektpoHeH noanuc B-Trust. Bcekn nakeT Mma Cpok Ha
BanNUAHOCT 3a NOCoYeHusi B Hero 6pon dakTypu. PrePay He nancksa nognuceaHe Ha OOroBop.
3annawa ce eqHOKpaTHO, NpU 3asiBABaHe Ha CbOTBETHMSA NakeT C hakTypu.

2.16 InfoPay
InfoPay e nHdpopmaumoHHa ycnyra, cb3gageHa B cboTBeTcTBUE ¢ aupektusata PSD2 Ha EC 1 3akoHa 3a
NnaTexHUTe YCnyru n nnaTtexHuTe CUCTEMWU, KOUTO pernameHTupaT ycnoBusTa 3a T.Hap. OTBopeHO
6aHkupaHe (Open banking). Ycnyrata e nogxogsilia 3a 6M3HeC KIMEHTU, KOUTO MMAT HAKOSIKO CMETKM B
pasnMyHn GaHKu.
Upes cneynanHa yeb nnatgopma notpebutenute nonyyasat 6bp3 1 neceH oTAaneyeH AoCTbN 4O CBOSA
dmHaHcoB npodun. Pernctpmpannte B nnatgopmarta KinmeHTn moraT BbB BCEKU e4MH MOMEHT, nNpes
efHa Touka, Aa pasnonaraT C KoHconuanpaHa nHopMauus 3a CBOUTE HANMMYHOCTU U OBWKEHUS NO
BCUYKM CMETKM B pasnnyHun 6aHkn. Kbm momeHta BOPUKA ALl uma nHTerpaums ¢ 13 6aHku, kato
CMUCHKBT HEMPEKBbCHATO Ce pasLunpsiBa.

BOPUKA

BAHKOBW YCAYTH

3a nonsBaHe Ha ycnyrata € Heo6xoaMmo:
e CMETKMTE Ha KNMeHTa Aa ca AOCTbIMHU OHManH
e perucTpupaHe Ha cbrnacue OT CTpaHa Ha KnMeHTa cMeTKuTe My Aa 6baat 4OCTbNBaHU Npes3
InfoPay. Cbrnacmeto 3a gobaBsHETO Ha CMeTKa ce faBa vpe3 npodmna Ha KnmeHTa B
GaHKkMpaHeTo Ha cboTBEeTHaTa BaHka.

XapakTepucTuKun Ha ycnyraTa:

MpepocTaBsa KoHcoNUAanpaHa nHgopmauma 3a:
canga no nnaTexHn CMeTKW;

OBVKEHNA MO MnaTeXxHn CMeTKY;
AeTannu no nnaTexHa cMeTka;

crpaBKa 3a CMUCHK Ha NNaTexHW CMeTKY;

[locTbn, 6asvpaH Ha Ponu 1 MHAMBWUAYAaNHW Npasa
e [lo3BonsBa Aa ce NpeaocTaBsAT PasfNYHM KOHTPONMPAaHM OOCTbLMM NO CMETKU HA CNYXUTENU OT
KOMMNaHWATa, B 3aBUCUMOCT OT MPEKUTE UM 334 bIDKEHUS.

JleceH 3a nanonssaHe nHTepdenc
e WHTyuTMBHATa HaBuraumsi Boau notpebutenute yaobHo 1 NecHo B MeHloTaTta 1 Te nonyyar
XenaHaTta uHopmMaums 3a cekyHau.

MNonau:

e OnTMMM3npaHo oMHAHCOBO yrnpaereHue - 13anon3saHeTo Ha eguMHHa Nnatgopma No3Bonsasa
yOoo0BHO 1 necHo npocreasiBaHe Ha oupmeHuTte domHaHew. MNMotpebutenunte nonyyasat
NHOpPMaLMsa 3a BCUYKM CBON (OUPMEHU CMETKM, PETUCTPUPAHN B pa3nmyHm 6aHkn, BMECTO OT
BCcsAKa 6aHKa NooTAenHo;

e CobKpallaBaHe BpeMETO 3a U3roTBSIHE Ha CMpPaBKu;

o [lo-edhekTnBHM paboTHM Npouecu - PegyumnpaHe Ha pyTUHHUTE OENHOCTU B eXXxeaHeBHaTa
paboTa Ha cryXutenute n Bb3MOXHOCT [a ce CbCcpeaoTovaT BbpXYy 3aayun C no-BUCOKa
3HA4YMMOCT;
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e 24-yacoB KOHTPOJ1 Ha cpeacrteaTta - C InfoPay n0Tpe6|/|Ten|/|Te nony4yaBsaTt BUHArn HaBpemMeHHa
VIHCbOpMaLI,VIFI 3a HalIM4YHOCTUTE N OBUXEHUATA NO CBOUTE PErMcTpnupaHn CMEeTKUTE OT BCAKbAE U
Nno BCAKO Bpewme;

e [ocTbn, 633|/|paH Ha poiin n ntHamsuayasriHu rnpasa - nnaT¢>opmaTa no3BoJsisABa Aa ce
npenocTaBAT pa3siMd4HN KOHTPONMMpaHM AOCTbMNN MO CMETKU Ha CIy>XUTeJ1in OT KOMNaHUATa, B
3aBUCUMOCT OT NPEKUTE UM 3ablKEeHUA.

BOPUKA

BAHKOBW YCAYTH

Tunos goroBsop:
Ycnyrata InfoPay ce nonaBa cneg perucrpaums B nnatgopmara 1 CKroYBaHe Ha 40roBop.

Peructpau